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6.x
Solution x: IOPS network using the backhaul for authentication only
6.x.1
Description
6.x.1.1 Introduction and high-level architecture
This is a solution to Key Issues 1 and y.

This solution consists in making use of the backhaul for authentication only, in order to limit the traffic on the limited backhaul, while allowing real-time management of the users by the network operator. 
For the user plane, SIPTO@LN is re-used, with a L-GW in the Isolated Network Node.

For the control plane, most functionalities of the MME are provided in the Isolated Network Node in order to avoid that signalling traffic related to Service Requests traverses the backhaul. Interaction with the HSS is kept in the central part of network in order to avoid direct access to the HSS from a multitude of radio sites, that could cause security and resilience issues.
Based on these principles, the following architecture is proposed:


[image: image1]
Figure 6.x.1: High-level architecture for IOPS network using the backhaul for authentication only
The IOPS network comprises an L-MME (Local MME), which locally assumes the functions of an MME (authentication, bearer management, etc.) and interacts with the rest of the PLMN via a "Proxy MME" (P-MME), for authentication and mobility procedures (when moving in/out of the area covered by the IOPS network). The P-MME is meant to be a "central" element in the PLMN used by potentially all isolated network sites and is seen by other network entities as a normal MME (serving all the users attaches through an IOPS network connected to it). It also enables roaming by interacting with the HSS in the HPLMN.
Editor's Note: The nature of the P-MME is FFS as e.g. not inter CN mobility will exist.
6.x.1.1 MME functional split

	MME function
	L-MME
	P-MME

	NAS signalling
	X
	

	NAS signalling security
	X
	

	Inter CN node signalling for mobility between 3GPP access networks (terminating S3)
	
	N/A

	UE Reachability in ECM-IDLE state (including control, execution of paging retransmission and optionally Paging Policy Differentiation)
	X
	

	Tracking Area list management
	
	N/A
NOTE: The TA List contains only 1 TA corresponding to the IOPS network.

	Mapping from UE location (e.g. TAI) to time zone, and signalling a UE time zone change associated with mobility,
	
	N/A

	PDN GW and Serving GW selection
	X
	

	MME selection for handovers with MME change
	N/A
	N/A

	SGSN selection for handovers to 2G or 3G 3GPP access networks
	N/A
	N/A

	Roaming (S6a towards home HSS)
	
	X

	Authentication
	X
	

	Authorization
	X
	

	Bearer management functions including dedicated bearer establishment
	X
	

	Lawful Interception of signalling traffic
	X
	

	Warning message transfer function (including selection of appropriate eNodeB)
	X
	

	UE Reachability procedures
	X
	


6.x.1.2 Information flows

6.x.1.2.1
Initial Attach procedure

The following diagram describes the information flow for the Initial Attach procedure. Differences from the current E-UTRAN Initial Attach procedure are shown in red.
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Figure 6.x.1.2.1-1: Initial Attach procedure

1-2.
Attach Request from UE to L-MME as specified in TS 23.401 to MME.
3.
The L-MME requests the user context to the P-MME.

4-5.
The P-MME performs one or more of the procedures Indentification Request/Response, Identity Request/Response, Authentication Request Response, as required, as specified in TS 23.401 for the MME, except that the Identity Request/Response goes via the L-MME.
7.
The P-MME provides the L-MME with context information for the UE, including IMSI and security information.

8.
The L-MME authenticates the UE using the information received at step 7, performs security association and obtains the IMEI.

9. 
The L-MME queries the EIR via the P-MME.

10.
The L-MME may obtain ciphered options from the UE.
11.
The L-MME deletes any active bearer for the UE.

12.
The L-MME requests the UE's subscription data to the P-MME and confirms to the P-MME that authentication was performed succesfully.
13.
The P-MME sends an Update Location Request message to the HSS, unless the UE was already registered in this P-MME. HSS responds and provides the subscription data.
14.
The P-MME sends the UE's subscription data to the L-MME.

15. 
The L-MME sends a Create Session request to the L-GW located in the same IOPS network. The L-GW performs the operations of both S-GW and P-GW for creating the default bearer and returns a Create Session Reponse to the L-MME.

16.
Attach Accept from L-MME to UE, as specified in in TS 23.401 from MME to UE.

17. 
Steps 18 to 26 of E-UTRAN Initial Attach procedure from TS 23.401.

6.x.1.2.2
UE triggered Service Request
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Figure 6.x.1.2.2-1: UE triggered Service Request procedure

6.x.2
Impacts on existing nodes and functionality
New functional entities L-MME and P-MME based on current MME.
New reference point S6a' between L-MME and P-MME, based on S6a.
6.x.3
Solution evaluation
Editor's Note: The security aspects of this solution need to be investigated by SA3.
End of P-CR
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