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1. Introduction

The evaluation of this solution which was made in SA2#116bis was not complete. This paper proposes additional evaluation points.
2. Discussion

Although the current evaluation considers unidirectional communication as one of benefits, this limited functionality can limit its applicability of the solution in only MO-only service type which is a drawback when comparing other solutions on infrequent small data transmission. Moreover, the limited functionality can also restrict UE type which can use this solution. Finally, the use of URI form for source and destination addressing scheme may be beneficial in flexibility in ID assignment, there is no method of resolution at RAN when forwarding SDS-PDU to UE. 
3. Proposal
Based on the discussion above, it is proposed that the following revision marked changes are made to TR 23.799 v1.0.2. 
* * * * Start of 1st Change * * * *
6.4.7
Solution 4.7: Infrequent small data transfer
This solution applies to Key Issue 4: Session management, specifically on efficient infrequent small data transfer, which is not required the session to be established. 
6.4.7.1
Architecture description

For carrying infrequent small amount of data units in an efficient way which can reduce the allocation of the network resources, the connection-less small data service (SDS) that does not require a session set up is introduced. The SDS is a service that transfers messages between a UE and Service Provider (SP) or 3rd party. The SDS-PDU is self contained with all required information to deliver it to its destination. The source and destination IDs in SDS-PDU are assumed in the form of URIs. 
Figure 6.4.7.1-1 shows the entities that are involved in mobile originated (MO) and mobile terminating (MT) SDS message handling for transfers between a UE and an application server or a Service Capability Server (SCS) in non-roaming scenarios. For the connection-less SDS the system functions called Small Data Handling Functions (SDHF) are introduced in the network to process the address information (the source and destination IDs) in the small data messages and verify and route the messages based on this information. The SDHF does not need to keep context information related to users and no UE attachment and UE authentication is performed.

The integrity of small data messages has to be verified, for example by a SDHF. To verify the integrity of a message the SDHF can get the required security material from the Credential Repository. For instance, the Repository may hold certificates that contain credential data. That is, integrity protection can be done without context information stored in the network, e.g., in the form of a signature that would allow any entity on the path (e.g. Serving SDHF) to check the authenticity of the SDS-PDU once this entity has access to the data (e.g. credentials in the Repository) necessary for validating the integrity protection, which is for SA3 to define, e.g. using a public key infrastructure. Thus, each SDS-PDU is e2e integrity protected. 
NOTE 1:
3GPP specifies only integrity protecting the SDS-PDU between the UE and Gateway SDHF. The mechanisms for this protecting are to be determined by SA3. The external entities in the delivery chain (e.g. the SCS/AS) may also verify the SDS-PDU integrity, e.g. using a public key infrastructure, but the mechanisms for this are outside of the 3GPP scope.
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Figure 6.4.7.1-1 Architecture model for the Small Data Service - non-roaming case 
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Figure 6.4.7.1-2 Architecture model for the Small Data Service –roaming case
NG1:
Reference point between the UE and the NG Core Control plane function.
NG2: 
Reference point between the RAN and the NG Core Control plane function.

NG10:
Reference point between the NG Core Control plane function and the Credential Repository function.

NG11:
Reference point between the NG Core Control plane function and the Gateway SDHF function.

NG12:
Reference point between the Gateway SDHF function and the Credential Repository function.
NG13:
Reference point between the Credential Repository function and the SCS/Application Function.

NG14:
Reference point between the Gateway SDHF function and the SCS/Application Function.
On receiving the MO SDS-PDU, the network establishes a short lived association with the UE, i.e. a temporary UE context, on the Serving SDHF to assure that acknowledge/reject messages or a potential user data response can be sent back to the UE. The RAN is assumed to provide an efficient radio transport means for the SDS PDU and maintains the short lived association with the UE, i.e. a temporary UE context, so that the UE remains reachable for receiving the incoming response information after sending the MO SDS-PDU. The association is established at the time when the uplink SDS-PDU is received. 

Since the network can process address information (e.g. the source ID) in the small data messages it can set up SDS-PDU counters to control transmission frequency and restrict overload caused by those UEs that send small data too frequent or retry to obtain service (send data) although it was not accepted or allowed by the network. The Serving SDHFs may keep counters/contexts for a while after releasing the association, i.e. the valid time of temporary UE context is expired,to detect these UEs. A counter on the G-SDHF may also be used to count the total number of message transmitted by the UE. This is to restrict the total number UE transmitted SDS-PDUs via different S-SDHFs.
To deal with temporary surges in SDS traffic volume from massive UEs that may temporarily deplete resources available to non-SDS traffic a network operator can put a restriction per cell/resource that may be used by SDS. The upper bound per cell/resource can also limit the possible damages caused in case of some misbehaving UEs. 
6.4.7.2
Function description

The uplink transmission procedure for a scenario where the MO SDS-PDU is forwarded to a SCS/AS is illustrated in Figure 6.4.7.4.2-1. 
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Figure 6.4.7.2-1 Uplink small data transmission procedure

1.
The application of the UE requests the transfer of the SDS-PDU. 
2.
The UE transmits the SDS-PDU to a Serving SDHF. Since there is no need for the serving SDHF to keep any UE or MM context (i.e. no UE attachment and authentication is performed), normally it is not required to forward the SDS PDU to a specific Serving SDHF. However if the transmission frequency of small data is to be controlled, the SDS-PDUs from one UE is expected to be forwarded to the same Serving SDHF. The mechanism is implementation specific, e.g. based on the source ID address. When transferring between the UE and the Serving SDHF, the RAN is assumed to provide an efficient radio transport means for the SDS PDU and the RAN also maintains a short lived association with the UE so that the UE remains reachable for receiving DL traffic for a certain short time period (i.e. the reachability period). 

3.
The serving SDHF needs to verify the integrity of the SDS-PDU. The Serving SDHF checks whether it stores credentials for the sender of the SDS-PDU, i.e. source ID. If not, the Serving SDHF fetches the credential information for that sender from the Credential Repository. If the credential for the sender is not ok, the Serving SDHF sends a Reject to the UE with an appropriate cause code.

4.
The Serving SDHF determines a Gateway SDHF from address information of the SDS-PDU header and forwards the SDS-PDU to the Gateway SDHF. 

5.
The Gateway SDHF determines the SCS/AS address from the destination ID in the SDS-PDU and forwards the SDS-PDU to the SCS/AS. The Gateway SDHF keeps the Serving SDHF identifier for possible DL traffic delivery within the UE reachability period. The Gateway SDHF may verify the SDS-PDU integrity before forwarding it.

6.
On receiving the SDS-PDU the SCS/AS may verify the SDS-PDU integrity if it has access to the Credential Repository. The SCS/AS returns an acknowledgement to the Gateway SDHF to confirm the SDS-PDU transfer if an acknowledgement is requested.

7.
If an acknowledgement is requested, the Gateway SDHF sends it to the Serving SDHF.

8.
The Serving SDHF forwards the acknowledgement to the UE.

9.
The UE confirms the SDS-PDU transfer to the application. 
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Figure 6.4.7.4.2-2 Downlink small data transmission procedure

The downlink transmission procedure for a scenario where the MT SDS-PDU is delivered towards the UE is illustrated in Figure 6.4.7.4.2-2 and has the following steps:
1.
The SCS/AS sends a downlink small data to the Gateway SDHF indicating whether a delivery confirmation is required and possibly the SDS-PDU lifetime. The Gateway SDHF selected by the SCS/AS is same as the Gateway SDHF, which is configured on the UE for MO SDU transmission.
The Gateway SDHF may verify the integrity of the incoming SDS-PDU. In this case it checks whether it stores credentials for the originator of the MT SDS-PDU. If not, the Gateway SDHF fetches the credential information from the Credential Repository verifying the SDS-PDU integrity before accepting it for further delivery. If it is not ok, the Gateway SDHF sends a Reject to the SCS/AS with an appropriate cause code.
On receiving downlink small data SDS-PDU from the SCS/AS the Gateway SDHF checks whether the UE is still reachable after sending the MO SDS-PDU. 

-
If the UE reachability period is valid the SDS-PDU can be sent to the Serving SDHF immediately. 

-
If the UE reachability period is expired the Gateway SDHF stores the SDS-PDU in accordance with the permitted SDS-PDU lifetime, until the UE becomes reachable again. A trigger being informed when the UE becomes active is the received uplink small data as illustrated in Figure 6.4.7.4.2-2. The Gateway SDHF checks whether it stores any valid MT SDS-PDU(s) for the sender address of the received MO SDS-PDU. If it is a case the stored SDS-PDU(s) can be sent to the Serving SDHF. In case downlink transmissions dominate or for only downlink transmission scenarios a polling of the Gateway SDHF can be initiated when the UE sends an empty MO SDS-PDU to inform that it is available to receive downlink small data stored by the Gateway SDHF.
2.
The Gateway SDHF sends the MT SDS-PDU(s) to the Serving SDHF together with an indication whether a delivery confirmation is needed.
3.
On receiving the MT SDS-PDU(s) the Serving SDHF forwards it towards the UE. The Serving SDHF may verify the MT SDS-PDU integrity before forwarding it.
4.
The UE transfers the SDS-PDU to the application. The UE may verify the MT SDS-PDU integrity before transferring it to the application.
5.
The application confirms its transfer to the UE, if confirmation is required.

6.
The UE sends an acknowledgement to the Serving SDHF.

7.
The Serving SDHF forwards the acknowledgement to the Gateway SDHF.

8.
The Gateway SDHF confirms the MT SDS-PDU transfer to the SCS/AS.

6.4.7.3
Solution evaluation

The original targets of WT are fulfilled by this solution.

The solution is targeting an efficient transfer of infrequent small data units to allow interacting directly with external networks without the need to involve session management to establish connections when small amounts of data traffic have to be transferred. The solution does not require any SM and MM context and handles the small user data avoiding procedures related to registering and tracking a massive number of UEs. Also the introduction of the counters and message integrity checking can prevent the abuse of this mechanism.  

NOTE:
No authentication is performed before the data is sent to the CN, the Security impact is to be evaluated by SA3.
This mechanism is applicable for those UEs that do not use other data services than that Small Data Service. Other UEs may use SDS in addition/parallel to other data services and may have related context information due to these services (e.g. through NAS signaling). 

The solution may enhance the SMS service that stems from the CS services domain era and has related restrictions, like using an MSISDN for addressing or having no means for preventing fraud as the integrity of the messages and addresses cannot be verified.
The solution assume when the UE sends the MO data it will be available for a short time period. During that time period if there are MT data stored on the Gateway SDHF, the MT data will be sent to the UE. As the UE does not need monitor the paging message, the eDRX or PSM mode are not need. As UE can be switched off after the MO data has been sent, the power efficiency can be achieved. 
In particular, the solution has the following benefits and drawbacks.
Benefits:
-  The solution is based on connectionless communication that does not require involvement of session management for sending infrequent small data units. In particular, there is no attach procedure. What is normally the attach message in this approach is the user data message. As a result, there is no need to establish and release sessions/connections when small amounts of data need to be sent, avoiding signalling delay and wasting of network resources related to signalling overhead in the core network and radio interface. It also can bring some benefits in terms of UE power efficiency. 
-  The solution does not require SM and MM context information. In addition network resource efficiency benefits from avoiding cases such as when for a single small data unit transfer there is effort to construct and store context information that is not used again afterwards. -  Integrity protection of SDS-PDUs can be done, e.g., in the form of a signature that would allow any entity on the path to check the authenticity of the SDS-PDU once this entity has access to the data (e.g. keys) necessary for validating the signature. The integrity protection is for SA3 to define, e.g. using a public key infrastructure. 
-  Every MO small data unit can be routed via a different serving SDHF if available, i.e. it is not required that a specific serving SDHF handles the SDS-PDU, hence a RAN node can select the serving SDHF freely and forward MO small data units.

-  The solution can work without paging to support minimum energy consumption for UEs. That is, the UE may be mobile, but if the acknowledgement is not delivered because the UE has moved that would have to be handled by retrial rather than by mobility management, i.e. the retrial is triggered when next time the MO data is received. 

-  Power efficiency can be achieved without the eDRX or PSM mode mechanism. 
-  The source and destination IDs in SDS-PDU are assumed in the form of URIs, which allows high flexibility in ID assignment. This solution provides uplink and downlink small data routing without the need for allocation of an MSISDN
Drawbacks:

- The solution is for delay-tolerant small data services and does not provide any QoS support.

- The solution provides only limited mobility support.

- If needed to control transmission frequency and restrict overload the network should set up SDS-PDU counters that adds some complexity. However, this applies for all message transferring mechanism.
- Introduction of new entity for a specific service can trigger additional complexity in network.
- Limited support of UE type (e.g. MO-only type UE)
* * * * End of Changes * * * *
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