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1 Solution selection for Untrusted WLAN 

Under key issue #8 there are several solution listed for connection of AN considering both 3GPP and N3GPP accesses. This contribution is focusing on the scenario of Untrusted WLAN, where the Untrusted WLAN has the same meaning as in 4G or a network that is not considered trusted by 3GPP operator. It should be also noted that this definition is not fully fitting current understanding that Untrusted WLAN may be a network deploy by operator which is known and trusted, but there is no specific 3GPP requirement to be supported by WLAN network enabling to work in any legacy WLAN. 
	Solution
	Considerations
	Conclusion

	6.8.1
	The MRA support for N3GPP is FFS (see clause 6.8.1.1) so it is difficult to evaluate the applicability of the solution to untrusted WLAN. However some commonality between the MRA and the N3CNGW in solution 8.6 may be guessed. Due to lack of description is proposed to not consider such solution.
	Due to lack of description for application of solution to N3GPP and potential similarity between MRA and the N3CNGW is proposed to not consider such solution

	6.8.2
	See considerations in clause 1.1 below comparing solution 6.8.2 and solution 6.8.6.
Please note that revisions of solution 6.8.2 are proposed in contribution S2-165680
	

	6.8.3
	The UE establishes specific signalling connections with the AN for the purpose of exchanging NAS signalling with the CN control plane entity in a manner that is transparent to the AN. 
	This solution is similar to solution 6.8.2 when N3ASF is considered as part of WLAN access network. Since it is without detailed description, it is proposed to consider solution 6.8.2 instead.

	6.8.4
	The AN shall be able to manage the NextGen NAS signalling and the AS signalling (see clause 6.8.4.1 and figure 6.8.4-2) so it requires changes in the AN in order to support it.
	This solution is not applicable to not modified N3GPP access network, i.e. to Untrusted WLAN

	6.8.5
	The NAS corresponding to NG1 is transported via UE to CN transparently to AN, i.e. the AN does not terminate it. The solution 6.8.5 does no specify how NAS is carried, so both solution 6.8.6 and 6.8.2 may apply. 
	This solution is almost equivalent to solutions 6.8.2 and 6.8.6, where NAS signalling is carried in IPSec tunnel between the UE and the N3ASF/N3CNGW in subsequent SM procedures. However not much details are provided, so it is propose to consider Solution 6.8.2 and 6.8.6 instead. 

	6.8.6
	See considerations in clause 1.1 below comparing solution 6.8.2 and solution 6.8.6. 

	


1.1 Considerations on Solution 6.8.2 and Solution 6.8.6

The main differences between solution 6.8.2 and solution 6.8.6 are described in table below:
	
	Solution 6.8.2
	Solution 6.8.6
	Considerations

	Architecture


	Add N3ASF as N3GPP Access GW which logically belongs to AN but under SA2  responsibility 
	Add N3CNGW as N3GPP Access GW which logically belongs to CN but support NG2/NG3 
	Different location of N3GPPAccess GW but the functionality supported via the interface between the N3GPP Access GW and CN CP is the same.

	NAS protocol stack for Attach procedure
	NAS 

IKEv2 with EAP+NAS; or
IKEv2 with NAS
	No NAS

IKEv2 with EAP
	Solution 8.6 does not support NG1 during attach procedure. No SM procedure is performed during attach. 

	NAS protocol stack for  subsequent SM procedures
	NAS

IKEv2 (may +N3-AS) to GW and on NG2-AP to CN
	NAS

IKEv2 to GW and on NG2 to CN
	Quite similar to each other. Solution 8.2 may require additional N3-AS protocol between UE and access GW. It is not clear how to use this N3-AS protocol.

	Protocol impact
	EAP terminates in N3ASF while the authentication server locates in the CN CP. Or
EAP terminates in CN CP when NAS is carried directly in IKEv2.


	EAP terminates in CN CP while N3CNGW acts as authenticator.
	Solution 8.2 as described in clause 6.8.2.2.3 requires a new EAP method for carrying NAS.


	CN CP function impact
	CN CP receives NG1 Attach request message and performs the same behaviour (such as authentication and location registration) as attach via 3GPP access.
	CN CP behaviour is different as attach via 3GPP access. E.g. Authentication is triggered by EAP signalling. How is location registration performed is not clear. How the security key for subsequent SM signalling is negotiated is not clear.
	Solution 6.8.6 requires new behaviour for attach via WLAN access. Some issues need to be further clarified.

For subsequent SM procedures, CN CP receives NG1 SM messages and performs the same as 3GPP access. There is no big difference between Solution 6.8.2 and 6.8.6.


2. Proposals

2.1 Architecture

It seems a common understanding that an access gateway is needed for untrusted WLAN access to NextGen CN (i.e. N3ASF in Solution 6.8.2 and N3CNGW in Solution 6.8.6). However, there are different opinions regarding the location of this access gateway. 
The EPC solution (as described in TS 23.402) for untrusted WLAN access does not require any impact to the untrusted WLAN access network while the EPC solution for trusted WLAN access requires a new functionality TWAG which logically belong to trusted WLAN access network but is standardized in SA and CT. It should be noted that for Trusted WLAN it is supposed that IKEv2 between the UE and the Access GW is not present, so how the NAS protocol is carried and the related procedures are FFS. It is proposed to follow this principle in NextGen when deciding the architecture for WLAN access.

Moreover, according to the definition of reference points in Annex G in TR 23.799:

NG2:
Reference point between the RAN and the CP functions.
NG3:
Reference point between the RAN and the UP functions.
if this access gateway locates in the NextGen CN, it is not appropriated to name the interface between this access gateway and other CN CP/UP functions with NG2/NG3. However, the same lower layer protocol could be used in these two interfaces and it won’t be a main obstacle of defining the call flows.

Proposal 1: It is proposed to adopt the following architecture for WLAN access:

[image: image1.wmf] 

NWx

 

N

G1

 

NG

2*

 

N

G

3*

 

N

G6

 

N

G4

 

Y1

 

Y2

 

CP functions

 

U

P functions

 

AF

 

DN

 

Non

-

3GPP 

access 

 

(e.g. WLAN)

 

 

UE

 

N

G5

 

A

ccess 

GW

 

UP

 

CP 

 


A. In case of untrusted WLAN access, this Access Gateway locates in the NextGen Core.

B. In case of trusted WLAN access, this Access Gateway is logically part of WLAN access network but is standardized in SA2.
2.2 Attach

According to the above table, Solution 6.8.6 does not support NG1 during attach procedure. Additional SM procedure is needed for PDU session establishment. Moreover, different CN CP behaviour needs to be defined for attach via untrusted WLAN. Some issues need to be further clarified.
To minimize the impact to CN CP during attach via 3GPP and WLAN access network, it is proposed to support NG1 during attach and subsequent SM procedures.

Proposal 2: It is proposed to support NG1 signalling transfer between the UE and CN CP during attach and SM procedures via untrusted WLAN access.
2.3 SM procedure

Solution 6.8.6 requires additional SM procedure for PDU session establishment.

During additional SM procedures, there is no difference between Solution 8.2 and 8.6.

2.4 Protocol impact
Considering that:
· An access agnostic solution is proposed in solution 6.8.2. Authentication is triggered by the NG1 Attach Request message. Call flows such as slice selection could reuse the same one for 3GPP access.

· A new EAP method is defined. This needs to be standardized in both 3GPP and IETF. Within this new EAP method, N3ASF terminates the EAP authentication method, but the backend authentication server locates in the NextGen CN CP. The security issue needs to be further checked and standardized in SA3 and IETF.
It is then proposed to adopt the alternative of “NAS over IKEv2” (Attach procedure as depicted in Figure 6.8.2.2.3a-1):

· An access agnostic solution is proposed. Authentication is triggered by the NG1 Attach Request message. The call flows such as slice selection and session management could be reused. 

· All the standard work could be done in 3GPP. 

Proposal 3: It is proposed to accept the solution based on alternative of “NAS over IKEv2” as described in Section 6.8.2.2.3a for untrusted WLAN access.
* * * Start of changes * * * *

8.x
Interim Agreements Key Issue #8 on connection of N3GPP

Interim agreements for support of N3GPP access are as follows:

1.
An Access Gateway is needed for the support of WLAN access. 


A. In case of untrusted WLAN access, this Access Gateway locates in the NextGen Core.


B. In case of trusted WLAN access, this Access Gateway is logically part of WLAN access network but is standardized in SA2.
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Figure 8.X-1: Architecture of WLAN access to NextGen CN
2. Access Gateway for trusted WLAN access supports NG2 to NextGen CN CP functions and NG3 to NextGen CN UP functions.
Editor’s note: In Trusted WLAN IKEv2 is supposed to be not supported between the UE and the Access GW, so how the NAS protocol is carried on WLAN and the related procedures are FFS.
3. Access gateway for untrusted WLAN access supports NG2* to NextGen CN CP functions and NG3* to NextGen CN UP functions, while NG2* shares the same lower layer protocol stack with NG2 and NG3* shares the same lower layer protocol stack with NG3.

4. The UE sends NG1 signalling to the NextGen CN CP when attaching via untrusted WLAN access network. (NG1 signalling is used to trigger authentication/attach/location registration in the NextGen CN)

5. In Untrusted WLAN, IPSec tunnel is established between the UE and the Access Gateway when the UE connects to NextGen Core via untrusted WLAN access network.

6. In Untrusted WLAN, NG1 signalling is encapsulated in IKEv2 signalling when transferring between the UE to the Access gateway during attach via untrusted WLAN access network, as described in section 6.8.2.2.3a.
* * * End of changes * * * *
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