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Abstract of the contribution: This paper proposes to discuss two solutions without UE modem and without VPLMN impact for early deployments. within such cases, there will be some restrictions on the allowed services (pre-configured UE, same exempted services for all VPLMNs, restricted LBO access). The two solutions also consider deployments that satisfy all PS Data Off SA1 requirements.The paper also proposes modifications for KI#2.
Discussion
During the discussion of tdoc SP 160708 "Continuation of Work on PS Data Off ", it was agreed at SA#73 plenary that "if this can be completed and presented to TSG SA#74 then this can be included in Rel-14, otherwise it will need to follow the normal exception decision procedures".  Hence, based on the support of a significant numbers of operators to have PS_DATA OFF in Rel-14, it is important that we can agree on a global solution for PS Data Off as soon as possible. If at SA#74 we have only specified a solution with some restrictions,  this partial solution shall be extendable to a final solution that meets all the GSMA/SA1 requirements. We have to avoid redefining a different solution to meet GSMA/SA1 requirements, but reuse the partial solution mechanisms as much as possible. 
We also need to take into account additional considerations that have not been discussed earlier:

1) Based on valuable comments made offline by some operators and UE vendors, it is better that – at least for early deployments – SA2 tries to them into account. Two main comments were formulated: 
· UEs will not be ready for an early deployment if the ME "modem" (that contains layers up to NAS) is impacted.

· It is unlikely that all VPLMNs would have deployed Data-Off feature in their network quickly enough although VoLTE may be available.

Therefore, we need to define a solution that does not impact the ME "modem" and does nor rely on VPLMN upgrade, at least for early deployments. We consider that early deployments not impacting the VPLMN may have some restrictions, e.g.

· the exempted services are the same in all VPLMNs (GSMA requires per VPLMN list of exempted services), 
· the access to services accessed at the VPLMN (Local BreakOut) is limited to e.g. the IMS well-known APN and partially exempted APNs are not supported for LBO. 
But we also consider that the final version of the PS Data-Off feature shall satisfy all GSMA and SA1 requirements. 
2) One more aspect that needs to be considered is the access to LBO services: 
When PS Data Off is not activated, a UE may have access to APNs in the VPLMN (according to the "VPLM-dynamic-address-allowed" AVP in the APN-Configuration AVP; see TS 23.272). However, when PS Data Off is activated, the UE should have restricted access to LBO services. The UE will be configured with the exempted non-SIP and SIP services, and will block the non-exempted services in the uplink. But what about downlink packets?
For the case the VPLMN is not upgraded, this is a very important point as the related requirements will result in totally different solutions:

-
If the requirement shall be to block the downlink packets at LBO APNs when PS Data Off is activated, then the solution shall be based on the download of different sets of APN/VPLMN-dynamic-address-allowed depending on whether the PS Data Off is activated or not. This means that the HSS shall be aware of the PS Data Off UE status w/o VPLMN impacts (e.g. USSD/USSI based solution, other?). This solution implies additional signalling exchanges between the UE and the HSS, between the HSS and the MME, and between the MME and the PGW.
-
If it is assumed that the blocking of the downlink packets at LBO APNs is not an issue as the UE would have blocked the uplink, then the solution can be much simpler as the HSS does not need to be aware of the PS Data Off UE status. A solution based on using PCO to carry the PS Data Off UE status is proposed as it does not impact the VPLMN and the HSS. It has much lighter signalling exchanges.
Both solutions are described below:
Solution 1 based on HSS knowledge of PS Data Off UE status

Related to Key Issue 3 (Support for controlling non-SIP based services):

· For early deployments where VPLMNs are not upgraded, the VPLMN cannot explicitly receive the Data Off UE status from the UE. Hence, when the user activates Data Off, the VPLMN should only be implicitly aware that some non-SIP services are not allowed. Assuming that the HPLMN is aware of the Data Off UE status,  the only solution to control non-SIP services is to provide the MME with appropriate subscriber data each time the Data-Off status is changed for a UE. To achieve that, each time the Data-Off status is changed for a UE, the HSS just includes the corresponding allowed APNs in the subscriber data and appropriate "VPLM-dynamic-address-allowed" AVP to indicate whether the APN is allowed at both VPLMN and HPLMN (LBO and Home Routed) or only allowed at HPLMN (Home-Routed).
The HSS may include partially allowed APNs only if they are Home-Routed. The HSS shall not include partially exempted APNs at the VPLMN as this would require the support of the associated DL filters to each APN in the subscription data, hence VPLMN upgrade. 
This solution requires the HSS to be aware of the PS Data Off UE status. Hence, Key Issue 1 should use a solution whereby the HSS is updated without VPLMN impact when the user activates PS Data Off. 
Since VPLMN should not be impacted in early deployments, the enforcement at the PDN GW in the Home PLMN is achieved as specified in TS 23.203 because, since the list of APNs provided by the HSS to the MME/SGSN already takes into account the PS Data Off UE status, a PDN GW does not need to be aware that the PS Data Off is activated or not. 
· For deployments satisfying all PS Data Off SA1 requirements (in particular the access to LBO services), 

This solution requires the HSS to be aware of the PS Data Off UE status (see solutions for Key Issue #1). 

The HSS is configured with the list of "Exempted APNs" (EA) and associated "Packet Filtering Information" (PFI)" for the Packet Core to only allow exempted Packet Core services when PS Data Off is activated. Exempted APNs can be totally exempted, in which case, the Packet Filtering Information is not present, or partially exempted APN, in which case the Packet Filtering info is present and characterizes the IP flows which are exempted from PS Data Off. This is similar to solution 3.4.
During the Attach/TAU procedures, and when the list of APNs/Filters has been changed by the operator, assuming that the HSS determines that the MME/SGSN supports the Data Off feature, the HSS provides the MME/SGSN with list of "Exempted APNs" (EA) and associated "Packet Filtering Information" (PFI)". The MME/SGSN then may use it to only accept PDN connections to exempted APNs or to provide the PGW with the DL Filters for partially exempted APNs. The HSS also provides the PS Data Off UE status to the MME/SGSN. 
Apart from the fact the HSS provides the PS Data Off UE status to the MME/SGSN, the solution is as described in solution 3.4.

Solution 2 based on using PCO to carry the PS Data Off UE status

Related to Key Issue 3 (Support for controlling non-SIP based services):

· The UE provides its PS Data Off status using new specific values of the PCO to indicate whether PS Data Off is activated or deactivated. This can be achieved by e.g. using the "additional parameters list" in the Protocol Configuration Options IE defined in TS 24.008 Table 10.5.154. Per TS 24.008, "The additional parameters list is included when special parameters and/or requests (associated with a PDP context) need to be transferred between the MS and the network. These parameters and/or requests are not related to a specific configuration protocol (e.g. PPP), and therefore are not encoded as the "Packets" contained in the configuration protocol options list."

-
For early deployments where VPLMNs are not upgraded, 
-
The PGWs in the VPLMN will ignore these new PCO values and hence will not block downlink packets. It is not seen as an issue as long as the UE does not send uplink packets on that APN. For this to work, it is necessary that the UE is not configured with partially exempted APNs (i.e. with Filters) for Local Break Out but ONLY with a list of totally exempted APNs;

-
Home routed APNs can be partially exempted (APN/Filters) as the PGW and/or PCRF in the HPLMN can be configured with corresponding PCC rules. A possible restriction: all APN/Filters shall be the same whatever the VPLMN the UE is registered; 
-
It is also possible to configure the HSS to ONLY include the well-known IMS APN as possible LBO APN (i.e. with the "VPLM-dynamic-address-allowed" AVP set to one). That would be a permanent restriction for the UEs, but might be acceptable for an operator. To be discussed. 

-
For deployments satisfying all PS Data Off SA1 requirements (in particular the access to LBO services), 

-
During the Attach/TAU procedures, and when the list of APNs/Filters has been changed by the operator, the HSS downloads the list of exempted APNs (with Filters for the partially exempted APNs) to be used when PS Data Off is activated, as well as the regular list of allowed APNs to be used when Data Off is not activated as described in solution 3.4.

-
One difference with solution 3.4 is that the PS Data Off UE status is not coming from the MME but directly from the UE using PCO. 

-
Another difference with solution 3.4 is that, because the MME/SGSN is not aware of the PS Data Off UE status, it will have to provide a flag indicating whether the APN for the particular PDN connection being established is exempted or not when the PS Data Off feature is activated, and it will be up to the PGW to control the access to the APNs when PS Data Off is activated i.e. accepting/rejecting/releasing the UE requested PDN Connectivity as well as applying appropriate PCC rules.  
Additional aspects for avoiding VPLMN impacts in early deployments
In addition to the above solutions, it is proposed to study whether to update solutions of other Key Issues to take into account the case when a VPLMN is not upgraded:
-
For Key Issue 2 (Making the UE aware of 3GPP PS Data Off Exempt Services), it is proposed that 

-
for early deployments where VPLMNs are not upgraded, the UEs are all configured with a Default list of PS Data Off exempted services. This list may be provided to the UEs by GSMA Device Management and is valid for any PLMN the UE is roaming in;

-
for deployments satisfying all PS Data Off SA1 requirements (in particular the access to LBO services), the VPLMN will anyway have to be upgraded as explained for Key Issue 3. The list of  PS Data Off exempted services for the VPLMN the UE is registered to can be sent to the UE by the HPLMN via the VPLMN.

-
For Key Issue 4 (support for per service control of SIP messages for SIP based services), it is proposed that:

-
for early deployments where VPLMNs are not upgraded, any of the solutions that don't impact the VPLMN can be used e.g. solutions 4.1, 4.2, 4.3, 4.6.
-
for deployments satisfying all PS Data Off SA1 requirements (in particular the access to LBO services), the VPLMN will anyway have to be upgraded. Any solution can work. 
Proposal

It is proposed for TS 23.702 that:
· For Key Issue 3, to discuss on whether the requirement shall be to block the downlink packets at LBO APNs when PS Data Off is activated even if the VPLMN is not upgraded or on whether in that scenario it is acceptable to assume that the blocking of the downlink packets at LBO APNs is not an issue as the UE would have blocked the uplink, or to assume that the VPLMN needs to be upgraded to support the PS Data Off feature in LBO roaming scenarios;

· For Key Issue 1, to add a new solution for informing the PDN GW on the PS Data Off UE status, based on PCO.
· Corresponding P-CRs for Key Issue 1 and Key Issue 3 are provided in;

· S2-165813 for solution based on PCO for Key Issue#1;

· S2-165815 for KI#3 solution based on PS Data Off HSS knowledge; 

· S2-165816 for KI#3 solution using PCO for carrying PS Data Off UE status.
· For Key issue 2, to upgrade solution 2.3 as described below to include the case of early deployments not impacting the VPLMN;

FIRST CHANGE
6.2.3
Solution 2.3:  Making the UE aware of 3GPP PS Data Off Exempt Services using a list of Data Off Exempted Services (DOES)

6.2.3.1

General

The proposed solution is based on the HSS providing the UE with a list of exempted services that is translatable by the UE into a readable message to the user.

Per TS 22.011 clause 10.2, the list of "exempted services when PS Data Off" is activated and managed by the Home Operator on a per VPLMN basis. Therefore, a solution based on OMA-DM may result in the download of a set of exempted services (e.g. MMTel Voice, SMS over IMS, Device Management over PS) per set of VPLMNs (e.g. PLMN1, PLMN43, PLMN67, etc). Even if there are a small number of sets of exempted services on the field, this will result in a long list of VPLMNs (all the PLMNs the Home Operator has roaming agreements with). Placing the list of exempted services in the HSS allows the network to only provision the list of exempted services of the VPLMN the UE is attaching to, hence avoiding the download of all sets of lists and VPLMN-ids (which most likely will be not used by the UE). 

The list of exempted services for the VPLMN (including the HPLMN in non roaming cases) is sent to the UE during the attachment to that VPLMN. 

In addition, the EPC and the IMS networks need to know the list of exempted services, even if it is in another format than the list provided to the UE, because the UE alone is not able to block all services (for example all MT IMS services only using IMS signalling, such as SMS over IMS, need to be blocked/allowed by S-CSCF; and filters for downlink non-IMS packets need to be known by the PGW). Therefore, the solution requires the same knowledge of the list of exempted services to be used

-
by the UE;

-
by S-CSCF;

-
by the PGW.

Placing this knowledge in a single entity (the HSS) that provides the UE, the S-CSCF and the PGW with the exempted services with the corresponding format avoids the need for coordination between databases (e.g. OMA DM and HSS). 

Even if it is not part of the study, another benefit would be the possibility to allow different list of exempted services for different types of users (for example MPS subscribers, gold subscribers, etc.).
6.2.3.2
Description

6.2.3.2.1
Deployments in which VPLMNs are not upgraded

For early deployments in which VPLMN shall not be impacted, the UEs are all configured with a Default list of PS Data Off exempted services. This list may be provided to the UEs by GSMA Device Management and is valid for any PLMN the UE is roaming in;
6.2.3.2.2
Deployments satisfying all PS Data Off SA1 requirements
For deployments satisfying all PS Data Off SA1 requirements, the list of exempted services when PS Data Off is activated for the visited/registered PLMN is added to the Subscription data, sent by the HSS to the Packet Core Function serving the UE in all messages which contain the Subscription data.
The list of services exempted when PS Data Off is activated, stored in the HSS, is made up of:
-
For all the UEs of the HPLMN: A "list of Data Off Exempted Services" (DOES) which is stored by the MME/SGSN for further distribution to the UE. This list is not intepreted by the MME/SGSN. When received by the UE, the UE stores it and - in the case of PS Data-Off activated - blocks all PS services except the ones in that list (e.g. MMTel Voice, SMS over IMS, Device Management over PS), and translate this list into a readable message to the user. In particular, the UE NAS layer shall notify the UE IMS layer about the IMS exempted services;

-
For the EPC: A list of "Exempted APNs" (EA) and associated "Packet Filtering Information" (PFI)". Exempted APNs can be totally exempted, in which case, the Packet Filtering Information is not present, or partially exempted APN, in which case the Packet Filtering info is present and characterizes the IP flows which are exempted from PS Data Off.

-
For the IMS network: A list of "Exempted IMS services" (EIS) for the IMS to only allow exempted IMS services when PS Data Off is activated.

The UE is informed during the Attach procedure in the Attach Accept message, during the TAU procedure in the Tracking Area Update Accept message and/or during the RAU procedure in the Routing Area Update Accept message via the addition of a new parameter "list of Data Off Exempted services" (DOES). 

1
Attach procedure

For the purpose of making the UE aware of 3GPP PS Data Off Exempt Services, the Attach procedure specified in TS 23.401 [8], clause 5.3.2.1 is modified by:

-
Adding the "list of Data Off Exempted Services" (DOES) in the Update Location Ack message (or Insert Subscriber Data Request msg- not represented in the figure), and

-
Adding the "list of Data Off Exempted Services" (DOES) in the Attach Accept message.
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Figure 6.2.3.2-1: Attach procedure

2
Tracking Area Update procedure

Same changes for the Tracking Area Update procedure of TS 23.401 [8], clause 5.3.3.1:

3
Insert Subscriber Data procedure

For the purpose of making the UE aware of 3GPP PS Data Off Exempt Services, the Insert Subscriber Data procedure specified in TS 23.401 [8], clause 5.3.9.2 is modified by adding the "list of Data Off Exempted Services" in the Insert Subscriber Data message. 
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Figure 6.2.3.2-2: Insert Subscriber Data procedure

6.2.3.3
Impacts on existing nodes and functionality

UE: The UE is modified:

-
to support the reception of the list of Data Off Exempted Services sent by the network in the NAS messages Attach Accept and TAU Accept;

-
to translate this list into readable message to the user;

-
to use this list to allow the services listed in the list of Data Off Exempted Services and block the other PS services when Data Off is activated.

MME/SGSN:
The MME/SGSN is modified:

-
to receive and store the list of Data Off Exempted Services sent by the HSS in the Location Update Accept and Insert Subscriber Data messages;

-
to include the list of Data Off Exempted Services in the Attach Accept and LAU Accept messages towards the UE;

HSS: The HSS is modified:

-
to support the configuration and the storage of the list of Data Off Exempted Services per VPLMN;

-
to include the list of Data Off Exempted Services in the Location Update and Insert Subscriber Data messages towards the MME/SGSN;

6.2.3.4
Solution Evaluation

Editor's note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

NEXT CHANGE
6.1.4
Solution 1.x: UE reports its 3GPP PS Data Off status to the PDN GW using PCO
6.1.4.1
Description

The solution below is based upon using new specific values of the PCO to indicate whether PS Data Off is activated or deactivated. This can be used for charging purposes to allow the PGW to indicate whether the PS Data Off is activated or not in the CDRs (for offline charging) and to the OCS (for online charging). 
NOTE:
The PGW could update the HSS via the 3GPP AAA server with an appropriate PGW-AAA message, but because some deployments do not require a 3GPP AAA server (e.g. because access to EPC via WLAN is not deployed), it might not be always possible to provide the HSS with the PS Data Off UE status. If it is the case, an alternative solution should be found to update the HSS with the PS Data Off UE status.
This can be achieved by e.g. using the "additional parameters list" in the Protocol Configuration Options IE defined in TS 24.008 Table 10.5.154. Per TS 24.008, " The additional parameters list is included when special parameters and/or requests (associated with a PDP context) need to be transferred between the MS and the network. These parameters and/or requests are not related to a specific configuration protocol (e.g. PPP), and therefore are not encoded as the "Packets" contained in the configuration protocol options list."

When the UE requests a new PDN Connectivity or when the user has changed its PS Data Off status, the UE shall include the PCO with the specific value indicating whether PS Data Off is activated or deactivated. The PCO "PS Data Off status" shall be included at least in the following Session Management messages:
- 
PDN Connectivity Request

- 
Bearer Resource Modification Request
6.1.4.2
Impacts on existing nodes and functionality

The PDN GW needs to store the "PS Data Off status" in the PCO;
UE needs to be able to use the PCO to indicate whether PS Data Off is activated or deactivated.

6.1.4.3
Solution Evaluation
The solution requires no new functionality in any VPLMN nodes for a home routed EPC access.
END OF CHANGES
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