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Abstract of the contribution: This contribution proposes the introduction of Trust Domain in Next Gen network.
1. Introduction
There are a number of scenarios or potential options where slices share functionality. Therefore it seems impossible so far to uniquely define how many of specific NFs are needed within a slice. Specifically problematic becomes thereby the consideration on how many security related NFs are required within a construct of multiple slices that share NFs. For overcoming this issue it is proposed to adopt the concept of the “trust domain”, which was introduced earlier in the context of capability exposure to delimit what is internal and external to a domain and to identify who may access what functions or entities (TS 23.682).

In the context of slices with shared NFs the trust domain shall help for identifying the number of shared NFs that are needed. Specifically, as all NFs that belong to the same trust domain trust each other, it is possible that any access coming from external into the trust domain is authenticated and/or authorised by one NF and the other NFs (from same or other slices of the same trust domain) can trust anything that they get from other NFs that are within the same trust domain.
A Trust Domain comprises all NFs that are protected by adequate network domain security. The NFs and interfaces within the trust domain are all within one operator's control, or some may be controlled by a trusted business partner, which has a trust relationship with the operator e.g. another operator or a 3rd party. The Trust Domain can include one or more slices, and a slice can not belong to multiple Trust Domains. The PLMN can have 1 or more Trust Domain. Functions and procedures of a trust domain are expected to have a similar level of trust or strength of security, which is for SA3 to further detail. The security functionality for creating a Trust Domain, i.e. the required network domain security functionality, is out of scope here and assumed to be within SA WG3’s scope. Based on the concept of the trust domain it is proposed to refine the assumptions on authentication and authorization related functionality as following:

· A single UE authentication should be sufficient for obtaining service from all slices that belong to the same trust domain. However for the scenario where the UE is simultaneously accessing the trusted domain from different accesses type (3GPP and N3GPP) the UE authentication may be repeated for each access type.
· Authentication means may be different for different trust domains, which is for SA3 to come up with any potential options.

· Different trust domains of a PLMN may have different levels of trust or strength of security, which is for SA3 to come up with any potential options.

· Different UE may use different UE authentication methods for accessing the Trust Domain

· The operator network may have 1 or more Trust Domain.

2. Proposal

It is proposed

· to add the Trust Domain definition 
· to consider the following principles and assumption in relevant part, e.g. for slice.
* * * Start of 1st changes * * * *

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Access Traffic Steering: The procedure that selects the "best" access network for a new data flow and transfers the traffic of this data flow over the selected "best" access network. The selection of the "best" access network is typically based on criteria such as the network load, the measured radio signal quality, the application associated with the data flow, etc. Access traffic steering is applicable between 3GPP and non-3GPP accesses.

Access Traffic Switching: The procedure that moves all traffic of an ongoing data flow from one access network to another access network in a way that maintains the continuity of the data flow. Access traffic switching is applicable between 3GPP and non-3GPP accesses.

Access Traffic Splitting: The procedure that splits the traffic of a data flow across multiple access networks. When traffic splitting is applied to a data flow, some traffic of the data flow is transferred via one access and some other traffic of the same data flow is transferred via another access. Access traffic splitting is applicable between 3GPP and non-3GPP accesses.
Evolved E-UTRA: RAT that refers to an evolution of the E-UTRA radio interface for operation in the NextGen system.
Network Capability: Is a network provided and 3GPP specified feature that typically is not used as a separate or standalone "end user service", but rather as a component that may be combined into a telecommunication service that is offered to an "end user".
NOTE 2:
For example, the location service is typically not used by an "end user" to simply query the location of another UE. As a feature or network capability it might be used e.g. by a tracking application, which is then offering as the "end user service". Network capabilities may be used network internally and/or can be exposed to external users, which are also denoted a 3rd parties.

Network Function: Is a processing function in a network, which has defined functional behaviour and defined interfaces.

NOTE 3:
A network function can be implemented either as a network element on a dedicated hardware, or as a software instance running on a dedicated hardware, or as a virtualised function instantiated on an appropriate platform, e.g. on a cloud infrastructure.
Network Slice Template (NST):  is a logical representation of the Network Function(s) and corresponding resource requirements necessary to provide the required telecommunication services and network capabilities.
Network Slice Instance (NSI): is an instance created from a Network Slice Template (NST).
Network Slice: is a concept describing a system behaviour which is implemented via Network Slice Instance(s). 
NextGen: Next generation used in the context of the present document.
NextGen Core Network: A core network specified in the present document that connects to a NextGen access network.
NextGen RAN (NG RAN): In the context of this document, it refers to a radio access network that supports one or more of the following options:

2) Standalone New Radio, 

4) Standalone New Radio is the anchor with Evolved E-UTRA extensions, 

5) Evolved E-UTRA,

7) Evolved E-UTRA is the anchor with New Radio extensions. 

with the common characteristics that the RAN interfaces with the next generation core.
NOTE 6: NG RAN Options 2, 4, 5 and 7 are documented in the Annex J of this TR. 
NextGen Access Network (NG AN): It refers to a NextGen RAN or a Non-3GPP access network and interfaces with the next generation core.
NextGen System (NG System): It refers to NextGen system including  NextGen Access Network (NG AN)and NextGen Core.
NextGen UE: A UE connecting to a NextGen system.

PDU Connectivity Service: A service that provides exchange of PDUs between a UE and a data network .
PDU Session: Association between the UE and a data network that provides a PDU connectivity service. The type of the association includes IP type, Ethernet type and non-IP type.
PDU Session of IP Type: Association between the UE and an IP data network.
Service Continuity: The uninterrupted user experience of a service, including the cases where the IP address and/or anchoring point changes.
Session Continuity: The continuity of a PDU session. For PDU session of IP type "session continuity" implies that the IP address is preserved for the lifetime of the PDU session.
Trust Domain A Trust Domain comprises all NFs that are protected by adequate network domain security. The NFs and interfaces within the trust domain are all within one operator's control, or some may be controlled by a trusted business partner, which has a trust relationship with the operator e.g. another operator or a 3rd party. The Trust Domain can include one or more slices, and a slice can not belong to multiple Trust Domains. The PLMN can have 1 or more Trust Domain. Functions and procedures of a trust domain are expected to have a similar level of trust or strength of security, which is for SA3 to further detail. The security functionality for creating a Trust Domain, i.e. the required network domain security functionality, is out of scope here and assumed to be within SA WG3’s scope.
UE Reachability Management: UE Reachability Management: It relates to reachability detection and tracking of UEs in idle mode state.
* * * Start of 2nd changes * * * *

6.12
Solutions for Key issue 12: Authentication and security framework

6.12.1
Solutions 12.1: Authentication and security framework

This solution addressed the key issue 12 for authentication and security framework.

In order to address the requirements from SA WG1, the following principles are adopted:

-
Support authentication of UE connecting to the 5G NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, including trusted and untrusted Non-3GPP accesses.

-
The UE is assumed to possess credentials which are verifiable by an entity in the NextGen core network. The procedure for providing credential to UE is out of scope of this solution.

-
Support a unified authentication framework enabling UEs connecting via different access network technologies to access the 5G NextGen CN. The realization of a unified authentication framework will be dependent on how the different access network technologies, especially the non-3GPP accesses will be integrated into the 5G NextGen CN.
Furthermore, the following assumptions apply to the solution:

-
IMS registration is not considered within the scope of this solution.
-
Threats, potential requirements and solutions for the security and authentication architecture in next generation mobile networks are under investigation in SA WG3 under the scope of TR 33.899 [16].
- A single UE authentication should be sufficient for obtaining service from all slices that belong to the same trust domain. However for the scenario where the UE is simultaneously accessing the Trusted Domain from different accesses category (3GPP and N3GPP) the UE authentication may be repeated for each access category.

- Authentication means may be different for different Trust Domains, which is for SA3 to come up with any potential options.
Editor's note:
Aspects related to support of network slicing are FFS.

Editor's note:
mechanisms for the support of connectionless based service are FFS.

Editor's note:
Authentication in roaming scenario is FFS.

6.12.1.1
Authentication and Security Framework description

Editor's note:
Whether this framework is applicable only to session based connectivity is FFS.
6.12.1.1.1
Security Architecture
In this reference architecture for the unified security framework it is assumed that for non-3GPP accesses there may be either security protection provided by the AN between the UE and the CN, or no security protection or insufficient security protection provided by the AN between the UE and the NextGen CN. 

Figure 6.12.1.1-1 describes the relationship between the network functions and the UE functions for the authentication framework.

NOTE: the functional interfaces identified between the network functions do not necessarily correspond to the NextGen CN interfaces (e.g. as described in Annex G) but represent the exchange of security context between the functions.
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Figure 6.12.1.1.1-1: Reference architecture for Unified authentication framework for in non-roaming scenario

The unified authentication framework is defined in the following and shown in figure 6.12.1.1-1.


Supplicant function: The function inside the UE that executes the authentication process with the peer on network side.


AAA Function: The profile repository and authentication function of the Home network, that stores the subscriber profile and the subscriber long-term credentials and authentication algorithms.


CP-AU Authentication Function: A function in the core network that performs UE authentication process and interacts with AAA functionality for carrying out the authentication.


User Plane Protection Function: This function provides the protection (e.g. encryption, integrity protection, etc.) of the user plane information exchanged between the UE and the Access network and/or between the UE and the Core Network (e.g. in case of untrusted non-3GPP accesses). The Protection function may be located the Core Network e.g. when not present in AN.

NOTE:
The authentication between the UE and the CP-AU Function is performed only in the signalling plane.

Editor's note:
The definition of protection mechanisms for control plane and user plane are is out of the scope of SA WG2 and it left to SA WG3 and RAN.


CP CN function: indicates a CP-CN function defined for other mechanisms (e.g. mobility management, session management)
CP-AN Signalling Protection function: applies to control plane information exchanged between the UE and the Access network. 
Security Context Management function (SCM): A function in the core network that upon successful UE authentication maintains an authentication security context from which the security contexts for the specific functionality as applicable for the CN and the specific AN will be derived.
Editor's note: Whether the SCM function can be co-located with CP-AU, with a CP CN function or it can be a standalone NextGen CN function needs to be coordinated with SA WG3.
The following functional interfaces are considered:

-
AU-UE: Supports authentication mechanisms between the UE and the entity performing the UE authentication in the NextGen CN. AU-UE represents the end-to-end set of messages and parameters exchanged between the UE and the CP-AU Authentication Function. The authentication mechanisms supported by this functional interface may be transported over NG1via other 5G NextGen mechanisms (e.g. encapsulated in mobility management signalling or session management signalling) and forwarded to CP-AU by the CP function implementing the 5G NextGen mechanism (e.g. mobility management CP function), to enable UE authentication for such procedures. The authentication mechanisms supported by this functional interface may otherwise be exchanged between the UE and the CP-AU directly over NG1 and separately from mobility management and session management signalling. In either case, the authentication exchange is end to end between the UE and the CP-AU Authentication Function.
Editor's note: Exchange of the authentication mechanism signalling between UE and CP-AU will depend on how the authentication architecture in NextGen CN will support roaming scenarios. The decision where to place CP-AU in roaming scenarios (i.e. at VPLMN vs HPLMN) needs to be coordinated with SA WG3.

-
AU-SCM: Supports interaction between the CP-AU function and the SCM function for the exchange of the authentication security context. 
-
SCM-AN: Supports interaction over NG2between the AN and the SCM function for provision of security context (e.g. depending on the security requirements in terms of ciphering, integrity protection, etc.) upon authentication, connectivity establishment, mobility, etc.
NOTE:
Whether the SCM function provides the security context to the control plane or user plane part of the AN depends on the RAN design, the specific AN and needs to be coordinated with SA WG3.
-
SCM-CN: supports interaction between the SCM function and CP-CN (CN Signalling Protection function) for distribution of security context from SCM to CP-CN.

Editor's note:
Whether CP-AU is collocated with other CP-CN functions (in the HPLMN or in the VPLMN) needs to be coordinated with SA WG3.
-
SCM-UP: supports interaction over NG4 between the SCM function and a User Plane Protection Function in the core network (e.g. in a UP-GW) for distribution of security context from SCM to user plane protection function.
-
AU-AAA: supports interaction between the CP-AU Authentication Function and AAA for authentication of the UE.

Editor's note:
Some of these interfaces may be actual reference points in the 5G NextGen architecture, others are captured just to represent the logical relation between functional entities and to describe the functional model, as described below.
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Figure 6.12.1.1-2: Mapping of functional interfaces
The definition of an authentication framework for different access systems connecting to the 5G NextGen core network needs to consider the following aspects:

-
The types of UEs in terms of capabilities

-
UEs supporting capabilities specific to 5G NextGen CN (including e.g. protocols and procedures specific to the 5G NextGen system)

-
UEs supporting only a subset of the capabilities specific to 5G NextGen CN (e.g. not supporting NextGen MM).
Editor's note: Whether stationary UEs with reduced or no mobility requirements make still a basic use of the MM function within the NextGen CN is FFS. 
In order to take these aspects into consideration, this solution proposes an authentication framework based on the following principles:

-
Decoupling authentication and key management from other CN functionality (e.g. mobility management, session management, etc.) to enable the definition of a separate  CP_AU function from other NextGen CN functions. The CP-AU function is a function used for authenticating UEs independently of the UE's support for 5G NextGen CN capabilities (e.g. support for mobility).
-
Supporting the transport of authentication mechanisms that may be access network specific over a common authentication transport between the AN and the CN.

-
Authentication mechanism include 3GPP authentication mechanisms for the 5G RAT and for evolved LTE, 3GPP authentication mechanisms for non-3GPP access networks (e.g. 3GPP mechanisms for trusted Wi-Fi scenarios), and possibly mechanisms for other access technologies that may not be defined by 3GPP. As an example, depending on the specific authentication mechanisms to be supported, the common authentication transport may be AAA to support authentication mechanisms based on EAP.
Editor's note:
Whether it is possible to assume a single transport of authentication mechanism common to all access networks and whether this can be based on EAP is left for SA WG3 to decide.
-
The transport of authentication mechanism over the AU-UE logical interface may be performed via other mechanisms depending by procedure (e.g. via MM function if the UE is authenticated upon attachment and the establishment of an MM context).
* * * Start of 3rd changes * * * *

6.12.2
Solution 12.2: For security and authentication with Network Slice Support

This solution builds on Solution 12.1 adding additional aspects for supporting network slicing.

Threats, potential requirements and solutions for the security and authentication architecture in next generation mobile networks are under investigation in SA WG3 under the scope of TR33.899 [16].

To support network slicing, the authentication security context may be used to derive the network slice dependent security context for the UE which is assumed only for slices within the same trust domain.

1)
Different security key might be allocated to different Network Slice Instances for support network slicing with common and slice specific functions (i.e. for the slice architecture group B).
The UE may be required to conduct the network slice authentication with a 3rd party if the slice provides services to the 3rd party. The operator providing the slice shall be informed by authentication results and allow the access to the slice on behalf 3rd party.

2)
Different NAS/AS security suites might be applied to different Network Slice Instances depending on required security level for network slices. It is assumed that within a Trust Domain the same security level applies.
Editor's note: Whether the authorization and/or authentication is needed per Network Slice Instance (NSI) is FFS and needs to be confirmed by SA WG3
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