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Abstract of the contribution: This paper provides evaluation on LI functionality, based on LS S2-162305 from SA3LI and technical considerations. 
Discussion
SA3LI LS (S2-162305/S3i160218) indicates 
For solution based on X3 in the user plane

· SA2 is correct in identifying that user information subject to various privacy laws (such as Personally Identifiable Information or Customer Proprietary Network Information) are required to be reported over the LI X3 interface from the user plane function.  Hence there is a risk of unauthorized exposure of this user information, especially in the case of deployment of the user plane function in a third party environment.
However, this risk of unauthorized exposure of the user information already exists in the current deployments without control plane / user plane separation. This is not new and it is accepted as is. Third party environment is not a specific requirement of control plane / user plane separation.
For solution based on X3 in the user plane

· Routing user plane traffic subject to LI through the control plane function may utilize significant control plane resources depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target.
· QoS for LI reporting is required to be 100% (i.e. loss of packets is not acceptable), therefore in the case of control plane function overload conditions the LI function must be maintained at the possible expense of other network functions, potentially impacting network operations supported on the control plane function.
SA3LI is insisting on the network operational constraints required on Sx bandwidth and Sx QoS reliability for user plane data. These operational constraints on Sx interface may be impossible to satisfy in some deployments, hence solution 1 “Terminating the LI related reference points in the control plane function” should not be selected. 

Proposal
The following text is proposed for evaluation and conclusion in TR 23.714.
6.1.1.12.4
Evaluation 
Solution 1: Terminating the LI related reference points in the control plane function
Pros:

-
No need to support customer dependent X3 interface in the user plane function, hence allowing generic UP function. 

-
No impact to the LI functions DF2 and DF3 and hence existing Rel-13 based LI functions DF2 and DF3 can be used.

-
Lower configuration overhead for terminating the X3 interface in the control plane function than in the user plane function.

Cons:


-
Routing user plane traffic subject to LI through the control plane function may utilize significant control plane resources depending on the number of intercepts and the user plane traffic rate of each LI target;
-
Sx bandwidth should also be dimensionned depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target. Alternatively, a separate interface may be used;
-
QoS for LI reporting is required to be 100% (i.e. loss of packets is not acceptable), therefore in the case of control plane function overload conditions, the LI function must be maintained at the possible expense of other network functions, potentially impacting network operations.
Solution 2: Lawful interception architecture with the X3 reference points terminating at the user plane function
Pros:

-
No need to duplicate data packets from the user plane function to the control function;
-
No need for any additional resources in the control plane function;

-
No need for any additional transport resources between CP and UP. No specific QoS requirements in overlaod conditions, hence no additional operational constraints to existing in current deployments;
-
Since data packets are directly sent from the user plane function to the LI function DF3, the solution is relatively more efficient. 
Cons:

-
The user plane function needs to support customer dependent X3 interface and protocol, making the user plane function specific;
-
Need to support more X3 termination points than in solution 1;
-
Configuration overhead for terminating the X3 interface in the user plane function is relatively higher than terminating the X3 interface in the control plane function;
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