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Abstract of the contribution: This paper proposes new consideration in providing 3GPP specific information, including the subscriber’s and UE’s identity, to the user plane function.
Discussion

The user plane function may be hosted by third-party owned data centre, i.e. may not be owned by the operator itself. In that case we need special consideration in providing some of the 3GPP specific information, including the subscriber’s and UE’s identity, to the user plane function.
Proposal

It is proposed to agree to the following changes to TR 23.714.

* * * 1st Change * * * *

6.1.1.X
Considerations for 3GPP specific information at the user plane function
6.1.1.X.1
Description 

This clause describes which 3GPP specific information, including subscriber’s and UE’s identity, should be provided or should be avoided towards the user plane function.

 6.1.1.X.2
Subscriber’s and UE’s identity related consideration 

The user plane function may be hosted by a third-party owned low-cost data centre closer to the RAN. Moreover, for the third-party data centre owner may not have deployed adequate security measures as the mobile operator itself. In that case, providing the subscriber’s and UE’s identity, such as IMSI, IMEI, MSISDN etc., to the user plane function may risk the subscriber’s privacy and may become the regulatory issue for the mobile operator. Hence, it is proposed to not provide any of the subscriber’s or UE’s identity to the user plane function for any of the functionality listed in the table 4.3-1.
There may be a need to identify and address the subscriber’s or UE’s session, e.g. the PDN connection or the UE’s session, at the user plane function from the control plane function, e.g. the PGW control plane function may want to release the PDN connection (and all the information belonging to it) identified by a specific IMSI and APN. In that case a session level identifier – such that it is independent of the subscriber’s or UE’s identity, e.g. today TEID is used between the SGW and PGW to identify the S5 session – should be used between the control and user plane function. 
* * * End of changes * * * *
3GPP

SA WG2 TD


