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Abstract of the contribution: This contribution proposes some update on solution 13.
1.
Discussion

This contribution proposes the following updates on solution 13:
1. The NAS message is included in the RRC message.

  The current solution allowed for two options for the network to verify the UE. One option is the MME verifies the UE using NAS message (e.g. NAS-MAC) and there is no change from the existing procedure. The other option is the eNB verifies the RRC request message in which it is not clear how the MME can verify the UE. A possible way to enhance the latter option is MME verifies the RRC message, but this may have impact on the S1 interface and MME.

2. AS security context is always updated

  For the AS security context generation, two different ways are proposed. For the eNB change case, the MME generates new NH and NCC, while for the no eNB change case, the old AS security context is used. To simply the solution, it is proposed that the AS security context is always updated. 
Furthermore, since a new NH is generated for every service request, there is no need for the eNB to send the AS security context to the MME during the S1 release procedure. The only thing to do is the UE and MME keep NH and NCC when going to idle mode. The UE sends in the service request (which contains already eKSI and NAS-MAC) also the NCC, and the MME just checks whether it reached the same NCC counter value. Then it sends NH and NCC to eNB, which is all what the eNB needs to setup AS security with the UE.

2.
Proposal
*********************************Beginning of changes********************************************* 
6.13
Solution 13: RRC FastConnect for Service Request
6.13.1
Description 

This is a solution to Key issue #2: Efficient support of infrequent small data transmission for narrowband Cellular IoT.
This solution optimizes the service request procedure by storing the UE’s AS context in the MME and in the UE during idle-mode. The AS security context is re-used when the UE performs service request. 

6.13.1
Procedures 

6.13.1.1
Storing UE’s AS Context in MME when UE goes idle
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Figure 6.13.1.1-1: S1 Release Procedure
0. UE is in connected mode.

1.
The eNB decides to transition the UE to idle state.

2. – 3. The eNB sends UE Context Release Request and the MME responds with UE Context Release Command as specified in TS 23.401 Section 5.3.5.

4.
The eNB sends UE Context Release Complete as specified in TS 23.401 Section 5.3.5.
5.
RRC Connection Release procedure occurs as specified in current specifications. However, the UE and the MME store the NH/NCC related security context also after going idle.

6. – 7. As specified in TS 23.401. 

6.13.1.2
Service Request Procedure

This procedure is an optimized procedure for setup of DRBs when UE transitions from idle state to connected state which results in fewer RRC messages than specified in TS 23.401. 
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Figure 6.13.1.2-1: Service Request Procedure
1.
The UE determines that it has small data to send or responds to network initiated page message. The UE’s NAS layer requests the AS layer to setup AS connection and transmit a message. An explicit NAS service request message is provided to the AS layer.

2. and 3. Random access procedure as in the current specifications.

4.
The UE provides the NAS Service request messageas today and in addition the NCC value .

The NAS message is as the Service Request message today, i.e. including minimal information required by the MME to verify the UE, which iseKSI and NAS-MAC and for the fast setup the NCC.

5.
Based on the S-TMSI provided by the UE, the eNB selects MME (based on the MMEC field of the S-TMSI) and sends Request S1 Context message (S-TMSI) to the MME.  The NAS message is included. 

6.
The MME verifies the NAS message by checking theNAS-MAC  (no change from existing procedure). The MME verifies also whether the NCC value is as expected.

The MME provides the UE context to the eNB including the UE’s updated AS security context including the new NH and NCC, any UE capabilities including the UE security capabilities. 


    
7.
The eNB selects the security algorithm and performs RRC connection setup which sets up the SRBs, DRBs and the AS security context. This message and subsequent messages are sent using AS security context. 


If the NAS-MAC verification fails, the MME initiates the authentication procedure. If the NCC is not as expectedthe AS security context is generated as with a normal Service Request and the eNB first performs AS security mode command before setting up the RRC connection (as specified in TS 23.401)  

8.
The UE responds with RRC Connection setup complete. The UE’s NAS layer also transitions the UE to EMM-CONNECTED state.

9. - 12. As specified in TS 23.401 Section 5.3.4.1.

6.13.2
Impacts on existing nodes and functionality

eNB

Support new optimized Service Request procedure.

MME

Storing UE’s NH/NCC related context during idle mode. 

UE

Storing NH/NCC related parameters also during idle mode and updating/re-using it for AS security for next service request.
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