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1
Introduction

3GPP SA2 has been requested to design and select the enhancements to the S1 based architecture that will enable (what are now called) NB-IoT devices to have a performance approaching (or exceeding) that which is achievable with a Gb based architecture.

This document describes some factors that influence our preferences when it comes to selecting the way forward.

2
Key Characteristics of CIoT/NB-IoT

TR 45.820 and subsequent input documents to RAN and RAN WG1 have consistently indicated that, in the extreme coverage (GPRS +20dB) situation, CIoT devices can only transmit a little more than 200 bytes/day if they intend to achieve 10 year battery life (with the reference 5 Watt-Hour energy source). Devices will frequently be built using smaller capacity batteries (to make them more elegant than if they used 2 AA cells).   

Observation 1: applications that wish to be used in extended coverage need to be carefully designed to minimise data transmission.

3
Separate Core Network for CIoT

The aspects documented in section 8.1.6 of v13.0.0 of TR 45.820 lead Vodafone to believe that:

· a VPLMN core network separate from the VPLMN’s current “Mobile BroadBand” core network is essential for a mature NB-IoT network; and
· for launch of an NB-IoT network, a virtualised core network seems appropriate and reuse of the MBB core network is not essential.

Observation 2: the current “Mobile Broadband” core network is inappropriate for a mature NB-IoT core network.

For the “release 13” Extended Coverage “eMTC” devices, the situation is less clear. This is because RAN are specifying the EC feature as a capability for all devices and not just the (1.4 MHz) Low Complexity devices. 

Observation 3: some Release 13 EC devices must be connected to the “Mobile Broadband” Core network.
The data rates from the “release 13” LC devices may well be much higher than from the NB-IoT devices as they utilise much greater (uplink and downlink) bandwidth and have at least 9dB better radio link at the cell edge (EC Maximum Coupling loss is targeted at 155 dB rather than NB-IoT’s 164 dB).

Observation 4: the need for a new core network for Release 13 LC devices is uncertain.
4
Security

Up to now, SA3 has not been requested to study the security aspects of an S1 based NB-IoT architecture.

However, Vodafone believe that integrity protection of the MTC data is essential. (e.g. If a temperature sensor is just sending a 2 byte reading within an IP packet, it seems plausible for a Man-in-the- Middle attacker to toggle the bit that encodes the plus/minus value).

The open Study Item in SA3 on “Battery Efficient Security” indicates that there is no certainty that current IETF "over the top” security mechanisms can meet NB-IoT’s needs.

Currently NAS signalling provides an integrity check for the UE<-> MME path.

While Release 10 work on “in band Relays” specified an integrity check for user plane data, it is not certain that this is widely implemented: i.e. it may require significant RAN product development.
Note: 
the benefits of reusing RAN product developments was strongly argued by the NB-LTE proponents during this summer’s discussion on NB-LTE vs NB-CIoT.
Observation 5: integrity checking of MTC data is necessary. 

Observation 6: Existing MME products support integrity protection. 

Observation 7: Support on existing eNodeB products for user plane integrity protection is uncertain.
5
Messaging is a key component of NB-IoT
Following on from observation 1, the applications need to be carefully designed to minimise data transmission. The use of messaging (rather than internet based) protocols such as SMS then becomes feasible (and is widely used by existing M2M applications).
The MTC work in 3GPP’s Release 10 focussed a lot of its activities around permanently roaming devices. For roaming devices within the EU, the EU has published maximum tariffs:

https://ec.europa.eu/digital-agenda/en/roaming-tariffs
That web link seems to imply that a device using less than 1 kilobyte/day of internet data would lead to the HPLMN paying the VPLMN only about 7 Euro cents/year.
Clearly the use of SMS (maximum tariff 6 Euro cents/message) has more capability to compensate the VPLMN for the cost of installing an NB-IoT capable radio network!

Observation 8: messaging is an essential feature for NB-IoT specifications.

As SMS (or an alternative messaging mechanism) is likely to be used quite frequently, optimising the S1-based architecture so that it does not require the establishment of bearers for SMS transfer is necessary.

Proposal B: for NB-IoT, SMS should be supported in a highly battery efficient manner.

6
Can “Small Data over NAS” support a stream of data?
The Solution 2 approach of TR 23.720 can support a stream of interleaved uplink and downlink data. With logical optimisations, its efficiency in the “C-SGN” could be as good as (or as bad as) that of a 2G SGSN. Given the high latencies and low data rates of NB-IoT (e.g. speed less than an R’97 GPRS mobile using a single timeslot), and the substantial improvements in computer processing power since Release ’97, this appears to be sustainable.
Observation 9: provision of infrequent “software downloads” is feasible via “Small Data over NAS”.

7
Minimising complexity at all layers

For Vodafone, NB-IoT device cost is a very important issue. As part of this, minimising RRC signalling is a component. It appears (from our participation in recent RAN 2 discussions) that the “small data over NAS” approach has better potential for reducing the full layer 3 software cost.

8
Proposed Way Forward

Considering the above, and inputs from other companies, it is proposed that:

a) Only “small data over NAS” is adopted for NB-IoT, and
b) for NB-IoT, SMS should be supported in a highly battery efficient manner.
Further, it is proposed that

c) a “non-IP” PDN connection type is specified,
Separately:

for eMTC and other (non-NB-IoT) LTE devices independent conclusions can be developed.
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