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1	Introduction
The incoming LS (S2-152724) from SA3-LI WG has informed SA2 of the requirement of lawful interception on remote ProSe UE and its subscriber (i.e., equivalent to IMSI, IMEI, MSISDN in LTE) accessing the network via a ProSe UE-to-Network relay.
Specifically, it is required that the EPC nodes e.g. PGW, need to intercept remote UE’s communication.
In this contribution, solutions from SA2 perspective are proposed to address the issue from SA3-LI.
2	Discussion
In the SA2#110 Ad-hoc meeting, relevant solution from Ericsson et al., was proposed, therein the procedures are described as:


In a word, it is the relay UE reports to the MME about the event---remote UE access network via ProSe UE-to-NW Relay. Moreover, the MME forwards the parameters, e.g. IP address remote UE to the gateway(s) of relay UE to facilitate CC interception.
Abstracted from the paper, there is a note saying:
NOTE 1:	It is up to Stage 3 to decide whether an existing NAS procedure can be used for the Remote UE Report message.
The scenario for the relay UE to communicate with the MME to report the information of remote UE is a brand new use case, therefore some enhancement to the existing NAS signalling is inevitable. For example, to define a new NAS-level message or introduce new IE into the existing NAS messages.
On the other hand, the role of MME is to forward the IP address to the PGW of relay UE to facilitate the CC interception of remote UE. However, it is still not clear which functional entity to perform IRI interception of remote UE.
As defined in TS 33.107 clause 17, it is the ProSe Function that perform the IRI interception for ProSe services like ProSe discovery and communication. 
Since “relay” is also one the ProSe services, it is assumed that ProSe Function should also be responsible for the LI on the remote UE in case it access the network via the relay UE, which can simplify the solution of lawful interception on ProSe services. Besides that, we can also see more benefits:
(1) No NAS-level enhancement needed;
(2) Less configuration of intercepted target information. Since there is only one ProSe Function deployed per PLMN, thus the amount of ProSe Function is much less than that of MME in a certain PLMN;
3 	Solution
Following is the solution proposed for lawful interception of remote UE, in which the ProSe Function is the functional entity to perform the interception.


Figure 1---Lawful interception on remote UE
Procedural descriptions:
0a. LEA configure UE information for LI on the HPLMN ProSe Function of remote UE;
0b. LEA configure UE information for LI on the HPLMN ProSe Function of relay UE;
1. Remote UE request to access the network via relay and provide its UE identity.
2. If remote UE is authorized to access via the Relay UE, relay UE report this event to its HPLMN ProSe Function;
3. If the ProSe Function of relay UE is not the same as the remote UE and it does not have the information to intercept the remote UE, then step 3 is executed. ProSe Function of relay UE shall forward the information received in step 2 to the HPLMN ProSe Function of remote UE;
4a. On receiving the information in step 3, and this remote UE is configured for lawful interception, the ProSe Function shall report the IRI interception information to the LEA;
4b. On receiving the information in step 2, and this remote UE is configured for lawful interception, the ProSe Function shall report the IRI interception information to the LEA;
5a. ProSe Function of remote UE shall inform the PGW of relay UE to perform CC interception on the remote UE with the remote UE identity and remote UE IP address;
NOTE: this message need to be routed by the ProSe Function of relay UE, HSS of relay UE, and MME of relay UE.
5b. ProSe Function of relay UE shall inform the PGW of relay UE to perform CC interception on the remote UE with the remote UE identity and remote UE IP address;
NOTE: this message need to be routed by the HSS of relay UE, and MME of relay UE.
6. PGW of relay UE shall report the CC interception information to the LEA;

4.	Proposal
[bookmark: _GoBack]If the solution in this discussion paper is agreed, it is proposed to capture the text in CR S2-153339, which reflects the same idea, into TS 23.303.
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