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Abstract of the contribution: 
Solutions in Group 1 need to be specified that control signalling and user data are distinguished on the establishment of NAS signalling connection.
Discussion
Solution 2 and Solution 3 are based on transporting small data over NAS signalling message which means there is no DRB and S1-U established, and both control signalling and user data are transferred over control plane bearer.
Generally, control signalling has important role than user data such as UE registration, connection management, reachability management. Also access control has been applied by different call type with respect to whether control signalling or user data.
As we expected, CIoT world has tremendous number of device attached to the network. Thus there could be a lot of simultaneous signalling or small data transmission which causes congestion issue on RAN or C-SGN. In this case, control signalling and user data have to be handled with different way to resolve the congestion. 
However, Solution 2 and solution 3 utilize only NAS signalling bearer to transport both control signalling and user data, so that CIoT RAN or C-SGN cannot distinguish the NAS signalling is for control signalling or for user data. Differentiating NAS signalling for control signalling and user data could be issue when the network is congested. Also there could be a race condition between access requests from normal UE’s user data and CIoT UE’s user data. Following examples describes above situations.
Example 1) a CIoT UE tries to perform periodic Tracking Area Update for reachability management, but it fails due to congestion control on RRC or NAS even though other CIoT UE’s user data request over control plane bearer is accepted by the network at the same time.
Example 2) in the case of that CIoT-RAN is LTE eMTC supporting both normal UE and CIoT UE, normal UE can fail to establish connection to send mobile originated data due to congestion control on RRC or NAS even though CIoT UE can send user data over control plane bearer.

Example 1 implies priority handling of NAS message among CIoT UE’s requests, and example 2 implies priority handling of user data between normal UE and CIoT UE. Both examples are undesired situation in service providing perspective. 

Proposal
 This paper proposes to differentiate control signalling and user data over control plane bearer on both RRC and S1AP. Also it is promising Solution 2 will be a baseline solution in Category 1 solutions, so this paper updates only solution 2.

 Solution 2 describes new NAS message format could be used for small data transmission, so it can be determined on S1-AP whether the NAS message is for control signalling or for user data. By the way, solution 2 suggests using Initial UE message on S1AP, and Initial UE message has RRC establishment cause IE as mandatory. RRC and NAS are aware of RRC establishment cause, so if RRC establishment cause indicates the NAS signalling connection request is for user data, the indication can be useful to both CIoT RAN and C-SGN for the differentiation control signalling and user data. Detail discussion should be in normative phase.
**** FIRST CHANGE ****
6.2
Solution 2: Infrequent small data transmission using pre-established NAS security
6.2.1
Description

The solution is based on the Lightweight CN architecture for CIoT in clause 6.1. Typically, the PGW is only used for roaming case. For non-roaming case, C-SGN can be the termination of SGi interface and C-SGN can send/receive data on SGi directly.

Procedure for single MO IP packet (and response):
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Figure 6.2.1-1: CIoT Small data transmission for MO
1.
The mobile already performs Attach activating a default PDN connection.


The finally selected C-SGN makes sure to establish secure exchange of NAS messages, i.e. to use encryption of NAS signalling messages.


The finally selected C-SGN performs P-GW selection taking into account the UE's roaming status and possible other information, e.g. specific APNs.


The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the IP packet in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up the user plane and AS security.

NOTE 1:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for CIoT RAT.
NOTE 2: 
The establishment of a NAS signalling connection for small data transmission needs to be differentiated from NAS signalling connection for control signalling. The differentiation can be applied on between the UE, CIoT RAN and C-SGN.

The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the IP packet.

2.
The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.

3.
The C-SGN decrypts the NAS message, obtaining the IP packet.


The C-SGN retrieves the P-GW IP address and TEID, forms the GTP packet and sends it to the P-GW.

Editor's note:
It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets to PGW.


The P-GW forwards the IP packet on to the SGi interface.

4.
If no acknowledgment/response to the IP Packet is expected (based on the subscriber information and the indication from the UE), the C-SGN immediately releases the connection. Otherwise, when a (response) IP packet arrives in the P-GW, the P-GW forms the GTP packet and sends it to the C-SGN.

5.
The C-SGN encrypts the NAS message with the downlink IP packet and sends the downlink NAS transport message to the CIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.

6.
CIoT-RAN sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

Procedure for single MT IP packet delivery

This uses similar concepts to the MO case described above.
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Figure 6.2.1-2: CIoT Small data transmission for MT
1.
P-GW sends the GTP packet to the C-SGN.

Editor's note:
It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets.

2.
If there is no signalling connection with the UE, the C-SGN buffers the received IP packet(s), and pages UE. The UE sends the Service Request message to C-SGN.

3.
The C-SGN then sends the IP packet in an encrypted IE in a NAS PDU in a Downlink NAS Transport message and the CIoT-RAN sends the NAS PDU onto the UE. There is no need to set up the user plane and AS security.

4.
The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The CIoT-RAN forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-RAN release the connection locally.

5.
The C-SGN decrypts the IE, adds the GTP header and forwards it to the P-GW.

**** END OF CHANGE ****
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