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Abstract of the contribution: This contribution presented solution options for Lawful Interception support in ProSe UE to Network Relay use cases.
1.
Discussion

LS from SA3-LI S3i150241 [1] is indicating: 

The remote ProSe UE and its subscriber (i.e., equivalent to IMSI, IMEI, MSISDN in LTE) accessing the network via a ProSe UE-to-Network relay needs to be identified in the EPC (e.g., a P-GW) to perform LI on the remote UE’s communications when lawfully authorized.  National regulations may require the CSP’s network to intercept only the communications of a user that is authorized for interception and exclude the communications of other users.  If the EPS cannot distinguish between the remote UE’s communication and that of the relay UE or that of other remote UEs also connecting via the same relay, the CSP may not be able to meet their regulatory obligations regarding LI.

Therefore, SA3-LI kindly requests SA2 and CT to identify how this may be accomplished to meet this requirement.
Other than the solution identified in S2-152922, there is another potential solutions to satisfy the requirements for LI, i.e. PC3ch based approach. 
In the following section, the PC3ch based solution is described in details:

2.
PC3ch based Lawful Interception support

In Rel-12, TS 32.277 [2] and TS 24.334 [3] defined the PC3ch interface between the UE involved in one-to-many ProSe Communication and its HPLMN ProSe Function. This PC3ch interface allows the UE to report a configurable set of information elements with a configured periodicity, e.g. the location and the identifier of the transmitters in the group.   

In the ProSe UE-to-Network Relay case, the Remote UE needs to establish a L2 link with the Relay using the PC5 Signalling Protocol/interface before it can use the link for accessing the network. The Relay also needs to allocate an IP address/prefix to the Remote UE. Therefore, as part of the message exchange over PC5-S, the Relay knows the necessary identifiers of Remote UE for supporting the LI operation, e.g. the User Info, the IPv6 prefix or IPv4 address and port number, timestamp of when the link is setup, and when the link is released (explicitly or inexplicitly). 

Such information can be reported by the Relay UE, which is always in coverage and hence has access to the ProSe Function over PC3ch. When a Law Enforcement Agency (LEA) needs to intercept the communication of a user, .e.g. identified by IMSI, MSISDN, or IMEI, it can simply obtain the interception related information, e.g. IPv6 prefix or IPv4 address and portion number, from the Relay's HPLMN ProSe Func, and then apply the interception based on this information on the corresponding P-GW.   
Figure 1 presented the related architecture for the home-routed case for the Relay. In this case, the Relay's traffic are routed to its HPLMN. 
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Figure 1. Lawful Interception using PC3ch interface (home-routed case)

As shown in the diagram, in the home-routed case, all the traffic from the Relay (including that for the Remote UE) will be routed to the P-GW in Relay HPLMN. At the same time, the ProSe communication usage information reporting will be sent by the Relay UE via PC3ch to the ProSe Function in its HPLMN (ProSe Func-r). It is obvious that the reporting over the PC3ch can provide even more detailed information than those proposed in S2-152922, as the Relay can afford to send more information over the user plane.
When Relay is not roaming, the VPLMN and HPLMN are the same network. It is naturally to apply the interception at the P-GW, as it is the node that has visibility to the individual Remote UE's traffic at IP layer. 
If the Relay is roaming, the HPLMN can still perform the interception at the P-GW, in the same way as for the non-roaming case. Obviously, if the VPLMN wants/is required to perform the traffic interception, it can only perform that on the SGW with deep packet inspection. This is the same in this approach and the approach proposed in S2-152922.  In order to do that, the VPLMN ProSe Function (ProSe Func-l) could obtain the information from the HPLMN ProSe Function (ProSe Func-r) via the PC6/7 interface.    
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Figure 2. Lawful Interception using PC3ch interface (Local Breakout case)

Figure 2 shows the case when Local Breakout is used when the Relay is roaming. In this case, the traffic from the Remote UE will enter the Public Safety domain via the P-GW in the VPLMN of the Relay. Therefore, for the LI authority that has a relationship only to the VPLMN, it needs to obtain the relevant information from the VPLMN's ProSe Function (ProSe Func-l), which in turn obtains the information reported by the Relay from the ProSe Function of the HPLMN of the Relay via PC6/7. 
As the Relay is always in coverage, and the use of the ProSe communication must be authorized by the VPLMN, as specified in 5.2.1 of TS 23.303, the VPLMN can require the reporting information forwarding as part of the agreement when authorizing the Relay. In this case, the same operation as in the home routed case can apply here. 

Observation 1: Using PC3ch interface, the Lawful Interception requirements on distinguishing the Remote UE's traffic at P-GW can be achieved. 
Comparing the PC3ch approach with that of the S2-152922, there is no need for any architecture change, as the PC3ch is over the user plane, and the interface is already defined for Rel-12 ProSe one-to-many communication. Therefore, the only change required is to enhance the already defined usage information in TS 32.277 and TS 32.334 to include the Relay use case (i.e. as part of the one-to-one communication). This is anyway required as part of the Rel-13 charging support. Therefore, it requires minimum extra standards work. 
Observation 2: Using PC3ch interface for Lawful Interception requires minimum standards work and does not introduce any architectural impacts.  

The PC3ch based solution can also fit into the current LI platform well. Figure 3 shows the Handover Interfaces as defined in TS 33.108 "Handover interface for Lawful Interception (LI)" [5]. The ProSe Function is suitable for providing the IRI (intercept related information) that is exchanged over HI2 reference point. This information will help the LEA domain to obtain the CC (content of communication) information from the S/PGW over HI3. 

[image: image3.png]NWO/AP/SvP’s domain LEA
domain

intercept related
aormation (IRD)

TRT Mediation
elors function
Internal
Functions

content of

commurication (CC)

CC mediation
function

I iemr
LI handover interface HI

temal interception function
teral network interface

HB: content of communication




Figure 3. Functional block diagram showing handover interface HI
Figure 4 shows the detailed internal architecture of the NWO domain when the above platform is applied to the ProSe framework. This is similar to the LI architectures for other services documented in TS 33.107 "Lawful interception architecture and functions" [4]. 
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Figure 4. Potential Lawful Interception architecture for ProSe

The PKMF is involved if it assigned the identities used for the 1-to-1 communication authentication during the setup process. Alternatively, if the Remote UE is allowed (by SA3 investigation) to provide other permanent identity (e.g. IMSI) that can be used directly for interception, there is no need to check with PKMF. 

Since over PC3ch, the Relay should provide all the information it collected about the Remote UE to the ProSe Function, the IRI provided over X2 includes at least the following (if we refer to what is available for 1-many comm.):

- Identity of the Remote UE (e.g. User Info, or permanent identity used for the authentication);

- Relay's identity (e.g. IMSI, MSISDN);

- IP address assigned to the Relay;

- IP address assigned to the Remote UE (including both the private and/or public address, and port number if NAT is used);

- Timestamps about the L2 link between Relay and Remote UE (e.g. when it is setup, when it is torn down, etc.);

- Destination addresses for the Remote UE's communication;

- Volume of the traffic generated by the Remote UE (with time windows).

The ADMF can easily obtain this IRI over X1_2, and formulate the instructions over X1 towards the corresponding PGW, e.g. to intercept with the Remote UE's IP address information within Relay's bearers.  ADMF can locate the PGW based on the information of the Relay, e.g. the identity or the IP address. 

The content of the communication for the Remote UE will be then sent over X3 and in turn over HI3 to the LEMF. 

Observation 3: The PC3ch approach suits the current LI architecture as defined in TS 33.107 and 33.108.    
4.
Proposal

Use the PC3ch as the default mechanism to support Lawful Interception and approve the CR in S2-153251. Reply LS to the SA3LI in S2-15yyyyy.
5. References

[1] 
S3i150241
[2]
TS 32.277: "Proximity-based Services (ProSe) charging"
[3]
TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects"

[4]
TS 33.107: "Lawful interception architecture and functions"
[5]
TS 33.108: "Handover interface for Lawful Interception (LI)"
3GPP

SA WG2 TD


_1506171289.vsd
Remote UE


Relay UE


eNB


MME-r


SGW


PGW


PC5


Uu


S1-MME


App Server


S11


S1-U


S8


SGi


Relay
HPLMN


ProSe Func-r


SGi




Public Safety 
domain


Relay
VPLMN


ProSe Func-l



PC6/7



PC3/PC3ch



_1506171322.vsd
Remote UE


Relay UE


eNB


MME-r


SGW


PGW


PC5


Uu


S1-MME


App Server


S11


S1-U


S5


SGi


Relay
HPLMN


ProSe Func-r




Public Safety 
domain


Relay
VPLMN


ProSe Func-l



PC6/7



PC3/PC3ch


ProSe
Proxy



