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Abstract of the contribution: This paper discusses three aspects on ePDG selection that were raised by BlackBerry at SA#69 plenary meeting in SP 150529, and proposes a way forward: use of TAI/LAI in roaming, use of ANQP information, precedence between ANDSF and USIM. 
1
Use of LAI/TAI in roaming
1.1.1
Description of the issue 

This issue was raised by BlackBerry with regards to 23.402 CR1376R4 (S2-152689).

Section 4.5.4.4 covers the case where ePDG selection in the VPLMN has failed:
-     If the ePDG selection information for this VPLMN contains the “preferred” indication based on point 2) in clause 4.5.4.3, the UE shall select the ePDG of the HPLMN by constructing the FQDN as described in clause 4.5.4.2, and use the DNS server function to obtain the IP address(es) of the ePDG(s) in the HPLMN;
The UE can only use the Operator Identifier FQDN to select the ePDG of HPLMN in this circumstance as the LAI/TAI of the area the UE is located in pertains to the VPLMN and is hence irrelevant for the HPLMN. 
1.1.2
Conclusions

The authors agree that when the UE is roaming and an ePDG in HPLMN should be selected, the UE shall only use the Operator Identifier FQDN (and not the TAI/LAI based FQDN). A correction to TS 23.402 is needed.
TAI/LAI based FQDN shall only be used:

· if the UE attempts to select an ePDG in the same PLMN as the PLMN it is registered to, and 

· if the ePDG selection information indicates that the UE can use TAI/LAI based FQDN for that PLMN in.

2
Use of ANQP information

2.1
Introduction

The second aspect, raised by BlackBerry with regards to 23.402 CR1376R4 (S2-152689)., relates to the ability to make VPLMN ePDG selection mandatory. TS 23.402 section 4.5.4.4 states 

· If the PDG selection information for this VPLMN contains the “mandatory” indication, the UE stops the ePDG selection.

BlackBerry claimed that the situation can leave a UE without service in situations when it may be able to connect to an alternate ePDG. 

2.2
Analysis
​​​ANQP information used for WLAN selection

ANQP information is firstly used for WLAN selection. TS 24.302 clause 5.1.3.2.3.3 (Automatic mode WLAN selection) specifies:
“If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the selected WLAN(s) are WLAN(s) that fulfil the selection criteria with the highest priority configured in the active ANDSF WLANSP rule.
If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the selected WLAN(s) are WLAN(s) matching WLAN identifiers in an entry of the list of the WLAN identifiers received along with the move-traffic-to-WLAN indication as described in subclause 6.10.4.

The UE determines the selected WLAN(s) according to the following steps:

1)
the UE shall construct prioritized list of available WLANs as follows:

a)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE shall use the procedures specified in IEEE 802.11-2012 [57] to discover the available WLANs. The UE may perform ANQP procedures as specified in IEEE 802.11-2012 [57] to discover the attributes and capabilities of available WLANs. The UE shall compare the attributes and capabilities of the available WLANs with the highest priority selection criterion that has not been used yet in the active WLANSP rule, and construct a prioritized list of available WLANs that fulfil the selection criteria. If there are multiple highest priority selection criteria, it is up to the UE implementation which one to use…

b)
if the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE shall use the procedures specified in IEEE 802.11-2012 [57] to discover available WLANs. The UE shall construct a prioritized list of available WLANs and populate it with each discovered WLAN which matches all WLAN identifiers included in an entry of the list of the WLAN identifiers received along with the move-traffic-to-WLAN indication as described in subclause 6.10.4. The priority of a discovered WLAN in the prioritized list of available WLANs is decided by the UE in an implementation specific way;”

So, the list of WLANs is clearly provided by the operator, either via ANDSF or via RAN rules. At this step, ANQP is only used to learn the capabilities and attributes of the WLANs in the list.
​​​ANQP information used for Authentication

Another use of ANQP via the list of PLMNs described in TS 24.302 annex H is the selection of the PLMN that will be used for authentication: 

TS 24.302 clause 5.2.3.2.3 (Automatic mode service provider selection procedure) specifies: 
“The purpose of this procedure is to:

-
select a service provider over WLAN; and

-
construct a NAI for use with authentication signalling with the selected service provider in order for the UE to be authorised to use the WLAN.”

This clearly indicates that the list of Service Providers possibly provided via ANQP is to allow access to the WLAN. However, granting access to WLAN does not mean granting access to the Packet Core via an ePDG. Access to a WLAN could be just for NSWO access (Internet). 
an operator A may want to allow its subscribers to access the Public Internet through the WLAN of a Service Provider B during the WLAN access authentication procedure (via some “WLAN access roaming agreements” expressed by ANQP information) while not to access its EPC via an ePDG outside its HPLMN. Allowing access to its Packet Core is a different level of authorization. 

Unlike Trusted WLAN in which the WLAN is always connected to a TWAG, the WLAN is not connected to a specific ePDG but might in theory be connected to any ePDG via Public Internet. 
​​​ANQP information used for ePDG selection

TS 24.302 clause 7.2.1 states the following: 
“For dynamic selection of the ePDG the UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG. The input to the DNS query is an ePDG FQDN as specified in subclause 4.4.3 and in 3GPP TS 23.003 [3]. The ePDG FQDN contains a PLMN ID as Operator Identifier. The UE selects the PLMN ID used in the ePDG FQDN based on the conditions described below.

1.
If the UE is EPS attached or GPRS attached (see 3GPP TS 23.122 [4]) to a Visited PLMN and:

1a)
if the UE is not provided with a list of available PLMN ID(s), the UE shall use the PLMN identity of the RPLMN or an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) in the creation of the ePDG FQDN (see 3GPP TS 23.003 [3]);. If the DNS query with FQDN constructed using RPLMN identity does not return any IP address, then the UE as an implementation option may try again with FQDN constructed using an equivalent PLMN.

1b)
if the UE is provided with a list of available PLMN ID(s) served by the access network, e.g. via ANQP using 3GPP Cellular Network ANQP-element specified in IEEE Std 802.11-2012 [57], and the current RPLMN or an equivalent PLMN is contained in the list of available PLMN ID(s), the UE shall include this PLMN identity in the creation of the ePDG FQDN (see 3GPP TS 23.003 [3]); or

1c)
in all other cases, the UE shall include the PLMN identity of the Home PLMN or EHPLMN in the ePDG FQDN. The HPLMN or EHPLMN shall be chosen based on the PLMN selection policy for the access network the UE is accessing (see subclause 5.2.3).

2.
If the UE is EPS attached or GPRS attached to the Home PLMN or EHPLMN and:

2a)
if the UE is not provided with a list of available PLMN ID(s), the UE shall use the PLMN identity of the Home PLMN or EHPLMN in the creation of the ePDG FQDN; or

2b)
if the UE is provided with a list of available PLMN ID(s) served by the access network e.g. via ANQP using 3GPP Cellular Network ANQP-element specified in IEEE Std 802.11-2012 [57], and the Home PLMN or EHPLMN is contained in the list of available PLMN ID(s), then the UE shall use this PLMN identity in the ePDG FQDN;

2c)
in all other cases, the UE behaviour is implementation specific; or

3.
If the UE is not attached to any PLMN, the UE performs PLMN selection as described in subclause 5.2.1 and:
3a)
if the UE is provided with a list of available PLMN ID(s) served by the access network e.g. via ANQP using 3GPP Cellular Network ANQP-element specified in IEEE  Std 802.11-2012 [57], and neither Home PLMN nor EHPLMN is contained in the list, use the PLMN identity of the selected PLMN from PLMN selection in the ePDG FQDN; or

3b)
otherwise, the UE shall include the identity of the Home PLMN or EHPLMN in the ePDG FQDN.”

In other words, 
1. in the absence of a list of PLMNs for ePDG selection sent by the home operator (which was the situation before Rel-13), the UE can use ANQP information to select the ePDG. 
2. If the UE is attached to a VPLMN (resp. to its HPLMN), ANQP information ONLY concerns the current RPLMN or an equivalent PLMN (resp. the HPLMN or an eHPLMN): the UE cannot select an ePDG in a PLMN that is different from the current RPLMN or an equivalent PLMN. 
3. If the UE is not attached to any PLMN, it can use ANQP information to select the ePDG in any PLMN of the list.

Issues

A- The list of PLMNs in ANQP was originally designed for authentication, not really for ePDG access. Using the same list of PLMNs for both WLAN access and EPC access via WLAN would oblige a PLMN operator to allow EPC Access when it only wants to allow WLAN access.
B- The Home PLMN sends a list of PLMNs with rules (preferred, mandatory) for controlling the UE behaviour. If the UE can escape these rules by using ANQP information, then the home operator will not be in control of the UE anymore. 

C- Furthermore, the list of PLMNs in ANQP is the same for all UEs, and thus cannot be specific to a subscriber. On the opposite, the list of PLMNs with rules (preferred, mandatory) sent by the home operator can be dedicated to a subscriber.
2.3
Conclusions
In order to solve the issues described above, it is proposed that: 
· When an UE receives a list of PLMNs with associated ePDG selection rules (e.g. preferred, mandatory) from its home operator or when the UE is configured with ePDG identifier information (containing the FQDN or IP address of an ePDG in the HPLMN), it shall obey only to those rules. In particular, it shall not use the list of PLMNs provided in ANQP. 
· When an UE does not receive a list of PLMNs with rules from its home operator, it shall always try to select an ePDG in its HPLMN because an operator A may want to allow its subscribers to access the Public Internet through the WLAN of a Service Provider B during the WLAN access authentication procedure (via some “WLAN access roaming agreements” expressed by ANQP information) while not to access its EPC via an ePDG outside its HPLMN. Allowing access to its Packet Core is a different level of authorization.
It is proposed to liaise with CT1 as TS 24.302 should be corrected.

3
Precedence between ANDSF and USIM
The third aspect, raised by BlackBerry with regards to 23.402 CR1376R4 (S2-152689), relates to the precedence between ANSDF and USIM.

TS 23.402 clause 4.8.2.1.1 specifies:
“The information provided to the UE by the ANDSF take precedence over the corresponding information pre-configured by the operator on the UE."
3.1
What does the sentence means?

"Pre-configured by the operator" does not specify whether it is into the USIM or into the ME.

"UE" clearly refers to USIM + ME. This is defined in TS 21.905: 
“User Equipment (UE): Allows a user access to network services. For the purpose of 3GPP specifications the interface between the UE and the network is the radio interface. A User Equipment can be subdivided into a number of domains, the domains being separated by reference points. Currently the User Equipment is subdivided into the UICC domain and the ME Domain. The ME Domain can further be subdivided into one or more Mobile Termination (MT) and Terminal Equipment (TE) components showing the connectivity between multiple functional groups. “
Hence, the SA2 sentence exactly means that ANDSF (provided by OMA-DM) takes precedence on both USIM pre-configured corresponding data (provided by pre-configuration or by OTA SIM Toolkit) or ME pre-configured corresponding data.

3.2
Issues if ANDSF does not take precedence

The first issue we see if H-ANDSF does not take precedence is that as long as there are data configured in the USIM, the UE will never take H-ANDSF data into account. H-ANDSF data are much more dynamic than USIM data and it would be strange, if an operator has chosen to use H-ANDSF for controlling the UE behaviour (it is not obliged to), that a change of ANDSF policies by the home operator would not affect the UE behaviour. 
V-ANDSF applies when the Home Operator has decided to delegate its responsibility to the VPLMN. Hence, when V-ANDSF applies, there is no reason to not apply the same precedence as H-ANDSF over USIM. 

Moreover, it is doubtful that the USIM would contain all the ANDSF data. In such case, ANDSF policies would come from two different sources: part of the policies coming from USIM and the rest coming from the home operator. How could it work properly since synchronisation between these sources is not possible?
3.3
Conclusions

It is proposed to keep the stage 2 specification unchanged and to send an LA to CT1 summarizing what is stated in the section above. 
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