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Abstract of the contribution: Proposes mechanisms to ensure that the usage of small data transmissions does not exceed specific limits.
Introduction
This paper proposes how to ensure that the “infrequent small data” stays infrequent i.e. within predefined limits and does not potentially overload any CP resources in the radio network and the core network. The solution is intended to be used combination with other solution selected for small data transmissions. 

As a spin off, the solution can also be used to configure different subscription plans for CIoT devices based on limits for the number of small data transmissions or packets allowed per time unit (e.g. per hour, per day, or per week), limits for the data size or inter-arrival time, etc. This can be especially useful for wholesale of preconfigured CIoT subscriptions. For example, sensor devices that transmit one small data message per hour continuously or up to e.g. maximum 5 years. No post sale administration or billing needed and no risk that such devices load the network more than allowed. Excessive transmission are blocked at the source in the UE hence no waste of radio resources. It is assumed that the proposed admission function is subject to mobile terminal conformance testing to be effective in preventing excessive small data.
Proposal

It is proposed to capture the following procedure in TR 23.720. 
***** First Change *****
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***** Next Change *****
5.x
Key Issue x – Control of small data misuse 
5.2.1
Description

This key issue aims to provide solution to control small data misuse. 

For CIoT in the scope of this key issue we need to identify how to control misuse of small data due to at least the following aspects:



-
misuse in relation to service level agreement 
***** Next Change *****
6.x
Solution #: Small Data misuse control
6.x.1
General

Traffic models provided as input to this study envisage that small data transmissions for the targeted CIoT use cases will be infrequent. It seems important that it is possible to ensure that small data transmissions never become excessive e.g. by possibility to enforce quotas.
When out of quota, the data is discarded and further transmission is temporarily blocked in the UE. After some time has passed, transmission is allowed again (e.g. based on periodic reset, token buckets etc). 
Controlling misuse by quotas seems useful for some CIoT use cases e.g. low end subscription plans (e.g. a fixed cost for the lifetime or certain period). This can reduce the administration costs for such subscriptions. 
Excessive transmission are blocked at the source in the UE hence no waste of any radio resources. 
6.x.2
Provision of admittance information
This procedure provides information to relevant parts of the system for control of misuse. The information may consist of e.g. a number of small data transmissions or packets allowed per day or hour, data size, inter-arrival time, etc.
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Figure 6.x.2-1: Provision of admittance information for small data
1.
UE makes an initial attach to the network.
2.
The MME/C-SGN gets the admittance information (quotas) as part of the subscription information.
3.
The admittance information is stored locally in the MME/C-SGN. The MME/C-SGN also maintains a set of counters, timers, etc, that are needed to perform the DL and UL admission control.
4.
The MME/C-SGN sends the admittance information to the UE. 
5.
The UE (CIoT device) stores the admittance information locally. The UE also maintains a corresponding set of counters, timers etc, that are needed to perform the UL admission control.

6.x.3
Admission control
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Figure 6.x.3-1: Admission control of uplink small data
1. The TE sends UL small data to the MT (see e.g. TS 27.007 [x1]).
2. The MT performs admission control based on admittance information (quotas) and status information (counters, timers) available in the UE. If the UL data is not admitted, the MT discards the data or rejects the TE request.
3. After successful admission control the MT sends the UL small data to the eNB/C-BS. 
4. The eNB/C-BS forwards the UL small data to the MME/SGW/C-SGN. 
5. The CN (MME/SGW/C-SGN) performs admission control based on admittance information (quotas) and status information (counters, timers) and discards the UL small data if out of quota.
6.
The UL small data is forwarded to the receiving application server. 
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Figure 6.x.3-2: Admission control of downlink small data
1.
The application server sends DL small data.

2.
The MME/SGW/C-SGN performs admission control based on admittance information (quotas) and status information (counters, timers). Not admitted DL data is discarded. 

3.
DL data is forwarded if admitted.
4.
The eNB/C-BS forwards the DL small data to the UE.
5.
The MT adjusts local status information for the admission control e.g. increases counters, sets/resets timers etc.
6.
The MT forwards the DL small data to the TE.
6.x.4
Impacts on existing nodes

UE:  Receives admittance information from the network or optionally from USIM/UICC. Performs admission control on UL small data. 
MME/SGW/C-SGN: Receives admittance information from the HSS. Performs admission control on UL and DL small data.
6.x.5
Solution Evaluation

The solution provides a tool to control misuse and enforce quotas of small data transmissions from/to CIoT devices. 
***** End of Changes *****
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