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Abstract of the contribution: This paper discusses the relation between LI and E2E media transport, and concludes that LI does not apply for E2E media transport.
1. Discussion
In the last meeting, the OMR-based solution is conditional approved if it meets the LI requirement. And An LS (S2-151387) is sent to SA3-LI for clarification.

In the SA3-LI LS reply (S2-15xxxx/S3i150154), it clarifies:

1. Overall Description:

SA2 asks SA3-LI:
Q1: Does the OMR based solution, as described above for WebRTC users, meet the Lawful Interception requirement?
A:  One of the central requirements of LI is for transparency to be maintained.  That is, it should not be perceptible to any party not authorized to be aware of LI.  Disabling OMR on a per-target basis might raise transparency issues. As long as the requirements of Q.2.2 of TS 23.228, 3rd bullet of the 3rd paragraph, as copied below, still hold and can be applied based on operator policy (e.g., per-service), then disabling OMR within eWebRTCi is acceptable.
“Determine according to local policy if a TrGW is required in the user plane path for a purpose unrelated to transcoding or NAT, e.g., lawful intercept. Visited realm and secondary realm instances for previous user plane segments shall be removed to prevent subsequent signalling entities from bypassing the media resource.” 

It means the OMR-based solution cannot work well for LI because of transparency. But all the solution in 23.706 cannot meet LI requirement because of same issue. 

Return to the requirement, E2E media and LI, it is very hard to make a balance between them. Because according to the LS, the transparency should be maintained for LI. But E2E media for normal user and media anchoring for LI (LI require some kind of media anchoring), the transparency looks like a mission impossible.
In the LS from SA1 (S2-150734) LS S3-151162 on LS on end-to-end WebRTC-IMS security from WG SA3, it shows:
SA1 thanks SA3 for their LS on end to end WebRTC-IMS security.  SA1 considers the liberal interpretation of the SA1 requirement (e2ae), as proposed by SA3 to be adequate to meet LI regulations when necessary.  

2. A liberal interpretation of the SA 1 requirement means encryption at all paths and points between WebRTC clients. This can include hop-by-hop encryption as long as every hop has a sufficient form of encryption. This view can be deployed by an operator in such a fashion as to meet the 3GPP SA 3 LI requirements described above, but will effectively constitute an e2ae configuration.

SA1 further considers that the language used in the requirements and supporting text allows the use of end to end (e2e) WebRTC security when LI regulations do not apply. 

From this wording, it means that e2ae will be deployed when LI is required, and E2E will be applied when LI regulations do not apply.
So, for the key issue: Architectural aspects for minimizing the need for bearer level protocol conversion, the LI will be not precondition.
2. Proposal
It is proposed to update 23.706 accordingly and a related CR (S2-151664) is also submitted.

*************************************************Start of Change******************************************************

8.3
Evaluation

8.4
Conclusion
It is agreed to conclude that solution 2 in 8.2.2 is selected. For the End to End media transport, the Lawful interception does not apply.
*************************************************End of Change******************************************************
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