SA WG2 Temporary Document

Page 1

SA WG2 Meeting #109
S2-151487
25-29 May 2015, Fukuoka, Japan
(revision of S2-15XXXX)
Source:
Allot Communications, Cisco, Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, Huawei, HiSilicon, Comverse, Openet Telecom, Sandvine Incorporated
Title:
Aspects of application identification for FMSS solution
Document for:
Discussion/Approval
Agenda Item:
6.13
Work Item / Release:
Rel-13/FMSS
Abstract of the contribution: This contribution analyses requirements related to application identification and adds points to reflect application identification handling.
Discussion

Excerpts from 3GPP TS 23.203 [3]:

1. "The application identifier references the corresponding application detection filter that is used for matching user plane packets."

2. "NOTE 2:
There may be situations where the TDF or PCEF enhanced with ADC is not able to detect the traffic requested by the H-PCRF. Prior agreements could be arranged to ensure that there is a common understanding of the meaning of application identifiers transferred between PLMNs."

According to the 3GPP TS 23.203 [3], in order to detect application, Application identifier is provided within the PCC/ADC Rule to the TDF/PCEF enhanced with ADC. As quoted above (1), it references the corresponding application detection filter that is used for matching user plane packets.
NOTE 1: In case of PCEF with extended packet inspection capabilities, there is also a possibility of using predefined PCC Rules which corresponds to the desired application. 
A means of Application identifier (s) are proprietary, and it is not anticipated that they will be standardized in the near future. Therefore, as per existing specifications, a coordinated configuration in PCRF and in TDF/PCEF enhanced with ADC is needed for assuring a proper use of Application Identifier (s). This can be assured, as PCRF and TDF/PCEF enhanced with ADC belong to the same operator's network.
Also, as quoted above (2), in case of local breakout (TDF/PCEF enhanced with ADC are located in the Visited network, while PCRF which provides the Rules is located in the Home network), prior agreement between both operators are needed to ensure that there is a common understanding of the meaning of Application identifiers transferred between PLMNs. Local breakout scenario is out of scope of the present work, however, 3rd party deploying SGi-LAN case is relevant, as according to the agreed SID on eFMSS in SA1 (S1-151531): "Rel-13 assumes that the (S)Gi-LAN network owned by the same operator. There may be a new business model that operators will not provide their own service functions and allow the 3rd party to deploy their service functions in (S)Gi-LAN." Similar agreements should be in place as in case of Local breakout scenario.
The following cases should be distinguished and the corresponding points need to be considered:

1. Case of a single classifier functionality belonging to 3GPP operator (either in or out of 3GPP's scope but still in operator's domain i.e. TDF/PCEF enhanced with ADC cases). The functionality fully follows the existing specification defined by the TS 23.203 [3], and this should be documented in the corresponding solutions.
2. Case of a single classifier belonging to 3rd party, similar to local breakout specification defined by the 3GPP TS 23.203 [3]. Prior agreement between the operator and 3rd party (deploying classifier in SGi-LAN) is needed to ensure that there is a common understanding of the meaning of Application identifier (s).

3. Case of multiple classifier (s):

a. Case of shallow packet inspection needed (e.g. L3/4, based on service data flow detection), or case when only one classifier in the chain need to detect according to Application identifier (L7), while the rest need to detect according to service data flow description. Multiple classifiers from different vendors may be deployed and there are no limitations on multiple classifiers usage. If L7 classifier belongs to 3rd party, prior agreement between the operator and 3rd party (deploying classifier in SGi-LAN) is needed to ensure that there is a common understanding of the meaning of Application identifier (s).
b. Case of multiple classifiers with need to inspect on L7 level and detect same application (according to Application identifier). Classification functionality is proprietary (vendor specific). There are no DPI (Deep Packet Inspection) belonging to different vendors which detect traffic following the same detection algorithms. Therefore, in such a case, if multiple L7 classifiers detect same application, the same Application identifier transferred from the PCRF (either directly or indirectly) would reference a different application detection filter detected by those classifiers and, as a result, not exactly the same traffic would be detected as belonging to the application by different classifiers and steered, as a result. 
As a result, in order to ensure that Application identifier means are same, it might be required that the classifiers belong to the same vendor. If a L7 classifier belongs to 3rd party, prior agreement between the operator and 3rd party (deploying classifier in SGi-LAN) is needed to ensure that there is a common understanding of the meaning of Application identifier (s).
Conclusion 1: One cannot claim that any traffic steering solution allows different deployments and architectures of the SGi-LAN that is agnostic to the number of and location of traffic classification functionality. Deployment assumptions as to number of classifiers and their vendors must be in place to ensure proper functionality for appropriate application detection and steering.
Conclusion 2: In order to ensure possibility of appropriate application detection functionality, the following conditions need to be assured:
1. A coordinated configuration in PCRF and in L7 classifier (s) is needed for assuring a proper use of Application Identifier (s). 
2. If there are multiple L7 classifiers used within the (S)Gi-LAN then the operator has to ensure coordination of application IDs between the PCRF and all the L7 classifiers (be it 3rd party or belonging to operator). 

a. If multiple L7 classifiers detect same application, then it might be required those classifiers to belong to the same vendor. 

A corresponding clarification should be introduced into the solutions. 
* * * First Change * * * *

6.1.1.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the TDF. The solution does not add any new call flows between any functional entities.
As described by the solution, within 3GPP core network architecture, the TDF is placed on (S)Gi interface. 

As mentioned in the solution section, the TDF reports application detection START and STOP per received ADC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies as defined by the TS 23.203 [3]. 

Also, session and application based usage monitoring reports, supported by the TDF, may serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the TDF also provides other functionality such as user charging, traffic redirection, gating and bandwidth control as of today and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed.

The Sd interface has well defined procedures to provide policies on session and on application level. 

The solution also fulfils the architectural requirements mentioned in sub-clause 5.1.2:

· Support for the application detection functionality: As described in 3GPP TS 23.203 [3], sub-clause 4.5, the application detection function is implemented by the TDF. This solution uses TDF functionality in standalone mode or collocated with (S)Gi-LAN and thus supports application detection functionality.
· As both PCRF and TDF belong to the same operator's domain, a coordinated configuration in PCRF and in TDF for a proper use of Application Identifier (s) is assured according to existing specification 3GPP TS 23.203 [3]. In case multiple classifiers are needed, TDF may have multiple instances/processes as per deployment requirements to satisfy this.
· Working in conjunction with ADC feature: ADC feature refers to "Application Detection and Control", where the "Control" part refers to the enforcement of the policies such as traffic throttling, blocking or redirection, application based charging, usage monitoring etc. A common aspect between the ADC feature and the flexible traffic steering solution is "Application Detection" function. By utilizing the Application Detection function of the TDF for enforcing the traffic steering policies (refer to clause 6.1.1.1.3), this solution utilizes the ADC feature defined by 3GPP. Additionally, the solution also allows enforcement of the ADC policies (i.e. the "Control" part of ADC feature) in conjunction with the traffic steering policies since both of these are enforced by the same entity, TDF. Thus, the solution avoids performing application detection of the same (S)Gi traffic multiple times, i.e. avoids different Application Detection handle the traffic once for application based charging, usage monitoring and once for service steering, and works in conjunction with the ADC feature.

The solution allows various deployments and architectures of the (S)Gi-LAN (e.g. the SFC architecture as defined by IETF or ONF). The solution is agnostic to the way routing/forwarding is done and to the routing/forwarding functional entities within the (S)Gi-LAN. 

* * * Second Change * * * *

6.1.2.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the PCEF. The solution does not add any new call flows between any functional entities.
As described by the solution, within 3GPP core network architecture, the PGW/PCEF is connected to S(Gi)-LAN over S(Gi) interface.

As mentioned in the solution section, the PCEF enhanced with ADC reports application detection START and STOP per received PCC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies as defined by the TS 23.203 [3]. 

Also, session and application based usage monitoring reports, supported by the PCEF, may serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the PCEF also provides other functionality such as user charging, traffic redirection, gating and bandwidth control as of today and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed.

Also as mentioned by the solution, in order to provide traffic steering policies on application level, ADC feature has to be supported by the PCEF.

The Gx interface has well defined procedures to provide policies on session, application and service data flow level.

The solution also fulfils the architectural requirements mentioned in sub-clause 5.1.2:

· Support for the application detection functionality: As described in 3GPP TS 23.203 [3], sub-clause 4.5, the application detection function is implemented by the PCEF enhanced with ADC. This solution uses PCEF enhanced with ADC and thus supports application detection functionality.
· As both PCRF and PCEF belong to the same operator's domain, a coordinated configuration in PCRF and in PCEF for a proper use of Application Identifier (s) is assured according to existing specification 3GPP TS 23.203 [3]. In case multiple classifiers are needed, PCEF may have multiple processes as per deployment requirements to satisfy this.
· Working in conjunction with ADC feature: ADC feature refers to "Application Detection and Control", where the "Control" part refers to the enforcement of the policies such as traffic throttling, blocking or redirection, application based charging, usage monitoring etc. A common aspect between the ADC feature and the flexible traffic steering solution is "Application Detection" function. By utilizing the Application Detection function of the PCEF enhanced with ADC for enforcing the traffic steering policies (refer to clause 6.1.1.1.3), this solution utilizes the ADC feature defined by 3GPP. Additionally, the solution also allows enforcement of the ADC policies (i.e. the "Control" part of ADC feature) in conjunction with the traffic steering policies since both of these are enforced by the same entity, PCEF enhanced with ADC. Thus, the solution avoids performing application detection of the same (S)Gi traffic multiple times, i.e. avoids different Application Detection handle the traffic once for application based charging, usage monitoring and once for service steering, and works in conjunction with the ADC feature.

The solution allows various deployments and architectures of the (S)Gi-LAN (e.g. the SFC architecture as defined by IETF or ONF). The solution is agnostic to the way routing/forwarding is done and to the routing/forwarding functional entities within the (S)Gi-LAN.  

* * * Third Change * * * *

6.1.4.1.3 
Interface enhancements For the St based solution with or without ADC in PCEF/TDF (and without the optional packet marking by PCEF/TDF):

· No impact on the Gx/Sd interfaces. 

· The St interface is used to provision and remove traffic steering policy to the SCTCF, together with a traffic descriptor describing the traffic flows for which the traffic steering policy applies. The traffic descriptor may be an Application ID or an SDF filter. The provisioning means that the traffic data flow associated to the traffic steering policy is a candidate for traffic steering over the service chain configured in the SGi-LAN. Removal means that the traffic is not associated to the traffic steering policy any longer. 

NOTE: Use of Application Identifier on St assumes proper coordinated configuration in PCRF and in SGi-LAN. If there are multiple L7 classifiers used within the (S)Gi-LAN then the operator has to ensure coordination of application IDs between the PCRF and all those classifiers within the (S)Gi-LAN (be it 3rd party or belonging to operator). If multiple L7 classifiers detect same application, then it might be required those classifiers to belong to the same vendor.
When the optional packet marking by PCEF/TDF is used the following differences apply:

· The Gx and Sd interfaces are enhanced to carry a packet marking profile identifier in the PCC and ADC rules. The packet marking profile identifier is a reference to a packet marking behaviour that is preconfigured on the PCEF/TDF.

· The St interface is still used to provision and remove traffic steering policy to the SCTCF but instead of Application ID or SDF filter the packet marking profile identifier is used as description of traffic for which the traffic steering policy applies. . The packet marking profile identifier is a reference to a packet detection behaviour that is preconfigured on the SCTCF.

In all cases, the St interface can be used to provide metadata to the SCTCF.

* * * Fourth Change * * * *

6.1.4.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

This solution enables an architecture for providing traffic steering policy that allows different deployments and architectures of the SGi-LAN and that is agnostic to the way routing/forwarding is done and forwarding/routing functionality in the SGi-LAN. 
The solution provides a solution for flexible mobile service steering via a new interface from PCRF and a new function SCTCF, allowing a separation of the service chain domain from existing the PCEF/TDF functionality and allows an operator to deploy flexible mobile service steering without impact to PGW/PCEF and TDF entities or the Gx or Sd interfaces. 

The solution also supports enhancing Gx/Sd and PCEF/TDF to perform optional packet marking, thereby re-using the PCC/ADC rule based traffic classification functionality in PCEF and TDF. In this case, the traffic classification happens in PCEF/TDF and in SGi-LAN but for different purposes: in PGW/TDF for detecting the application and in the (S)Gi-LAN domain for determining the service chain based on the packet marking performed by PCEF/TDF.

The PCRF can use the existing PCC functionality for making traffic steering policy decisions.  For example, the PCRF can use application reporting over Sd/Gx (if available) as input to providing application based traffic steering rules to the SCTCF. 

When application reporting over Gx/Sd is used, the PCRF may take the reported application information (e.g. service data flow descriptions) into account when creating the traffic steering rule. For application traffic with non-deducible service data flow descriptions, if application reporting is performed over Gx/Sd and traffic steering policy over St is needed for the same application, application detection takes place once in PGW/TDF for application reporting purpose and once in (S)Gi-LAN for service chain classification purposes. The solution also provides support for avoiding the need for application detection in the SGi-LAN for these flows by using optional packet marking based on enhancements to ADC feature in PCEF/TDF. 
Use of Application Identifier on St assumes proper coordinated configuration in PCRF and in SGi-LAN. If there are multiple L7 classifiers used within the (S)Gi-LAN then the operator has to ensure coordination of application IDs between the PCRF and all those classifiers within the (S)Gi-LAN (be it 3rd party or belonging to operator). If multiple L7 classifiers detect same application, then it might be required those classifiers to belong to the same vendor.
The solution also fulfils the architectural requirements mentioned in sub-clause 5.1.2:

· Support for the application detection functionality: This solution can use application detection functionality implemented in SGi-LAN. In addition, the solution allows the application detection functionality in PCEF/TDF (if deployed) to assist and influence the service steering in SGi-LAN by performing traffic classification and packet marking that can be utilized by classifiers in the SGi-LAN. This avoids the need to deploy separate application detection functionality in the SGi-LAN.
· Working in conjunction with the existing 3GPP features, e.g. ADC feature: The solution works in conjunction with existing 3GPP features, e.g. ADC feature in TDF/PCEF (if deployed), allowing the PCRF to use e.g. IP-CAN session information, subscription information, network operator's policies, application reporting (if deployed) as input to traffic steering policy decisions. In particular, the solution can work with ADC feature for application reporting and extending it to optionally perform traffic marking. 

Editor’s Note: Additional evaluation is FFS.

* * * End of Changes * * * *
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