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Abstract of the contribution: This paper discusses LS S3-151524 and the implications for discovery transport.
1. Introduction
SA3 sent LS S2-151467 [1] that asks questions to SA2 and also mentions the following: 
Q2: SA3 would like to ask SA2 whether the intention of this procedure is for the UEs to discover other UEs that are members of its group only? 

Q3: Do such groups for Group Member Discovery need to be the same as a group for one-to-many communications? If not, is this an expectation? 

One solution for Group Member Discovery requires at least 512 bits of security information to provide (potentially) enhanced authentication.

This paper analyses the implication of the above questions to the SA2 discussion for the discovery transport.
2. Discussion
In TS 22.278 we observe the following requirements related to ProSe discovery: 

Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable only by other ProSe-enabled UEs in proximity that are explicitly permitted by the discoverable ProSe-enabled UE.

Note:'explicitly permitted' refers to Restricted ProSe Discovery.

Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable by all other ProSe-enabled UEs in proximity without explicit permission. The ProSe-enabled UEs can be served by the same or different PLMN, including when roaming.

Note:'without explicit permission' refers to Open ProSe Discovery.

And also we cannot find any requirements in TS 22.278 related to Group Member discovery.

We prefer therefore that the final say to Question 2 is provided by SA1 since it is a service requirement whether the goal is to define discovery mechanism only between members of a certain group, or to discover UEs that are members of  a more general group (i.e. affiliation) or to be able to discover any public safety UE.

In this paper we analyse the impacts on the discovery message size and in respect the transport for each of those cases.

1) Group member discovery=discovery between group members

If the answer from SA1 indicates that Group member discovery is meant to provide discovery between group members (where group is the group communication set of UEs) then a key derived from the PGK  as defined in TS 33.303 can be used in order to calculate a MIC, e.g. an overhead of approximately 36 bits (including timing info). 
As indicated in S2-151474 [2] the discovery message size can then fit in the 232 bits indicated by RAN1/2.
2) Group member discovery= discovery of UEs that are members of a more general group

If the answer from SA1 is meant to provide discovery of membership to a certain group. The group in that case can be a “wider” concept than the specific ProSe Communication group, for instance e.g. it can be indicating that the two UEs are both from the “Metropolitan police force” but not which specific “constabulary” they belong to or even more generic like “public safety user from UK”.

The “wider” group affiliation together with the specific unit can be indicated by different ProSe Codes that are sent as separate discovery messages and/or as already defined in TR 23.713 using composite ProSe Codes where the suffix and prefix (which could be protected with different keys).


[image: image1]
Even in this case, as indicated in S2-151474 [2], the discovery message can fit in the 232 bits indicated by RAN1/2.
3) Group member discovery = discovery of a particular [Public Safety] UE

If the answer from SA1 indicates that Group Memebr Discovery is meant to allow discovery of a particular public safety UE, then either this UE is discoverable by all other public safety UEs (i.e. open discovery) or some authrorised subset (i.e. restricted discovery). The former means requires the announcing UE to send its announcer info in the clear in Model A discovery or the discoveree UE to send its discoveree UE in the clear is response to any unauthenticated solicitation messages. Enhanced authentication signalling can be performed after the discovery procedure is complete. The latter case is exactly commercial restricted discovery and the security overhead for that case is as above. If SA3 believes that the ProSe Code itself with its Message Integrity check and timing bits does not provide sufficient security, then an enhanced authentication signaling can be performed after the discovery procedure is completed.
Note that if SA1 indicate that Group member discovery needs to support the discovery of a particular public safety UE. Securing such a discovery procedure would anyway require some relationship between the UEs, i.e. the UEs involved in the discovery need to have cryptographic credentials that they can use to protect the discovery between them. This requires the UEs to belong to some group like 2) above (in particular the wider groups) when the UE can be discoverbale by all that group or to be discoverable by a more limited set of UEs in the sense of restricted discovery). 
3.Proposal
SA2 to agree that discovery messages for group member discovery can fit in the 232 bits indicated by RAN1/2 regardless of the final answer from SA1 on what the exact service requirements for Group Member discovery are.

It is proposed to provide the following answers to LS S2-151467 [1]: 
Q2: SA3 would like to ask SA2 whether the intention of this procedure is for the UEs to discover other UEs that are members of its group only? 

[SA2 answer]: SA2 would like SA1 to indicate what is the service requirement. From SA2 perspective PC5-D discovery procedures can cover all cases.
Q3: Do such groups for Group Member Discovery need to be the same as a group for one-to-many communications? If not, is this an expectation? 

[SA2 answer]: Same as in answer to question 2.
It is proposed to send LS response to SA3 as per above.
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