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Abstract of the contribution: This contribution introduces an enhancement for ProSe direct discovery mechanism, which the ProSe Function gives the monitoring UE a list of PLMN information to monitor. 
1. Introduction
In Rel-12, any UE can be configured with PLMN’s in which it is allowed to announce, and PLMN’s in which it is allowed to monitor (see Monitoring/Announcing policy in TS24.333).
However, in Rel-12 no option exists to inform a monitoring UE of the PLMN’s that it should monitor for a specific ProSe App code corresponding to a specific announcing UE. Hence, the monitoring UE should monitor the ProSe App codes in all the monitoring-authorized PLMNs. If a monitoring UE could expect in which PLMNs the announcing UE would broadcast its codes, the monitoring UE may monitor those expected PLMNs only.
2. Discussion
In the ProSe direct Discovery if the monitoring UE could expect in which PLMNs the announcing UE would broadcast its codes, the monitoring UE can reduce its power consumption to monitor because it doesn’t need to monitor the frequencies of the other PLMNs. Especially in IDLE mode the frequencies to monitor may be lessened. 
The PLMNs which the announcing UE would announce the ProSe App code can be delivered to the ProSe function in HPLMN of the monitoring via PC6 and to the monitoring UE via PC3. 

That is, in response of Monitor request from the ProSe function in HPLMN of the monitoring UE, the ProSe function in HPLMN of the announcing UE may reply the ProSe App code/Mask. At this time if the ProSe function in HPLMN of the announcing UE notifies the ProSe function in HPLMN of the monitoring UE a list of PLMNs(called “PLMNs to announce”) in which the announcing UE may announce the ProSe App code, it may determine which PLMNs the monitoring UE should monitor considering together the monitoring-authorized PLMNs. And so, the “PLMNs to monitor” can be delivered to the UE via discovery filters in the discovery response message. 
Note that “PLMNs to announce” should include possible/authorized PLMNs to announce as a same ProSe App code. 
Proposal : the monitoring UE can be informed about the “PLMNs to monitor” as part of a Discovery Filter
The proposal could be applied to monitor request procedure for both Open direct discovery(subclause 8.1.1.2) and Restricted direct discovery(subclause 5.1.2.4).
3. Proposal
/// 1st change ///
8.1 
Candidate enhancement solutions

8.1.1
Enhancement Solution X:  Open ProSe Direct Discovery procedure enhancements

8.1.1.1
Functional Description

In Rel-13, the following new operation procedures for Direct Discovery are introduced:

A. the ProSe Function initiated update/revocation of previously allocated ProSe App Code, or Discovery Filters.
B. the monitoring UE can be informed about the “PLMN’s to monitor” as part of a Discovery Filter.
8.1.1.2
Procedures

8.1.1.2.1 Enhancements to the ProSe Discovery Request procedures
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Figure 8.1.1.2.1.1: Discovery Request procedure for announcing UE (roaming)

This operation procedure is identical to that of clause 5.3.3.3 of TS 23.303 [3], with the additional Discovery Entry ID element in the Discovery Request and Discovery Response message. 

For non-roaming procedure, the step 3 and 4 are not executed. 
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Figure 8.1.1.2.1.2: General operation procedure for monitoring UE (roaming)

This operation procedure is identical to that of clause 5.3.3.5 of TS 23.303 [3], with the following changes:

1) additional Discovery Entry ID element in the Discovery Request and Discovery Response message 
2) inclusion of “PLMNs to announce” in step 4, and “PLMNs to monitor”, which are authorized PLMN to monitor out of the “PLMNs to announce”, provided to the UE as part of the Discovery Filter in step 5. 

The non-roaming procedure is similar, with the UE located in HPLMN. 

When the Discovery Entry ID in the Discovery Request message does not contain a valid value, the ProSe Function will create new UE context entry for this request, and return the corresponding identifier in the Discovery Response message.
The ProSe Function in HPLMN of an announcing UE is able to provide zero or more “PLMNs to announce” to the ProSe Function in HPLMN of a monitoring UE. The ProSe Function in HPLMN of the monitoring UE can indicated  PLMNs, in which are authorized to monitor out of the “PLMNs to announce”, to the UE as part of the Discovery filter. If the UE receives no indication of “PLMNs to monitor” as part of the Discovery Filter, it shall monitor all PLMNs in which it is allowed to monitor for the code indicated in the Discovery Filter. If the UE receives one or more “PLMNs to monitor” as part of the Discovery Filter, it only needs to look for a match for this Discovery Filter in the indicated PLMNs.
NOTE 1: “PLMNs to announce” should include possible/authorized PLMNs to announce as a same ProSe App code. 

8.1.1.2.2 Discovery Update procedure 
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Figure 8.1.1.2.2.1: Discovery update procedure from ProSe Function

The ProSe Function can update or revoke the corresponding entry at the UE side with this procedure. 

0.
The ProSe Function is triggered to update or revoke the ProSe Application Code previously allocated to an announcing UE (or the Discovery Filters allocated to a monitoring UE).

1.
The ProSe Function sends a Discovery Update Request (UE Identify, Discovery Entry ID, Update Info) message to the UE. The UE identity is set to IMSI of the UE. The Discovery Entry ID is set to the identifier of the corresponding Discovery Entry that contains the ProSe App Code (or Discovery Filters) to be updated or revoked. The Update Info is optional, and contains the ProSe App Code and validity timer for an announcing UE, or Discovery Filters for a monitoring UE. If the Update Info is not included, the UE shall remove the ProSe App Code or Discovery Filters corresponds to the Discovery Entry ID.   

2.
The UE respond with a Discovery Update Ack (Result, Discovery Entry ID) to the ProSe Function to confirm the corresponding operation.

3.
UE adjusts the corresponding radio resources after the revocation. For example, if there is no other code to announce, the UE can instruct the radio layer to release the corresponding radio resources. 

8.1.1.3 Impact on Existing Entities and Interfaces

A) Update/revocation of previously allocated ProSe App Code, or Discovery Filters

Impacts to the existing interfaces:

- PC3 reference point needs update to support the Discovery Entry ID in Discovery Request/Response message.
- PC3 reference point needs to be enhanced to support the Discovery Update procedure initiated from ProSe Function.
Impacts to the existing entities:
- ProSe Function needs to support allocation of the Discovery Entry ID, and retrieve the corresponding context entry using the identifier. 

- UE needs to store the Discovery Entry ID, and support the Discovery Update procedure.

Interoperate with the Release 12 ProSe Function and UEs:

- 
A Release 12 UE does not insert Discovery Entry ID in the Discovery Request message, and therefore, the ProSe Function will not return the Discovery Entry ID in the Discovery Response message. Release 12 operation will be followed. 

- 
A Release 12 ProSe Function ignores the Discovery Entry ID received in the Discovery Request, and therefore, no Discovery Entry ID will be returned in the Discovery Response message. The Release 13 UE would fall back to Release 12 logic.  
B) the monitoring UE can be informed about the “PLMN’s to monitor” as part of a Discovery Filter
Impacts to the existing interfaces:

- 
PC3 reference point needs update to support the “PLMNs to monitor” as part of the Discovery Filter in the Discovery Request/Response message.
-
PC6 reference point needs update to support “PLMNs to announce” as part of the Monitor Resp message
Impacts to the existing entities:
- 
ProSe Function in the HPLMN of announcing UE needs to inform ProSe Function in the HPLMN of monitoring UE of PLMNs in which the announcing UE may announce its ProSe Code. 

- 
ProSe Function in the HPLMN of the monitoring UE needs to receive “PLMNs to announce”, reduce the list further based on PLMNs which the monitoring UE is allowed to monitor, and provide a resulting list of “PLMNs to monitor” to the UE as part of the Discovery Filter.

Interoperate with the Release 12 ProSe Function and UEs:

- 
A Release 12 PF in HPLMN of announcing UE will not insert the “PLMNs to announce”, resulting in no further PLMN monitoring restriction for monitoring UE

-
A Release 12 PF in HPLMN of monitoring UE will ignore any received “PLMNs to announce”, resulting in no further PLMN monitoring restriction for the monitoring UE

-
A Release 12 monitoring UE will ignore any received “PLMNs to monitor”, resulting in no further PLMN monitoring restriction.
/// 2nd change ///
5.1.2.4
Restricted Direct Discovery Monitor Request procedure

In Figure 5.1.2.4.1, an operation example for the Monitor Report procedure is presented for the roaming case, but the same steps also apply for the non-roaming case (changes from Open ProSe Discovery are highlighted in red).
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Figure 5.1.2.4.1: Monitor Request operation for Restricted Direct Discovery (roaming) 

0.
In this step, the application client in the UE retrieves its own ProSe Discovery UE ID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe App User ID for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the Restricted ProSe App User ID and returns the Restricted ProSe App User ID to the application client in the UE. The application client in the UE stores the binding between the ProSe Discovery UE ID and its own Restricted ProSe App User ID. 
When the application client in the UE intends to discover the announcing UE of other users (e.g. friends in the application), it obtains the Restricted ProSe App User ID of those users (Target Restricted ProSe App User IDs) from the ProSe App Server and triggers the UE to perform the monitor procedure, providing its own Restricted ProSe App User ID and the Target Restricted ProSe App User IDs. The Target Restricted ProSe App User IDs of the UEs to be monitored are passed in an Application Level Container.

NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the ProSe Discovery UE ID from the underlying ProSe Protocol layer.

1.
If the UE is authorised to monitor in at least one PLMN and is triggered by the application client to monitor, it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery Request message to get the Discovery Filter for monitoring (Restricted ProSe App User ID, UE Identity, command=monitor, Discovery Type, Application ID, Application Level Container, Discovery Entry ID). The Application Level Container contains the Target Restricted ProSe App User IDs indicating what the UE is interested to monitor. The Restricted ProSe App User ID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. Discovery Type is set to "restricted discovery".

2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides also the PLMN ID where the UE is registered. The HSS provides the MSISDN of the UE. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the entry related to the requested Restricted ProSe App User ID from the UE context.

3.
The ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator, Application Level Container) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/monitor".
4.
If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover at least one of the Target Restricted ProSe App User ID(s) contained in the Application Level Container, the ProSe Application Server returns an Auth Response (ProSe Discovery UE ID, indicator, N pairs of Target ProSe Discovery UE ID – Target Restricted ProSe App User ID). The indicator is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target Restricted ProSe App User ID(s) that the Restricted ProSe App User ID is allowed to discover. The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE.
Step 5 is executed only when the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN.

5.
If the PLMN ID in the Target ProSe Discovery UE ID indicates the HPLMN and at least one of received pair of Target ProSe Discovery UE ID – Target Restricted ProSe App User ID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target ProSe Discovery UE ID, Application ID and Target Restricted ProSe App User ID.
Steps 6-9 are executed only when the PLMN ID in the Target ProSe Disc UE ID indicates a different PLMN. 

6.
If the PLMN ID in the Target ProSe Disc UE ID indicates a PLMN different from the HPLMN, the ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to retrieve the corresponding ProSe Code with a Monitor Request (Restricted ProSe App User ID, UE Identity, Target ProSe Discovery UE ID, Application ID, Target Restricted ProSe App User ID) message. The request shall include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in that PLMN to perform charging.
7.
If the pair of Target ProSe Discovery UE ID – Target Restricted ProSe App User ID received from the HPLMN ProSe Function corresponds to a valid ProSe Code, the ProSe Function in the other PLMN retrieves the ProSe Code corresponding to that Target ProSe Discovery UE ID, Application ID and Target Restricted ProSe App User ID.

8.a
Optionally, the ProSe Function in the other PLMN sends an Auth Request (Restricted ProSe App User ID , indicator,  Target Restricted ProSe App User ID) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/permission".

8.b
If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover the Target Restricted ProSe App User ID, the ProSe Application Server acknowledges the Auth Request with an Auth Response (Target ProSe Discovery UE ID, indicator). The indicator is set to "restricted discovery/permission ack". The ProSe Function in the other PLMN verifies that the returned Target ProSe Discovery UE ID corresponds to the UE to be monitored.
NOTE 2: 
Whether steps 8.a and 8.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can verify the permission locally, or the HPLMN is trusted by the other PLMNs for permission control, these steps are not needed. 

9.
The ProSe Function in the other PLMN returns to the ProSe Function in the HPLMN the ProSe Code and the corresponding residual validity timer and PLMNs, which the announcing UE may announce the ProSe Code in,(called “PLMNs to announce”) with a Monitor Response (ProSe Code, validity timer, PLMNs to announce) message.
NOTE 3: “PLMNs to announce” should include possible/authorized PLMNs to announce as a same ProSe App code.
10.
If the ProSe Function in the HPLMN has retrieved at least a valid ProSe Code, it builds the binding between ProSe Code with validity timer, Application ID, Target Restricted ProSe App User ID, Target ProSe Discovery UE ID and “PLMNs to monitor”, in which are authorized to monitor out of the “PLMNs to announce” , and stores it into the user context of the monitoring UE. Based on the ProSe Code and the associated validity timer the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, TTL, Discovery Entry ID) message to the UE. The Discovery Filter includes the ProSe Code to be monitored and the PLMNs to monitor. The TTL indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. If configured by the operator, the Target Restricted ProSe App User ID(s) corresponding to the ProSe Code(s) may be included in the Discovery Response message. The ProSe Function stores in the user context all the parameters passed to the UE.
NOTE 4:
When the Target Restricted ProSe App User ID, corresponding to the ProSe Code in the Discovery Filter, is included in the Discovery Response message, then the Match Report procedure may be skipped.
NOTE 5:
The ProSe Code in different Discovery Filters may be the same, for example, when the monitoring user is friend of the announcing user in more than one application, in which the announcing user was allocated the same ProSe Code.

Editor's Note:
The security and privacy details of this procedure will be studied in 3GPP SA WG3. It is expected that the Discovery Response message may contain also security material. 

11.
The UE obtains the corresponding radio resources and starts to monitor using the Discovery Filter.

NOTE 6: 
The ProSe Protocol layer in the UE may inform the application client that it has started monitoring.
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