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DISCUSSION

This paper tries to fulfil the request as described by the EN below for solution proposal 3.
Editor’s Note:   All the solutions should describe how they support resiliency / recovery and scalability.
a. Any user corresponding to a Third party (user associated with the range-IMPU negotiated with a Third party) may be served by any S-CSCF that supports the feature: Users corresponding to a Third party may be spread onto all S-CSCF that support the feature

b. Any User corresponding to a Third party (users associated with the range-IMPU negotiated with the Third party) may be served by any eP-CSCF that is configured to accept the security token from that Third party.
PROPOSAL
5.2.3
Solution 3: HSS supports IMS subscriptions corresponding to users managed by third parties
5.2.3.1
Solution Principles

The solution has the following principles:

1 The solution does not require new interfaces or new network elements, i.e. the architecture as defined in Rel-12 for WebRTC can be re-used without modifications.

2 The IMS operator and a 3rd party can agree on a subscription where the 3rd party may require a high number of IMPUs on a need basis and is responsible of allocating individual IMPUs.
a. The 3rd party is responsible of (where needed) authenticating the end-user and of allocating individual IMPU within the scope of the range-IMPU
b. The number of users which the 3rd party can support is not limited by the solution, but controlled.
c. If the 3rd party requires more IMPUs than the negotiated upper limit, then it is enough to inform the IMS operator that more is needed and the upper limit value is increased.
3 The solution does not require a separate data base, i.e. it relies on HSS only, and does not require special configuration in I/S-CSCF when making new business arrangements with third parties.

4 The 3rd party is responsible to authenticate the WIC, if needed, and allocating an individual IMPU. The 3rd party has a maximum freedom by defining IMPUs, i.e. it is not restricted to IMPUs as *.*@operator.com but is also allowed to allocate public IDs as  *.*@3rdParty.operator.com without to configure I/S-CSCF.

5 The HSS uses a profile which is configured or provisioned for each class IMPU as a template. During the registration process the HSS creates a normal user profile for the requested IMPU (based on the template) and stores the related S-CSCF address. The HSS may control the number of IMPUs created out a certain template, if needed. During de-registration of an IMPU the related user profile may be deleted and becomes free for reuse.
6 The HSS can also use a profile which is additionally configured or provisioned for each class IMPI as a template. During the registration process the HSS creates a normal IMPI for the requested IMPU/IMPI pair (based on the IMPI template). The HSS may control the number of IMPIs created out a certain template, if needed. During de-registration of an IMPU/IMPI pair the related IMPI may be deleted and becomes free for reuse. Only if no IMPI is registered with an IMPU which was created from an IMPU template, the profile related to that IMPU may be deleted and becomes free for reuse. Such an IMPI template may be associated to a provisioned IMPU or a provisioned/configured IMPU template.
7 All registrations are handled as individual registrations, i.e. an allocated IMPU looks like a dedicated IMPU towards the I-CSCF and S-CSCF; changes to I-CSCF and S-CSCF are not required, i.e. all I/S-CSCF in the network support this feature.
8 There can be multiple contacts (i.e. multiple WICs) associated with the same allocated IMPU. This happens if the same user registers from two or more different WICs with the WWSF using the same credentials.
9 An S-CSCF is independently assigned like done for any other individual profile in the HSS today. The S-CSCF name is stored in the individual profile.
10 The Cx interface remains unchanged, no new interfaces or new protocols are required.
11 The solution supports standard P/S-CSCF restoration procedures (restoration data is stored in HSS).

12 Normal termination call handling is supported. The HSS keeps correct registration states supporting interworking with existing application services (e.g. NetLoc, T-ADS).

13 HSS storage is only used when a WIC performs registration, i.e. there is no pre-allocation of any resources.
14 The HSS has up-to-date registration information, i.e. existing IMS procedures requiring registration status can be re-used, no sync procedures with another data base is required.
5.2.3.2
Reference Architecture

Figure 5.2.3.2-1 shows the standard WebRTC IMS architecture as it is defined in TS 23.003 and TS 23.228.

The HSS, AS and related interfaces are shown in addition.  
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Figure 5.2.3.2-1: Standard WebRTC IMS architecture according TS 23.228
5.2.3.3
Procedures

5.2.3.3.1
WIC Registration for subscriptions belonging to a class of users

The WWSF is provided with a range of public identities belonging to a subscription for class of users. The WWSF can assign a unique IMPU/IMPI pair from that given range. The WWSF may be located in a third party network and have a business arrangement with the IMS operator.

Figure 5.2.3.3.1-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF and WWSF assigns identities for a class of users.
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Figure 5.2.3.3.1-1: WIC registration for class of users

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF authenticates the user using a common web authentication procedure.

The WWSF determines the Private User Identity and Public User Identity for the WIC from an assigned range for class of users, issues a security token for the user and returns the IMS identities and the security token to the WIC.

WWSF may decide not to authenticate the user. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

2.
The WIC opens a WSS (secure WebSocket) connection using cross-origin mechanism to the eP-CSCF. Standard cross-origin resource sharing procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.

4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA (see TS 33.203 [19], Annex U) procedures, with an indication that the authentication has already been carried out.

5.
The I‑CSCF sends the Cx-Query to the HSS.

6.
The HSS checks whether the user is already registered and indicates if an S‑CSCF is assigned. A Cx-Query Resp (indication of entry contact point, e.g. S‑CSCF) is sent from the HSS to the I‑CSCF.

7.
The I‑CSCF determines the S‑CSCF and sends the register request towards the S-CSCF.

8.
The S‑CSCF shall send Cx-Put/Cx-Pull to the HSS.

9.
The HSS analyses the IMS identities and identifies that the request belongs to a subscription for a class of users for which it has a profile template and requires a special handling. The HSS uses the template and creates a normal user profile for the requested IMPU.
10.
The HSS returns the information flow Cx-Put Resp/Cx-Pull-Resp (user information) to the S‑CSCF and stores the S-CSCF address into the user profile. The S‑CSCF stores the user information for that indicated user.

11.
Based on the filter criteria, the S‑CSCF sends re-registration information to the service control platform and perform whatever service control procedures are appropriate.

12.
The S‑CSCF sends the 200 OK back to the I‑CSCF.

13.
The I‑CSCF sends the 200 OK to the eP‑CSCF. The I‑CSCF releases all registration information after sending the 200 OK.

14.
The eP‑CSCF sends the 200 OK to the WIC.
5.2.3.3.2
WIC Registration when two or more WICs sharing the same IMPU
If the same user registers from two or more different WICs (by using different devices) using the same credentials towards the WWSF, multiple contact addresses can be associated with the same allocated IMPU.

When a subsequent WIC uses the same credentials with the WWSF, the WWSF assigns a different IMPI as done for the previous request, i.e. the IMPU is the same but the IMPI is different.
The HSS when receiving the IMS identities (i.e. same IMPU, different IMPI) has related profile templates available and creates a normal user profile for the requested pair of IMPU/IMPI. The S-CSCF stores the relation between the new contact address and the pair of IMPU/IMPI.

Normal shared IMPU procedures are re-used, also for session handling (e.g. S-CSCF performs forking) and de-registration. The WWSF is required to follow certain IMPI assignment rules. And the HSS shall be provisioned or configured with a class IMPI as template for the IMPIs generated by the WWSF.
5.2.3.3.3
WIC Session management related procedures for a class of users
Origination and termination and Session release procedures for WebRTC IMS clients follow standard IMS procedures in the core network with the exception that routing of all messages between the WIC and S-CSCF traverse the eP-CSCF and that parameters of Iq+ procedures take into account the WebRTC-specific extensions used by the WIC to send and receive media.
5.2.3.3.4
WIC De-Registration for subscriptions belonging to a class of users

De-registration procedure for WebRTC IMS clients follow standard IMS procedures in the core network with the exception that routing of messages between the WIC and S-CSCF traverse the eP-CSCF and the HSS deletes the created user profile in its data base. The lifetime of the security should be coordinated between the IMS provider and the WWSF provider (see 23.228 section U.2.1.4).
5.2.3.3.5
HSS keeps correct registration states for interworking with existing application services

The HSS keeps correct registration states for all WICs as each WIC has a separate entry in the HSS. This allows interworking support with existing application services like NetLoc or T-ADS. An AS uses existing access keys (e.g. IMPU/IMPI) for any data accessible via Sh as defined in TS 29.328 table 7.6.1. As there is no related IMSI available in HSS, the HSS cannot query the SGSN, MME and AAA server to retrieve additional information.
5.2.3.3.6
Service resiliency at the failure of a CSCF 
A WIC may register an assigned IMPU with all eP-CSCF available in the network as all eP-CSCF support this feature; there is also no restriction due to the assigned IMPU. When an eP-CSCF fails, the WIC may use the next (closest) available eP-CSCF as long as it accepts the security token from the 3rd party. Resiliency is similar as with standard IMS.
NOTE: The WIC may be assigned with a list of eP-CSCF by the WWSF, if not all eP-CSCF in the network accept the security token from the 3rd party.
When an I-CSCF fails, another I-CSCF is selected; there is no limitation as all I-CSCF in the network support this feature. Resiliency is as with standard IMS.

When a S-CSCF fails, on which an user is registered, another S-CSCF is selected by the I-CSCF during the regular re-registration process. Any S-CSCF within the network can be selected as all S-CSCF support this feature. Resiliency is as with standard IMS.
5.2.3.4
Impacts

The solution implies: 

· The HSS is required to identify if a registration request belongs to a subscription for class of users.

· Once a registration request for a class IMPU has been identified by the HSS it uses the pre-configured profile creates a normal user profile for the requested IMPU. For the support of multiple WICs using the same IMPU the HSS creates the user profile based on the IMPU/IMPI pair. 

· During de-registration of an IMPU/IMPI pair the created IMPI is deleted in the HSS.

· During de-registration of the last IMPI of an IMPU the created user profile is deleted in the HSS.
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