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Abstract of the contribution: In the absence of global uniqueness of Layer-2 ID used for one-to-one ProSe direct communication, UE needs to detect and avoid any potential conflict of Layer-2 ID with UEs in its vicinity.  
1 Discussion
In the absence of global uniqueness of Layer-2 ID used for one-to-one ProSe direct communication, UE needs to detect and avoid any potential conflict of Layer-2 ID with UEs in its vicinity. Due to various reasons such as limited number of bits used for Layer-2 ID, ad-hoc nature of one-to-one communication on PC5 interface, UEs mobility, etc, it is rather difficult to ensure global uniqueness of Layer-2 ID used in one-to-one ProSe direct communication. However, it is sufficient as well as easier to design solutions to ensure Layer-2 ID used in one-to-one communication is locally unique. 
For example, in order to confirm uniqueness of a Layer-2 ID, UE could send a Request message to a well-known broadcast address targeting all users in its vicinity, and wait for a reply message (or lack of it) confirming address conflict (or its uniqueness). 
Alternatively, in a passive approach, a UE may just listen to broadcast traffic in order to detect if another UE is using the same address.
2  Proposal

It is proposed to include below text to TR 23.713 clause 7.1
>>>Proposed Changes<<<

7.1
Solution for one-to-one ProSe Direct Communication

Editor’s note:
This clause is intended to document the agreed architecture solution for one-to-one ProSe Direct Communication.
7.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution. 
ProSe direct communication one-to-one is realised by establishing a secure layer-2 link over PC5 between two UEs.

Each UE has a Layer-2 ID for unicast communication that is included in the Source Layer-2 ID field of every frame that it sends on the layer-2 link and in the Destination Layer-2 ID of every frame that it receives on the layer-2 link.

The Layer-2 ID for unicast communication is either globally unique or the UE needs to ensure that it is at least locally unique. In the latter case the UE needs to be prepared to detect Layer-2 ID conflicts with adjacent UEs and self-assign a new ProSe UE ID when a conflict is detected. Either passive or proactive approach is used in order to detect Layer-2 ID conflict with UEs in its vicinity. 
The layer-2 link for ProSe direct communication one-to-one is identified by the combination of the Layer-2 IDs of the two UEs. This means that the UE can engage in multiple layer-2 links for ProSe direct communication one-to-one using the same Layer-2 ID.
7.1.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.
ProSe direct communication one-to-one is composed of the following procedures:

-
Layer-2 ID conflict detection; 

- Establishment of a secure layer-2 link over PC5;
-
IP address/prefix assignment.

7.1.2.1   Layer-2 ID conflict detection
UE detects Layer-2 ID conflict using either passive or proactive approach.
In case of passive approach, UE simply listens to broadcast traffic from UEs in its vicinity and detects if another UE is using the same Layer-2 ID. This approach does not incur any additional signalling but is not always reliable since certain UE may choose not to broadcast any message or broadcast only after long duration.
In proactive approach UE sends a Request message to a well-known broadcast address targeting all users in its vicinity, and waits for a Reply message (or lack of it) confirming address conflict (or its uniqueness). 
7.1.2.2
Establishment of secure layer-2 link over PC5
Depicted in Figure 7.1.2.1-1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1-1: Establishment of secure layer-2 link over PC5
1. UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication.
NOTE: The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.
2. UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5.

Editor’s note: It is FFS whether the Direct Communication Request message in step 1 and the messages used for authentication in step 2 belong to the same of different protocols. In either case, the PDU Type field in the PDCP header is used to discriminate the PDU Type on the receiver side.
7.1.2.3
IP address assignment
At least the following standard IETF mechanisms are used for IP address/prefix assignment:

-
DHCP based IP address configuration for assignment of IPv4 address;

-
IPv6 Stateless Address auto configuration specified in RFC 4862 [6] for assignment of IPv6 prefix.
One of the two UEs acts as DHCP server or IPv6 default router.

In the ProSe UE-NW Relay case the relay acts as DHCP server or IPv6 default router for all Remote UEs that connect to it over a secure layer-2 link over PC5.

7.1.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.
>>>End of Changes<<<
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