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Abstract of the contribution: This paper deals with three issues that need clarification when the security token is used to register an individual public user identity to IMS via the WebRTC access.
1
Introduction
This paper aims at eliminating unclarity/improperness in TS 23.228 with respect to the IMS registration scenarios via the WebRTC access:
· WIC registration of individual Public User Identity based on web authentication; and

· WIC registration of individual Public user Identity from a pool of Public User Identities.

With respect to these scenarios, the following topics are tackled:

· IMPU/IMPI availability in the WIC;
· Coordination of the security lifetime; and
· Use of a refresh token.

2
Discussion

2.1
IMPU/IMPI availability in the WIC
The IMPU and IMPI are extracted from the security token. Current stage 2 and stage 3 descriptions do not correspond to each other regarding the IMPU/IMPI-extracting entity:
	Stage 2: Extraction in the WIC 
From TS 23.228 section U.2.1.3: “The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.”
Stage 3: Extraction in the eP-CSCF 
From TS 33.203 section X.3.2.3: “If the authorization token is valid the eP-CSCF obtains the associated authorization information, including the IMPI and IMPU of the associated user, the WAF and WWSF identities(if available),, and the authorization token scope.”
From TS 24.371 section 6.4.2: “If the authorization token is verified valid, the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the authorization information scope.”
Observation: No description that the WIC extracts IMPU and IMPI from the security token.


According to the observation above, we propose that:
Proposal 1: The stage 2 should describe that the eP-CSCF extracts IMS identities from the security token.

It is noteworthy that the proposal does not restrict the implementation where the WIC extracts the IMS identities.

2.2
Coordination of the security lifetime
TS 23.228 includes the following requirement: The lifetime of the security should be coordinated between the IMS provider and the WWSF provider; otherwise, the WWSF cannot know when a Public User Identity IMPU-IMPI pair from its pool can be re-assigned to another user. It further describes an implementation specific option; eP-CSCF may indicate to the WWSF when a certain Public User Identity can be re-assigned.
However, taking into account that the security token allows the eP-CSCF to retrieve the validity period [see TS 33.203], this implementation option is rather redundant. The lifetime of the security can be synchronized among WAF, WWSF, WIC, and IMS entities if the WIC and/or eP-CSCF set an expires header field according to the validity period. As a result, it is proposed that:

Proposal 2: SA2 agrees that the coordination of the security lifetime between the IMS provider and the WWSF provider is achieved by setting an expires header field according to the validity period extracted from the security token.
The eP-CSCF may validate the value in an expires header field exploiting the validity period obtained from the security token if the WIC has set a value in the expires header field.
2.3
Use of a refresh token
As the security token may be associated with a lifetime, the WIC may need to periodically refresh its registration [TS see 23.228]. With respect to the registration refreshment, the use of a refresh token is promising; TS 33.203 and TS 24.371 respectively refer RFC 6750 and the SIP OAuth draft and both IETF documents describe refreshing the security token with a refresh token.

A refresh token is provided to the WIC together with the security token. As the validity period expires, the WIC sends the refresh token to the WWSF and receives a new set of refresh and security tokens. So, the web authentication may be avoided. Rather than mandating the web authentication procedure every time the WIC refreshes the token, it is proposed:

Proposal 3: To introduce the security token refreshment by means of a refresh token in the stage 2 specification.
Furthermore, the use of a refresh token enables that the mapping of the WIC and IMPU/IMPI is maintained. Since the refresh token is associated with the security token and IMPU/IMPI, the new security token is also related to the IMPU/IMPI. Currently, in the scenario where the WIC is registered with an IMPU from a pool of IMPUs, the WIC may be assigned of a different IMPU as it refreshes the registration.
3
Conclusion
Regarding the IMS registration scenarios where the WIC uses a security token, it is proposed that:

Proposal 1: The stage 2 should describe that the eP-CSCF extracts IMS identities from the security token; and
Proposal 2: SA2 agrees that the coordination of the security lifetime between the IMS provider and the WWSF provider is achieved by the WIC setting an expires header field according to the validity period extracted from the security token.
Furthermore, taking into account that token refreshing by means of a refresh token is a well-defined refreshment mechanism defined by IETF documents referred by TS 33.203 and TS 24.371, it is proposed:
Proposal 3: To introduce the security token refreshment by means of a refresh token in the stage 2 specification.
The CR [S2-150302] is provided to reflect the proposals.
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