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Abstract: 

This paper discusses the LS that SA2 have received from CT4 [1] regarding the question of how to format the NAI when the UE wishes to select a service provider that is equivalent to an HPLMN. 

1 Discussion

SA2 have received an LS from CT4 [1] regarding the question of how to format the NAI when the UE wishes to select a service provider that is equivalent to an HPLMN.   Currently 23.402 states that when an equivalent service provider to the HPLMN is selected the Root NAI is used.  

In Question 1, CT4 ask ‘If root NAI shall be used in this case, does it mean the authentication message could be routed directly from WLAN to the HPLMN’s 3GPP AAA Server based on the HPLMN included in root NAI?’

Observation 1:  Where an SP that is equivalent to an HPLMN is selected it is not possible to assume that the authentication message could be routed directly from the WLAN to the HPLMN’s 3GPP AAA Server based on the HPLMN included in Root NAI.

The main reason is that the HPLMN AAA server may not be directly accessible from the WLAN.  In addition, if the HPLMN AAA server were directly accessible and the UE was to authenticate directly with the HPLMN 3GPP AAA server using the Root NAI then it would be the HPLMN itself that would be providing service not an SP that is equivalent to the HPLMN.

It should be noted that one of the key roles that an Equivalent SP can provide is to act as a broker between Hotspot Operators and Subscriptions providers (eg HPLMNs).    The broker provides service to the Hotspot Operator by enabling a wide range of credentials to be used in gaining access to the Hotspot and provides service to Subscription Providers such as an HPLMN, by avoiding them from having to establish direct relationships with Hotspot Operators (one of the benefits here for the subscription provider is that they don’t have to make their AAA servers available on the HotSpot Operator’s WLANs).  

From the above, Observation 2 follows: 

Observation 2:  The authentication message needs to be routed from the WLAN to the Equivalent SP’s AAA server and thence to the HPLMN 3GPP AAA server.
In Question 1, CT4 ask:  ‘Or does it mean the message should be routed from WLAN to the equivalent SP’s AAA server based on the realm of the SP possibly included in a new type of root NAI? 
In Question 2, CT4 ask: Is the equivalent SP realm only dedicated to one HPLMN?  If not, how do we route the authentication message from equivalent SP AAA server to the 3GPP AAA Server of the correct HPLMN? 
With regards to the above questions there is no need to define a new type of Root NAI nor is there any need to define special equivalent SP realms which are to be used only for the purpose of achieving AAA proxying toward a specific HPLMN.  Neither of these approaches have been discussed in SA2.
Potentially a WLAN AAA proxy could forward an authentication message to the AAA server of an HPLMN-equivalent SP using a Root NAI alone if the WLAN AAA proxy were to be OSS configured with a mapping between HPLMN realm and EHSP (Equivalent Home SP) realm.  However, there are a number of disadvantages with this, firstly there is an OSS configuration overhead and in addition it raises questions about how the WLAN AAA proxy should behave and be configured in instances where there are multiple HPLMN-equivalent SP’s accessible from the WLAN.     
Rather, it can be observed that 3GPP already have a solution for such problems of achieving 2 step authentication message routing which is to use the Decorated NAI. In this way there is no modification needed to existing NAI definitions or procedures, nor is there any need for a special realm.  The UE constructs a Decorated NAI as it would normally.  
Proposal 1) Authentication messaging shall be routed to the AAA server of the SP which is an equivalent to the HPLMN and thence onto the HPLMN itself using the Decorated NAI.
In their final question, CT4 ask: ‘For direct routing towards HPLMN equivalent service provider, is it expected that a sub domain of the ".3gppnetwork.org" domain name administrated by GSMA will be used or can any valid public domain be used to identify the HPLMN equivalent service provider?’
Observation 3:  Stage 2 specifications do not place any restriction on the domain name of the equivalent service provider to an HPLMN and any valid public domain name may be used.   
2 Conclusions
It is proposed that a Decorated NAI shall be used to route authentication messaging firstly to the Proxy AAA server of an SP that is an equivalent to the HPLMN and thence onto the 3GPP AAA server of the HPLMN.

A draft LS response has been prepared in [2] and a corresponding CR to 23.402 has been prepared in [3]. 
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