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Introduction
Removal of editor notes

In the text below, we propose solutions for the editors notes in the key issue Group based policy control. First the editor’s note is copied and for each Editor’s note an analysis and a suggested text is provided. At the end of the document, suggested modifications to the Key Issue are provided in P-CR form with revisions.

Editors note 1:

Editor's note:
Whether multiple group policies cause conflicts, what to do about such conflicts and whether resolving them through administrative means will help is FFS.                           
The concept behind group based policy control is to define, measure, and/or enforce a group level maximum bitrate. In case multiple group level maximum bitrates are defined for a UE, each of these group level maximum bitrates can be measured and enforced. Enforcing the maximum bitrate for one group may reduce the traffic for another group. As the group aggregate bitrate is a maximum bitrate and not a guaranteed bitrate, the impact of enforcing one group on other groups is not seen as a problem. (Note the same applies for relations between group policing with AMBRs per individual UE). In case interactions are deemed undesirable, then subscription management can ensure that UEs are always only associated with one group.

Suggested text:

In case a UE is associated with multiple groups, each of the group level maximum bitrates shall be enforced. 

Editors note 2:

Editor's note:
The means by which a UE is associated to a policy group is FFS.

The proposal is to add a policy group identifier to the subscription profile for every group the UE is associated with. The policy group identifier is associated with a particular APN and does not apply to user traffic with other APN destinations. The policy group identifiers are downloaded to the MME/SGSN at attach, as part of the subscription profile. For any subsequent connect set ups to an APN with one or more associated policy groups, the MME/SGSN will insert the policy group identifiers in the signalling to the P-GW/GGSN.

Suggested text:

In case a UE is associated with a particular policy group, a policy group identifier for that group is added to the subscription profile associated with the UE.

Policy group identifiers are associated with a particular APN and do not apply to user traffic destined to other APNs.

Editors note 3:

Editor's note:
How this works in relation to transport layer protocols such as TCP is FFS.                           
Transport protocols like TCP employ flow control. This implies that enforcing a maximum bitrate in one direct (e.g. DL) may also reduce the traffic in the other direction. If acknowledges are not received in one direction, the TCP protocol assumes congestion in the other direction. However, in a M2M group context, the traffic per individual UE is often not large enough for flow control to work. Individual UEs may send only one IP packet at a time but if a large amount of UEs does this simultaneously, still the maximum aggregate group bitrate may be exceeded.
Suggested text:

Because groups may contain large amounts of group members, the maximum bitrate for the group may be exceeded even when the traffic volume from individual UEs is not large.
Editors note 4:

Editor's note: 
How to do policing in the uplink is FFS. Possible solutions include: per policy group UL APN AMBR, Event reporting when exceeding threshold, policing number of connections/bearers.
Editor's note: 
UEs within the group may be spread out across different eNBs, in which case enforcement of a Group APN-AMBR in the UL is only possible at the PCEF, which does not help to save radio or backhaul resources.
With per policy group UL AMBR, data is deleted after it is sent over the air and backhaul. This does not help the operator to reduce network load. In case of roaming, inter-operator settlements will take place, whilst the network operator cannot bill the traffic to the customer. Other policies should be employed to reduce traffic in the uplink, this may e.g. be to reduce per individual UE AMBRs, restrict new connections to the group, or simply to inform the customer. Proposal is not to specify in detail what policy should be employed, but to enable policy control actions to take place.

Suggested text:

Group APN-AMBR enforcement shall applies only at the PCEF and only in the Downlink. 
Addition of a solution

The Technical Report TR 23.887 already describes a solution for group based policy control. We propose to incorporate this solution into 23.769.
Compared to the solution from TR 23.887, we propose changes to reflect that policy enforcement in the PCEF is only done in the downlink, but that other policy actions can be taken when the per group APN AMBR is exceeded in either the downlink or uplink.

The proposed solution for policy actions is to do
Proposed changes
============================== Start 1st change=======================================

{revision marks show changes to 23.769}

5.3.2
Architectural Requirements


5.3.2.1
Architectural assumptions and limitations
The following are the agreed architectural assumptions for defining overall architectural requirements:

-
Policy group members are subscribed to same HPLMN

-
Policy group members are associated to the same APN. If the UE belongs to more than one policy group, then each policy group should be associated with a different APN.
NOTE:
The “Policy group members” refers to the enforcement of policy on a group of devices.
-
Roaming needs to be supported for members of a policy group.

-
Bit rate measurement and enforcement for a policy group is within a common PCEF; the same PCEF and PCRF need to be selected for all members in the group.

-
Policy group members are connected to the same P-GW/GGSN. P-GW/GGSN selection will always select the gateway in the HPLMN. Group policing function is only supported in the HPLMN.
-
Policy controls for individual policy group members should co-exist with the introduction of the new group level maximum aggregate bit rate control.

-
Solutions for group based policing should at least cater for groups of in the order of 1000 group members.
NOTE 1:
The minimum and maximum number of policy group members, which takes into account relevant core network capacity, is defined by operator.
NOTE 2:
The number of policy group members will be limited by the number of UEs that can be served by the same PCEF.
-
Because groups may contain large amounts of group members, the maximum bitrate for the group may be exceeded even when the traffic volume from individual UEs is not large.
-
Group association can be with more than one policy group.

-
In case a UE is associated with multiple groups, each of the group level maximum bitrates shall be enforced. 


-
Support of dynamic policy control over the Rx interface is not required with group based policy control.

-
In case a UE is associated with a particular policy group, a policy group identifier for that group is added to the subscription profile associated with the UE.

-
Policy group identifiers are associated with a particular APN and do not apply to user traffic destined to other APNs.


5.3.2.2
Overall architectural requirements

The following are the agreed overall architectural requirements based on the architectural assumptions listed in section 5.3.2.1:

-
A per policy group DL APN AMBR needs to be supported with group based policy control.
-
Group APN-AMBR enforcement applies only at the PCEF and only in the downlink.
-
A per device DL APN AMBR may be supported in conjunction with group based policy control.

-
A per device UL APN AMBR may be supported in conjunction with group based policy control.
-
The system shall support to take policy actions when the per group DL APN AMBR is reached.
-
The system shall support to take policy actions when the per group UL APN AMBR is reached.

NOTE: 
  Signalling overload as a result of this functionality shall be avoided.


============================== Start 2nd  change=======================================
{all new text to 23.769, revision marks show changes compared to 23.887 text}

5.3.3
Solutions

5.3.3.1
Solution: Group Based Policing with Group-AMBR

5.3.3.1.1
General

A new DL-GROUP-AMBR and UL-GROUP-AMBR are introduced to meter and police the aggregated bit rate for the PDN connections within a PCEF for all MTC devices belonging to the same group. The DL-GROUP-AMBR and UL-GROUP-AMBR are the aggregated maximum bit rates for non-GBR QCI usage for the group.


The DL-GROUP-AMBR is enforced in the PCEF, i.e. the PCEF conducts rate policing. The UL-GROUP-AMBR is not enforced, i.e. no rate policing is conducted.
The PCEF meters whether the average downlink aggregate bit rate (before rate policing) for the PDN connections within the PCEF belonging to the group exceeds the DL-GROUP-AMBR. The PCEF meters whether the average uplink aggregate bit rate for the PDN connections with the PCEF belonging to the group exceeds the UL-GROUP-AMBR. The uplink/downlink aggregate bit rates metering is based on running averages over a number of seconds in order to avoid excessive reporting.

The solution relies on the assumption that there is one PCEF to handle the traffic of all members of the MTC group.

The PDN GW/GGSN Selection function utilizes the APN to select a specific PCEF where the group based policy control is to be enforced.

When a PDN connection for a group member is requested, the PDN GW/GGSN selection function needs to ensure that the selection is appropriate for group policy enforcement.
Some example methods to support common PCEF selection include:

-
A static PDN GW/GGSN can be selected by either having the APN to map to a given PDN GW/GGSN, or the PDN GW identity provided by the HSS/HLR indicates the static PDN GW/GGSN.

-
The HSS/HLR could maintain logic such that it provides a PDN GW/GGSN FQDN as PDN GW/GGSN identity at connection establishment of the 1st group member and provides the allocated PDN GW/GGSN as a static PDN GW/GGSN to the MME/SGSNs at subsequent connection requests by other group members.

Editor´s note: How to ensure that all groups member are allocated to the same PDN GW/GGSN when the HLR/HSS has not stored the allocated PDN GW/GGSN address for the first user yet is FFS.

The DL-GROUP-AMBR may be locally configured in the PCEF (e.g. in the case of no PCRF) on a per group basis. In the case of PCC deployment the DL-GROUP-AMBR provided over Gx overrides any group level setting in the PCEF.

In the case of no PCC framework deployment:

-
The PCEF conducts rate policing, as per configured DL-GROUP-AMBR, on the aggregate Non-GBR QCI traffic for the group members.
In the case of PCC framework deployment the above based functionality is extended to allow for an authorized DL-GROUP-AMBR and UL-GROUP-AMBR to be provided to the PCRF as follows which will override any configured values in the PCEF.

-
At IP-CAN session establishment, the PCRF provides the applicable DL-GROUP-AMBR and UL-GROUP-AMBR. The PCRF may update the DL-GROUP-AMBR and UL-GROUP-AMBR at any time during the life time of the session if needed. GBR QCI traffic is always out of scope for DL-GROUP-AMBR and UL-GROUP-AMBR.

-
The last DL-GROUP-AMBR and UL-GROUP-AMBR values that the PCEF has received are the values that apply for rate policing and metering. Individual subscriber policy (i.e. PCC rules) , continue to apply in conjunction with DL-GROUP-AMBR and UL-GROUP-AMBR, thus still allowing , for example,  existing  individual APN-AMBR enforcement  for  specific MTC devices within a group.  There may also be PDN connections that belong to multiple groups for which DL-GROUP-AMBR or UL-GROUP-AMBRs apply. The PCEF will meter the average uplink and average downlink maximum bitrates for all groups prior to rate policing and ensure that the downlink maximum bit rate for all PDN connections to the same APN of a given MTC device within a group does exceed neither the DL-GROUP-AMBR for any group the MTC devices belongs to nor the APN-AMBR of that MTC device. The PCEF enforces first DL-APN-AMBR enforcement then DL-GROUP-AMBRs.
-
The PCRF may subscribe to event triggering on the PCEF for the event when the average downlink maximum bitrate for all PDN connections to the same APN for the group exceeds the DL-GROUP-AMBR. The PCRF may subscribe to event triggering on the PCEF for the event when the average uplink maximum bitrate for all PDN connections to the same APN for the group exceeds the UL-GROUP-AMBR.
-
Subsequent to PCRF subscription, the PCEF will use event reporting to inform the PCRF when the average downlink maximum bitrate for the group exceeds the DL-GROUP-AMBR or when the average uplink maximum bitrate for the group exceeds the UL-GROUP-AMBR.
-
The PCRF may also subscribe to event triggering on the PCEF for the event when the average downlink/uplink maximum bitrates drop below the DL/UL-GROUP-AMBR again.
-
Based on event reporting that an DL/UL-GROUP-AMBR is exceeded, the PCRF may take various actions, e.g.;

-
initiate sending a report (e.g. to the application server associated with the group)

-
blocking incoming session requests for UEs that are member of the group

-
down rating / zero rating individual AMBRs for the UEs that are member of the group 
5.3.3.1.2
Impacts on existing nodes and functionality

PDN-GW/GGSN

-
Support of rate policing, as per DL-GROUP-AMBR, on the aggregate Non-GBR QCI traffic for the group members identified by the group identity.
-
Support of metering whether the average downlink maximum bitrate for the group exceeds the DL-GROUP-AMBR or the average uplink maximum bitrate for the group exceeds the UL-GROUP-AMBR.
-
In the case of PCC deployment;
-
Support of an authorized DL-GROUP-AMBR and UL-GROUP-AMBR parameter provided by PCRF over Gx
-
Support of a new event for event reporting whether the average downlink maximum bitrate for the group exceeds the DL-GROUP-AMBR or the average uplink maximum bitrate for the group exceeds the UL-GROUP-AMBR.
PCRF/SPR/UDR

-
Support an authorized DL-GROUP-AMBR and UL-GROUP-AMBR.
-
Support of a new event for event reporting whether the average downlink maximum bitrate for the group exceeds the DL-GROUP-AMBR or the average uplink maximum bitrate for the group exceeds the UL-GROUP-AMBR.
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