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Introduction

At SA2#104 agreement was reached to consider the ProSE UE ID unique per ProSe group and assigned by the ProSe Key Management Function. This paper analyzes the consequences of this on the L2 on the design of:

· 1:M communication without bearer-level security

· Broadcast

· Unicast

In the light of the assumption documented in TS 23.303 
"4.6.3.1
ProSe UE ID

This is a link layer identifier assigned by the ProSe Key Management Function as defined in TS 33.303 [29] that uniquely represents the UE in the context of one-to-many ProSe Direct Communication for this group. It is used as a source Layer-2 ID in all the packets the UE sends for one-to-many ProSe Direct Communication."
 and in certain proposals discussed in RAN2 (e.g. Tdoc R2-144470 [1]), we will consider ProSe UE ID = Source Layer-2 ID is the basis of discussion in this paper and use it interchangeably. 
Discussion
With the SA3 and SA2#104 agreement and decision to guarantee uniqueness of Source Layer-2 IDs within a group by assigning the ProSe UE ID from a centralised network function (ProSe Key Management Function - PKMF), the ProSe UE ID is assumed to be such that no two devices in a ProSe group can have the same ProSe UE ID. 
However, one special case of 1:M communications is broadcast. Broadcast is used in many networking applications and it would be desirable that this worked also on the ProSe Link layer (e.g. for ARP probes and ARP announcements). It is not clear which entity would act as ProSe Key manager for broadcasting nor whether the broadcast should be scoped to closed groups. Also, if we used a ProSe UE ID of 16 bits as proposed in [1] we would constrain the space to 64K possible values, the following would be the distribution of the probability of collisions as a function of devices in proximity:
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With a 24 bits address we would have 
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With 16 bits Layer 2 ID clearly we would have a considerable collision rate also for the case where <300 devices were in proximity (probability at 300 devices would be same as coin toss), while a better situation occurs with 24 bits with 2% probability also when 1000 devices are in proximity. However still collisions can happen at the MAC layer, unlike in other technologies where uniqueness is globally guaranteed. If in ProSe we accept non uniqueness of MAC layer identifiers then we need to proceed to define a duplicate detection and a defence mechanism for the MAC layer in 3GPP as we design unicast and broadcast. This is also going to compound the collisions that may happen at IP layer in the event the IPv4 link-local IP address  is assigned according to RFC 3927.
In addition, a unicast ProSe Link may need to be used to respond to a broadcast message, so conceivably the source Layer 2 ID of the received broadcast frame is used as destination Layer-2 ID in the unicast response. Also, the case of unicast is very similar to the case of broadcast as there is no group membership assumed in principle so no centralized management of ProSe UE ID/Layer-2 IDs can be conceived a priori. This is to say that while unicast is in rel-13 scope, it may have impact on ongoing Rel-12 discussions also as the need to respond e.g. to a broadcast message over PC5 with a unicast message so may introduce a constraint on the Layer 2 ID format and value used as the Source Layer-2 ID in the broadcast frame and as the Destination Layer-2 ID in the unicast response.
Conclusions

This paper identified some issues that arise in the case of broadcasting and unicasting by using the currently proposed way to define the ProSe UE ID's which is assuming uniqueness of Layer-2 ID is guaranteed by the Prose Key Management function inside a ProSe Group. Clearly this is not always the case for:

1) Unicast

2) Broadcast

3) 1:M communication without bearer-level security

Using a non globally unique Layer-2 ID may require the definition of methods for detection, claim and defence of Layer-2 addresses for unicast and broadcast. While this may be something to be defined in cooperation with (and led by) RAN groups, we can however acknowledge the current procedure for assignment of the ProSe UE ID is not fully correct as for unicast, 1:M communication without bearer-level security and broadcast at least the source Layer-2 ID may not be assigned by the PKMF. Once SA2 has reached a conclusion on how to address these issues we should document this, as applicable, in TS 23.303 and in the TR 23.713. A CR 23.303 is proposed in S2-143266 to address this possibility the ProSe UE ID is not assigned by a PKMF.
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