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Abstract of the contribution: By doing a re-route before the NAS security is setup, the initial assignment of DÉCOR can be simplified and the total system impact reduced.  
Discussion

It was identified during the Q4 investigation of Overlay CN (e.g. S2-133909) that a Re-route command from one MME to an Overlay MME has a security issue. Once the NAS security between the first MME and the UE had been established, the Overlay MME could not communicate with the UE without significant impacts to the existing attach procedure.
Advantages

The advantages with doing a re-route before the NAS security is established, is that the initial assignment of DÉCOR can be simplified and the total system impact reduced. For example. the procedure in the Overlay MME would execute as normal with no or just minimal impacts, the CN domains in Shared Network configurations would be less coupled, etc. It is proposed evaluate this possibility further and add relevant parts of the discussion above to the TR.  
Proposal

It is proposed evaluate this possibility further and add the parts below to the TR.

First Change

5.1
Functions Common to both PS and CS Domain

Editor’s Note: This section contains the common functions between PS and CS domains.

5.1.1
Identification of association with dedicated CN nodes
5.1.1.0
Description

Editor’s note: What subscription parameter is used to associate a UE with a dedicated core network.

5.1.1.1
Solutions

5.1.1.2 
Evaluations and Conclusions

5.1.2
Considerations for Roaming
5.1.3
Considerations for Network Sharing

5.2
PS Domain Specific Functions

Editor’s Note: This section contains the specific function of PS domain.

5.2.1
Assignment of dedicated MME/SGSN

5.2.1.1
Assignment during Attach

5.2.1.1.1 
E-UTRAN Attach

5.2.1.1.1.1
Scenario Description

Editor’s note: Should cover the following scenarios: (i) Attach with IMSI, (ii) Attach with GUTI from old MME/SGSN supporting DÉCOR. 

5.2.1.1.1.2
Solutions

5.2.1.1.1.2.n
Solution n: Re-routing before NAS security setup
By extending the initial authentication signaling between the MME and the HSS, the impacts to the attach procedure and the total system could be kept limited. The Authentication Information Request/Answer messages would be amended with one new parameter, “CN type”.
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3.  Context   Request  

1.  TAU   Request  

first   MME  

Old  

MME/SGSN  

New MME  

4 .  Context   Response  

2.  TAU Request  

eNodeB   UE   HSS  

7 . Evaluate target Overlay EPC  

8 . Re - route NAS   Request   (TAU)  

9 .  TAU   Request  

Step  9   is equal to step   3   in the  TAU  procedure flow in  3GPP TS 23.401  Figure 5.3. 3 .1 - 1 or 5.3.3.2 - 1.   From this point the  TAU  procedure executes normally  

5 .  Authentication Info Request ( CN type   )  

6 .  Authentication Info Answer ( CN type   )   [ no security vectors returned  if the CN types differs ]  


Figure 5.2.1.1.1.2.n-1: Re-routing before NAS security setup
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Figure 5.2.1.1.1.2.n-2: Initial assignment of DÉCOR at E-UTRAN Attach
7. If the MME supports a specific dedicated network, it includes the corresponding CN type in the AIR message sent to the HSS.

8. The HSS first retrieves the subscribed CN type for the UE to be authenticated. HSS compares the CN subscribed CN type with the CN type provided in step 7. If they differ, the AIR procedure in the HSS is stopped and the AIA message is returned to the MME together with the subscribed CN type, but without any security vectors. If they are the same, the AIR procedure in the HSS executes as normal. The subscribed CN type is returned to the MME in the AIA message.
9. The MME evaluates the response from the HSS and initiates a re-routing if the CN Type of the UE is not supported by the MME. The re-routing parameters to the eNodeB are assembled by MME based on the CN type provided by the HSS.
10. A Re-route NAS Request is sent by the MME to the eNodeB with re-route parameters included.
11. Editor’s Note: Details are for further study. The NAS re-route procedure specified for solution “Redirection after update location procedure” may apply (the redirection without GUTI case).
Depending on operator policies, a decision to re-route or not to re-route may also be taken based on available information after step 2, 4 or 6.




· 
· 
· 
· 
· 
5.2.1.1.1.3 
Evaluations and Conclusions

5.2.1.1.2 
UTRAN GPRS Attach

5.2.1.1.2.1
Scenario Description

Editor’s note: Should cover the following scenarios: (i) Iu GPRS Attach with IMSI, (ii) Iu GPRS Attach with P-TMSI from old MME/SGSN supporting DÉCOR.

5.2.1.1.2.2
Solutions

5.2.1.1.2.2.n
Solution n: Re-routing before NAS security setup
Impacts to this procedure are similar to the ones in the clause 5.2.1.1.1.2.n.
Editor’s Note: Detailed differences from the E-UTRAN attach procedure are for further study.
5.2.1.1.2.3
Evaluations and Conclusions

5.2.1.1.3 
GERAN GPRS Attach

5.2.1.1.3.1
Scenario Description

Editor’s note: Should cover the following scenarios: (i) Gb GPRS Attach with IMSI, (ii) Gb GPRS Attach with P-TMSI from old MME/SGSN supporting DÉCOR.

5.2.1.1.3.2
Solutions
5.2.1.1.3.2.n
Solution n: Re-routing before NAS security setup
Impacts to this procedure are similar to the ones in the clause 5.2.1.1.1.2.n.

Editor’s Note: Detailed differences from the E-UTRAN attach procedure are for further study.

5.2.1.1.3.3
Evaluations and Conclusions

5.2.2
Maintaining Dedicated CN Nodes

5.2.2.1 
CN node change by TAU/RAU

5.2.2.1.1
Scenario Description

Editor’s note: Should cover the following scenarios: TAU/RAU with GUTI/P-TMSI from old MME/SGSN supporting DÉCOR. 

5.2.2.1.2
Solutions
5.2.2.1.2.n
Solution n: Re-routing before NAS security setup

[image: image3]
Figure 5.2.2.1.2.n-1: CN node change by TAU/RAU 
Impacts to this procedure are similar to the ones in the clause 5.2.1.1.1.2.n.

Editor’s Note: Details are for further study, e.g. if authentication is not performed how the UE is redirected to the Dedicated CN.


5.2.2.1.3 
Evaluations and Conclusions

End of Changes
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3. Identification Request  

1. Attach Request  

first   MME  

Old  

MME/SGSN  

New MME  

4 . Identification Response  

2. Attach  

Request  

eNodeB   UE  

5 . Identity Request  

6 . Identity Response  

7 .   Authentication  Info Request (   CN type   )  

HSS  
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Step 11 is equal to step 2 in the Attach procedure flow in  3GPP TS 23.401  Figure 5.3.2.1 - 1.   From this point the attach procedure executes normally  

8.    Authentication Info Answer (  CN type   )   [ no security vectors returned if the CN types  in 7 & 8  differs ]  
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Step 11 is equal to step 2 in the Attach procedure flow in 3GPP TS 23.401 Figure 5.3.2.1-1.



From this point the attach procedure executes normally







8.  Authentication Info Answer ( UE CN type )



[no security vectors returned if the CN types in 7 & 8 differs]
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Step 9 is equal to step 3 in the TAU procedure flow in 3GPP TS 23.401 Figure 5.3.3.1-1 or 5.3.3.2-1.



From this point the TAU procedure executes normally







5.  Authentication Info Request ( MME CN type )







6.  Authentication Info Answer ( UE CN type )



[no security vectors returned if the CN types differs]












