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Abstract of the contribution: Discusses the requirements for ProSe PC3 reference point and possible ways forward.
1. Introduction
In the Phoenix meeting the ‘LS on ProSe Functions Reachability’ from CT1 (C1-142124) was received. The LS questions the solution for the PC3 signalling between the UE and the ProSe Function, when the ProSe Function resides in different networks. The Authorization procedure as defined in the TS 23.303 makes use of signalling over the PC3 reference point towards a ProSe Function in the Home PLMN, in the Visited PLMN and in Local PLMNs. The PC3 signalling is carried over the user plane over the SGi interface. 

The CT1 LS points out potential problems related to the PC3 interface over SGi interface:

· If the PC3 signalling will be transported over Internet there may be issues with availability and security. The Internet connection may not be available to UEs at all times. There may be unwillingness by operators to open the ProSe Functions for access via Internet, and related to that possible security attacks.
· If the PC3 signalling will be transported over the IPX network the security issues may be addressed. On the other hand, there are requirements from GSMA as expressed in the IR.34 specification, where UE to Server traffic must not be transported directly over IPX but needs to be tunnelled in GRE tunnels, GTP or IP Sec tunnels. 
This paper looks at the requirements and discusses tentative solutions to the PC3 transport problem.
2. Requirements 
From the 22.278 the requirements from the stage 1 are:
The HPLMN operator shall be able to authorize the ability of a ProSe-enabled UE to use ProSe Communication, separately for the HPLMN and for roaming in VPLMNs. This requirement applies to any ProSe E-UTRA Communication between two ProSe-enabled UEs, ProSe Group Communication, ProSe Broadcast Communication and ProSe-assisted WLAN direct communication.

The HPLMN operator shall be able to authorize the ability of a ProSe-enabled UE to use ProSe Communication to communicate with ProSe-enabled UEs served by a different PLMN. This requirement applies to any ProSe E-UTRA Communication between two ProSe-enabled UEs, ProSe Group Communication, ProSe Broadcast Communication and ProSe-assisted WLAN direct communication.
The VPLMN operator shall be able to turn on or off the ability for all the inbound roamers from a specific PLMN to use ProSe Communication. This requirement applies to any ProSe E-UTRA Communication between two ProSe-enabled UEs, ProSe Group Communication, ProSe Broadcast Communication and ProSe-assisted WLAN direct communication.

From the 23.703 the requirements are extracted:

-
enable the operator to control the ProSe discovery feature in its network, authorize the functionality required for the ProSe discovery functions for each UE;
From the GSMA IR.34 and IR.88
-
IPX requires Server – Server traffic and UE to UE/Server traffic be routed separately and that UE to Server traffic is encapsulated in tunnelling
The requirements require the HPLMN and the VPLMN to authorize the UE, however for the Local PLMN it is only mentioned in the TR text, the ability for an operator to control discovery feature in its NW. This may apply to the Local NW; however, it is not required that the Local PLMN can communicate directly towards the UE for the authorization.

3. Tentative solutions for ProSe Authorization
The alternatives in this section are discussed under the assumption that a specific ProSe APN shall not be used.
Variants of the existing procedure as specified in TS 23.303
Option 1.
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This option is using IPX and a Home Routed PDN Connection. In order to meet the requirement on tunnelling through the IPX network, the PGW shall use GRE (Generic Routing Encapsulation) and if required an IP Sec tunnel through the IPX towards the ProSe Function in the VPLMN and the Local LPMN. The PGW may filter out PC3 traffic towards each ProSe Function in the VPLMN or Local PLMN. The PGW may then set up tunnels towards the ProSe Function. This would require agreements between the operators such that the ProSe Function in each PLMN (Local or visited) is known by the PGW. In particular if the PC3 is Home routed, it may be possible to configure this in the PGW since there must be roaming agreements between the operators for the use of PC6 and PC7 interfaces between the ProSe Functions.

It is technically possible, but requires that each PGW in all roaming partners are configured with IP-addresses for ProSe, and every time any roaming partner adds or removes a server, all PGW in the networks are re-configured. It is not scalable, unless ProSe barely will be used between more than a few operators.

Option 2. 

[image: image2]This option is using IPX and a LBO (Local Breakout) Routed PDN Connection. Same solution as option 1 basically, but the configuration may be even more problematic in this scenario. The VPLMN and the Local PLMNs may very well not in a commercial case have roaming relations.
Option 3.
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This option is using IPX and 2 PDN Connections, one LBO Routed PDN Connection and one Home Routed PDN Connection. Same solution as 1 basically, but using 2 PDN Connections, without any obvious benefits. Reaching the ProSe Function is the Local PLMN is still problematic. There is no information to the UE if a PDN connection is home routed or using a local breakout. The UE has two PDN connections but the UE doesn’t know which one to use for signalling towards each ProSe Function.
Option 4. 
The ProSe Function is reached by signalling over Internet. The Internet connection may be protected by IP Sec tunnelling from UE to ProSe Functions. May not be an option due to uncertain availability and QoS of the connection.

Option 5. 
Different solutions for Commercial and for Public Safety scenarios may be used. For commercial use cases, lower security provided by Internet connection may be acceptable, while for the Public Safety use cases the higher security of a protected (IPX) NW may be provided. In the Public Safety case there may be less of a configuration problem than for the commercial uses. Public Safety solutions may be operating within country borders. Other options for the Public Safety operations may be to use separate APN. How to distinguish different solutions for these operations needs further study.
New procedure variant

There are new alternatives involving changing the signalling procedure for authorization. The UE would not address directly the Local NW via PC3, but signalling between the NWs is done via Home ProSe Function servers over PC6 and PC7. The IPX network need not tunnel NNI signalling. Thereby the problem of sending UE to server traffic requiring tunnelling through the IPX NW would disappear. On the other hand, this alternative would require changing the 3GPP agreed procedure. Policy decisions for ProSe authorization may be negotiated between ProSe Functions in the Home, Visited and Local PLMNs as shown in the figure below. The UE would reach the Home ProSe Function. The Home ProSe Function signals towards the V-ProSe Function and the Local-ProSe Functions over PC6 and PC7. After the negotiation the Home ProSe Function provides the authorization to the UE.
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Introduction of a ProSe Proxy in V-PLMN

The UE may use any PDN connection for ProSe signalling and the UE may not be aware if the PDN connection is home routed or a LBO connection. Therefore, it is needed that both a Home Routed and a LBO PDN connections can be used. Reaching the Home ProSe Function via a home routed PDN connection presents no problem. However, if a LBO PDN connection is used, a ProSe Function in the visited NW should provide a proxy function and routing of ProSe messages towards the home ProSe Function. A visited operator that supports ProSe in its network should support the ProSe proxy function. A Visited operator not supporting ProSe may not implement the ProSe proxy function; however, it is unlikely that the ProSe UE will get ProSe service in this visited NW. Even such an unlikely use case may be supported by e.g. a specific ProSe APN in the HPLMN.
Note that this Proxy function is needed not only in the Authorization procedure, but also in other procedures for reaching the Home ProSe Function in the LBO case, such as Announce Request, Monitor Request and Match Report (sections 5.3.3.3, 5.3.3.5 and 5.3.4.2)
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4. Way forward

Alternatives for the Authorization
1. Live with current specification:

- IPX configuration problem and Internet security/availability problems.
2. Change the authorization procedure:
a. remove the direct UE –to- Local ProSe Function signalling from Rel 12 

b. communicate between Home ProSe Function to V-ProSe Function and Local ProSe Function over PC6 and PC7

Introduce a ProSe Proxy

· UE to server communication to the Home ProSe Function via a Proxy ProSe Function in the VPLMN for Local Breakout. 

5. Proposal

Our preferred solution is proposed in the CR 23.303-103 (S2-142540) and CR23.303-104 (S2-142541) towards the TS 23.303.
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