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* * * * Start of 1st Change * * * *
5.2
Service authorisation and revocation for ProSe Direct Discovery and ProSe Direct Communication
5.2.1
Service authorisation procedures
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Figure 5.2-1: Service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both
The UE gets the service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both, from the ProSe Functions of HPLMN and optionally from VPLMN. Optionally, the UE gets additional service authorisation for ProSe Direct Discovery (as a "monitoring" UE only) from Local PLMNs.

The service authorisation procedure is executed:

-
before starting the setup of ProSe Direct Discovery or ProSe Direct Communication, or

-
when the UE already engaged in a ProSe Direct Discovery or ProSe Direct Communication changes its registered PLMN, or

-
when the service authorisation is no longer valid.

The authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function.
In this signalling flow the following steps are performed:

Step 0-1:
HPLMN configures UE with PLMN list that support direct services. If there is no associated UE context, the ProSe Function gets the subscription information for ProSe Direct Discovery and/or ProSe Direct Communication from HSS.
Step 2a-2b:
UE camps in the serving PLMN. When the UE attaches to the network, the UE may request a list to be downloaded from HPLMN ProSe Function depending on the location e.g. HPLMN or VPLMN. The list provided to the UE includes only PLMNs determined by the HPLMN (e.g. based on the Serving PLMN) to be available to the UE where the UE is located, i.e. the Local PLMNs. The UE updates its list accordingly with the received information. UE may repeat steps 2a-5 after PLMN change.

NOTE:
Steps 2c - 5 are not applied towards VPLMN when UE is not roaming.

Step 2c-3:
If the UE is conditionally authorised for Direct Discovery or Direct Communication or both for some VPLMN or for Direct Discovery (as a "monitoring UE" only) for some Local PLMNs, the UE contacts the ProSe Functions in Local PLMN and VPLMN (as applicable) to receive authorization info applicable to this PLMN. The address of the ProSe Function in Local PLMN or VPLMN can either be provided from HPLMN or self-constructed by the UE e.g. derived from PLMN ID of the Local PLMN (see clause 4.4.1.2).

Step 4:
The ProSe Function in Local PLMN or VPLMN obtains authorization info from HPLMN and merges with own policy.

Step 5:
The ProSe Function in Local PLMN or VPLMN provides authorisation info to UE. This authorisation info applies to this PLMN. The UE stores the authorisation information obtained from this ProSe Function in a secure way. If needed at any point the authorization can be revoked by the ProSe Function in Local PLMN or VPLMN or Prose Function in the HPLMN e.g. by sending an OMA DM push message.
* * * * Start of 2nd Change * * * *
5.3.3
Discovery Request

5.3.3.1
General

The Discovery Request is sent by the "announcing UE" or "monitoring UE" in order to be authorised to access the discovery resources and perform ProSe Direct Discovery.

5.3.3.2
Announce request (non-roaming)
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Figure 5.3.3.2-1: Announce request procedure (non-roaming)

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to HPLMN. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to announce in HPLMN and is triggered to announce, it shall establish a secure connection with the ProSe Function and it shall send a Discovery Request (ProSe Application ID, UE Identity, announce command, Application ID) message for announcing. The ProSe Application ID indicates what the UE is interested to announce. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. This request is always sent to the ProSe Function in HPLMN.

NOTE:
Whether for the Application ID, the operating system specific identity would suffice or a namespace needs to be defined by 3GPP that will be common across all operating systems is not further specified in this specification.
2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration of the validity timer. The HSS provides the MSISDN of the UE. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the entry related to the requested ProSe Application ID from the UE context.

3.
If the Discovery Request is authorised, then the ProSe Function shall respond with a Discovery Response (ProSe Application Code, validity timer) message. The ProSe Application Code is provided by the ProSe Function and corresponds to the ProSe Application ID that was contained in the Discovery Request. The validity timer indicates for how long this ProSe Application Code is going to be valid. The UE will be authorised to announce this ProSe Application Code for the duration of validity timer and if it remains in the HPLMN. When the validity timer expires or the UE changes its registered PLMN the UE needs to request a new ProSe Application Code.

4.  The UE may start announcing the provided ProSe Application Code in HPLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
5.3.3.3
Announce request (roaming)
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Figure 5.3.3.3-1: Announce request procedure (roaming)

The UE is only allowed to announce in the bands signalled from VPLMN.

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to HPLMN. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to announce in VPLMN and is triggered to announce, it shall establish a secure connection with the ProSe Function in HPLMN and it shall then send a Discovery Request (ProSe Application ID, UE Identity, announce command, Application ID) message for announcing. The ProSe Application ID indicates what the UE is interested to announce. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. This request is always sent by the UE to the ProSe Function in HPLMN.

2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration of the validity timer. The HSS provides the MSISDN of the UE. The HSS also provides the VPLMN ID of where the UE is registered. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the entry related to the requested ProSe Application ID from the UE context.

3.
If the Discovery Request is authorised then the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with the Announce Authorisation (ProSe Application ID, ProSe Application Code, UE Identity, validity timer) message. The ProSe Application ID corresponds to the request from the UE, whereas the ProSe Application Code indicates the assigned code for this request. The request also includes the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in VPLMN to perform charging. The validity timer indicates for how long this ProSe Application Code is going to be valid. When the validity timer expires, the ProSe Function in VPLMN shall remove the entry related to the requested ProSe Application ID from the UE context.
4.
The ProSe Function in VPLMN authorizes the UE to perform ProSe Direct Discovery announcing.

5.
The ProSe Function in HPLMN shall respond to the UE with a Discovery Response (ProSe Application Code, validity timer) message. ProSe Application Code is provided by the ProSe Function in HPLMN and corresponds to the ProSe Application ID that was contained in the Discovery Request from the UE. The validity timer shall indicate for how long this ProSe Application Code is going to be valid. The UE will be authorised to announce this ProSe Application Code for the duration of validity timer and if it remains in the same PLMN.

6.
The UE may start announcing the provided ProSe Application Code in the VPLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
5.3.3.4
Monitor request (non-roaming)


[image: image4.emf] 

UE  

ProSe  

Function  

HSS  

2.  Discovery Auth  (PLMN         ids)  

HPLMN  

ProSe  

Function (s)  

O ther PLMNs  

3.  Monitor Req   (ProSe App  ID name, UE identity)  

4.  Monitor Resp   (ProSe App. Mask)  

1.  Discovery Req   (ProSe App IDs, UE         identity, command=monitor, application   ID )  

5.  Discovery Resp . (Discovery filter)  

6  .  Radio Resource   

Allocation  

0  .    ProSe App  .    ID   

configuration  


Figure 5.3.3.4-1: Monitor request procedure (non-roaming)

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to PLMNs the UE is authorised to monitor. This step is performed using mechanisms that are out of scope of 3GPP.

1.
If the UE is authorised to monitor in at least one PLMN and is interested to monitor certain ProSe Application ID(s), it shall establish a secure connection with ProSe Function in the HPLMN to which it shall then send a Discovery Request (ProSe Application ID(s), UE Identity, monitor command, Application ID) message for monitoring. The ProSe Application ID(s) indicate what the UE is interested to monitor and they consist a subset of the data structure of the PLMN. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. This request is always sent to the ProSe Function in HPLMN.

2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The HSS provides the MSISDN of the UE. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the entry related to the requested ProSe Application ID from the UE context.

If the Discovery Request is authorised, and the ProSe Application ID sent by the UE in step 1 indicates another Local PLMN then steps 3-6 are executed, otherwise (i.e. the ProSe Application ID indicates HPLMN) only steps 5-6 are executed:

3.
When the ProSe Application ID has PLMN-specific scope then the ProSe Function in HPLMN shall contact if needed) other PLMNs that are indicated by the ProSe Application ID(s) sent by the UE, in order to resolve the corresponding ProSe Application ID Name(s) to ProSe Application Code(s) and/or a ProSe Application Mask. The request shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in Local PLMN to perform charging.

4.
If the ProSe Function of the Local PLMN stores valid ProSe Application Code(s) corresponding to the requested ProSe Application ID Name(s), then the ProSe Function of the Local PLMN returns the related ProSe Application Code(s) and/or ProSe Application Mask(s) and the corresponding TTL for each.

5.
The ProSe Function in the HPLMN shall respond with a Discovery Response (Discovery Filter(s), Filter ID) message. The TTL(s) in the Discovery Filter(s) indicates for how long the Discovery Filter(s) is going to be valid.

NOTE 1:
The UE can randomize the request for assignment of new Discovery Filter in order to guard against a peak of Discovery Requests when the TTL expires.

NOTE 2:
To allow a change of the announced ProSe Application Code without interrupting the discovery procedure, two Discovery Filters for the same ProSe Application ID and Application ID can be provided to the UE (as the monitoring UE would have Discovery Filters for both the ProSe Application Code which is currently in use by the announcing UE as well as the ProSe Application Code which will replace the current one). Alternatively a ProSe Application Mask, which is able to match both ProSe Application Codes, can be provided.

6.
The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and configured by the PLMN(s) to be used for ProSe as defined in RAN specifications.

5.3.3.5
Monitor request (roaming)
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Figure 5.3.3.5-1: Monitor request procedure (roaming)

0.
The UE is configured with the data structure of the ProSe Application IDs corresponding to PLMNs the UE is authorised to monitor. This step is performed using mechanisms out of scope of 3GPP.

1.
If the UE is authorised to monitor in at least one PLMN and is interested to monitor certain ProSe Application ID(s), it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery Request (ProSe Application ID(s), UE Identity, monitor command, Application ID) message for monitoring. The ProSe Application ID(s) indicate what the UE is interested to monitor and they consist of a subset of the data structure of the PLMN. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. This request is always sent to the ProSe Function in HPLMN.

2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery. The HSS provides also the VPLMN ID where the UE is registered. The HSS provides the MSISDN of the UE. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the entry related to the requested ProSe Application ID from the UE context.

If the Discovery Request is authorised, and the ProSe Application ID sent by the UE in step 1 indicates another PLMN and not the HPLMN, then steps 3-6 are executed, otherwise (i.e. the ProSe Application ID indicates HPLMN) only steps 5-6 are executed:

3.
When the ProSe Application ID has PLMN-specific scope then the ProSe Function in HPLMN shall contact (if needed) other PLMNs that are indicated by the ProSe Application ID(s) sent by the UE, in order to resolve the corresponding ProSe Application ID Name(s) to ProSe Application Code(s) and/or a ProSe Application Mask. The request shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in Local PLMN to perform charging.

4.
If the ProSe Function of the other PLMN stores valid ProSe Application Code(s) corresponding to the requested ProSe Application ID Name(s), then the ProSe Function of the VPLMN/Local PLMN returns the related ProSe Application Code(s) and/or ProSe Application Mask(s) and the corresponding TTL for each. Based on the UE context in the ProSe Function of the VPLMN/Local PLMN, it also includes the PLMN ID of the PLMN that the "announcing UE" is registered (if roaming) for the ProSe Function in HPLMN of the monitoring UE to store in the associated UE context.

5.
The ProSe Function in the HPLMN responds with a Discovery Response (Discovery Filter(s), Filter ID) message. The TTL(s) in the Discovery Filter(s) indicate for how long the Discovery Filter(s) are going to be valid.

NOTE 1:
The UE can randomize the request for assignment of new Discovery Filter in order to guard against a peak of Discovery Requests when the TTL expires.

NOTE 2:
To allow a change of the announced ProSe Application Code without interrupting the discovery procedure, two Discovery Filters for the same ProSe Application ID and Application ID can be provided to the UE (as the monitoring UE would have Discovery Filters for both the ProSe Application Code which is currently in use by the announcing UE as well as the ProSe Application Code which will replace the current one). Alternatively a ProSe Application Mask, which is able to match both ProSe Application Codes, can be provided.

6.
The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and configured by the PLMN(s) to be used for ProSe as defined in RAN specifications.
* * * * End of Change * * * *
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