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	Reason for change:
	TS 33.303 defines that the source layer-2 ID is assigned by the ProSe Key Management Function. This is to allow the correct calculation of a unique (per group) PTK used for the protection of one-to-many ProSe Direct Communication.

Extract from TS 33.303: 

 6.2.3.2
Identities

[…]
Each member of a group has a unique Group Members Identity. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the Layer 2 source address when the UE sends data.
The PTK identity shall be set to a unique value in the sending UE that has not been previously used together with the same PGK and PGK identity in the UE. 

[…]
6.2.3.3
Security flows

The protection of one-to-many communication proceeds as shown in the figure below.
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Figure 6.2.3.3-1: One-to-many security flows

0a or 0b: If needed the UE is configured with any private keys, associated certificates or root certificate that they may need for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function.

0c and 0d: The ProSe Function needs to be configured with which subscriptions (either mobile subscriptions or identities in certificates) are member of which groups.

1a or 1b: The UE fetches the one-to-many communication parameters from the ProSe Function. As part of this procedure the UE gets its Group Identity (see TS 23.303 [2]). In addition the UE may be provided with the address of the ProSe Key Management Function that it uses for obtaining keys for this group.

2a.i or 2b.i: The UE sends the Key Request message to the ProSe Key Management Function including the Group Identity of the group for which it wants to fetch keys and UE security capabilities (including the set of security algorithms the UE supports). 

2a.ii or 2b.ii: The ProSe Key Management Function checks whether the group security algorithms are supported by the UE according to the UE security capabilities, i.e. whether the group security algorithms are included by the set of security algorithms the UE supports.

2a.iii or 2b.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2a.ii or 2b.ii is successful, this message contains an ordered set of key information made of ProSe Group Key Identity, ProSe Group Key, Expiry Time, the UE's Group Member Identity and the encryption algorithm that the UE should use when sending or receiving protected data. Otherwise, this message contains an indicator of algorithms support failure as the UE does not support the required algorithms.

3a or 3b: The UE calculates the PTK and PEK to protect the traffic it sends to the group. It does this by selecting the PGK as described in subclause 6.2.3.1 and uses the next unused combination of PTK Identity and Counter. It then protects the data using the algorithm given in step 2x.ii.

4a or 4b: A receiving UE gets the Group Identity and Group Member Identity from the layer 2 header. It then uses the PGK Identity provided to first check that the PGK is valid (see subclause 6.2.3.1) and if so calculates the PTK and PEK to process the received message.

A.3
Calculation of PTK

When calculating a PTK from PGK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4A

-
P0 = Group Member Identity (i.e. the Layer 2 source address of the sending UE)

-
L0 = length of above (which is FFS)

-
P1 = PTK Identity

-
L1 = length of PTK Identity (I.e. 0x00, 0x02)

The input key shall be the 256-bit PGK.

In TS 23.303 it is not defined how the source layer-2 ID is assigned. 

Also a general reference to TS 33.303 is missing.
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>>>Start Changes<<<
1
Scope

The present document specifies the Stage 2 of the Proximity Services (ProSe) features in EPS. ProSe features consist of: ProSe discovery (direct or EPC-level) and ProSe Direct Communication (using E-UTRAN or WLAN direct).

ProSe discovery identifies that ProSe-enabled UEs are in proximity, using E-UTRAN (with or without E-UTRAN) or EPC.

ProSe Direct Communication enables establishment of communication paths between two or more ProSe-enabled UEs that are in direct communication range. The ProSe Direct Communication path could use E-UTRAN or WLAN.

For Public Safety specific usage:

-
Public Safety ProSe-enabled UEs can establish the communication path directly between two or more Public Safety ProSe-enabled UEs, regardless of whether the Public Safety ProSe-enabled UE is served by E-UTRAN.
-
ProSe Direct Communication is also facilitated by the use of a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN.

Security aspects of ProSe are defined in TS 33.303 [x].

In this Release of the specification, there is no support for ProSe UE-to-Network Relays.

>>>Next Change<<<
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
Open Mobile Alliance, OMA AD SUPL: "Secure User Plane Location Architecture", (http://www.openmobilealliance.org).
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IETF RFC 2131: "Dynamic Host Configuration Protocol".
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IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

[9]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[10]
IETF RFC 4861: " Neighbor Discovery for IP version 6 (IPv6)".

[11]
3GPP TS 23.221: "Architectural requirements".

[12]
3GPP TS 23.003: "Numbering, addressing and identification".

[13]
Wi-Fi Alliance Technical Committee P2P Task Group, "Wi-Fi Peer-to-Peer (P2P) Technical Specification", Version 1.1.

[14]
IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".

[15]
3GPP TS 29.061:"Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".

[16]
IETF RFC 3927: "Dynamic Configuration of IPv4 Link-Local Addresses".

[17]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[18]
IETF RFC 3588: "Diameter Base Protocol".

[19]
IETF RFC 4960: "Stream Control Transmission Protocol".

[20]
Open Mobile Alliance, OMA LIF MLP: "Mobile Location Protocol", (http://www.openmobilealliance.org).

[21]
3GPP TS 29.343: "Proximity-services (Prose) Function to Proximity-services (ProSe) Application Server aspects (PC2); Stage 3".

[22]
3GPP TS 29.344: "Proximity-services (Prose) Function to Home Subscriber Server (HSS) aspects (PC4a); Stage 3".

[23]
3GPP TS 29.345: "Inter-Proximity-services (Prose) Function signalling aspects (PC6/PC7); Stage 3".

[24]
3GPP TS 24.334: "Proximity-services (Prose) User Equipment (UE) to Proximity-services (ProSe) Function aspects (PC3); Stage 3".

[25]
3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS)".
[26]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".
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Void.

[28]
IETF RFC 826: "An Ethernet Address Resolution Protocol".
[x]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects"
>>>Next Change<<<
4.6.3
Identifiers for ProSe Direct Communication

4.6.3.1
ProSe UE ID

This is a link layer identifier assigned by the ProSe Key Management Function as defined in TS 33.303 [x] that uniquely represents the UE in the context of one-to-many ProSe Direct Communication. It is used as a source Layer-2 ID in all the packets the UE sends for one-to-many ProSe Direct Communication.


4.6.3.2
ProSe Layer-2 Group ID

This is a link layer identifier that identifies the group in the context of one-to-many ProSe Direct Communication. It is used as a destination Layer-2 ID in all the packets the UE sends for one-to-many ProSe Direct Communication.

>>>Next Change<<<
5.4.2
One-to-many ProSe Direct Communication transmission

This procedure is applicable to authorized ProSe-enabled Public Safety UEs.
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Figure 5.4.2-1: One-to-many ProSe Direct Communication transmission

1.
UE is configured with the related information for one-to-many ProSe Direct Communication as defined in clause 4.5.1.1.2.3.3. The UE obtains the necessary group context (ProSe Layer-2 Group ID, ProSe Group IP multicast address) to transmit IP-layer transport of data, and also the radio resource related parameters used for the Direct Communication.

2.
The originating UE finds the appropriate radio resource to conduct one-to-many ProSe Direct Communication. If the UE is "served by E-UTRAN" it always uses the resources signalled from the network. If the UE is not "served by E-UTRAN" it uses the appropriate radio resources for this purpose.


The protocol data unit passed for transmission to the Access Stratum is associated with a Layer-3 protocol data unit type. In this release of the specification the following Layer-3 protocol data types are supported: IP packet and Address Resolution Protocol packet (see RFC 826 [28]).


The packet passed for transmission to the Access Stratum is associated with the corresponding Source Layer-2 ID and Destination Layer-2 ID. The Source Layer-2 ID is to the ProSe UE ID assigned from the ProSe Key Management Function.The Destination Layer-2 ID is set to the ProSe Layer-2 Group ID.

NOTE:
More details about step 2 to be defined in RAN specifications.

3.
The originating UE sends the IP data to the IP multicast address using the ProSe Layer-2 Group ID as Destination Layer-2 ID.

>>>End of Changes<<<

_1461715993.vsd
UE1


UE2


ProSe Function


1a. Service authorisation 


2a.i Key Request (Group ID, UE security capabilities) 


4a. Process received data


2a.iii Key Response (Group Member ID, PGK ID, PGK, Expiry Time, algorithm) 


1b. Service authorisation 


3b. Send protected user plane


3a. Send protected user plane


2b.i Key Request (Group ID, UE security capabilites) 


ProSe Key Management Function


0a. Configure


0b. Configure


0c. Configure


0d. Configure


4b. Process received data


2b.iii Key Response (Group Member ID, PGK ID, PGK, Expiry Time, algorithm) 



_1455027149.doc


UE







-







1







1







. 







UE 







is







configured 







with 







group 







information







1







. 







UE 







is







configured







with







group 







information







1







. 







UE 







i







s configured







with







group 







information







UE







-







2







UE







-







3







2







. 







Access radio 







resource to send 







group 







communication







3







. 







One







-







to







-







many







direct







traffic







2







. 







Listens to radio 







resources







to 







receive group 







communication







2







. 







Listens to radio 







resources







to 







receive group 







communication







 












