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1. Introduction

During SA#64 in Sophia Antipolis meeting, the SP-140230 (S1-141531 WebRTC use case and S1-141532 WebRTC requirements) Stage 1 CR on Enhancements to WebRTC interoperability (eWebRTCi) was approved. The new uses case and requirement of the eWebRTCi are as follows, as defined in TS 22.228. 
· End to end WebRTC bearer support over IMS and
· protocol conversion minimization requirements
Figure 1 illustrated the example environment for the possible end to end WebRTC security issue. The WebRTC client resides inside the NAT, and the IMS and the peer resides outside the NAT (in the public network). The NAT performs the IP/port translation for the IP packets. IP-CAN provides IP connectivity for the packet transmission. IMS includes the IMS components such as CSCFs, IMS-ALG, and media proxy. These components handles the SIP signaling and the media forwarding. The peer could be a WebRTC client or another IMS. 
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Figure 1. Example environment.
According the figure 1 and TR 23.701, when ICE is adopted for connectivity checking, the ICE server (i.e., eIMS-AGW) should be exposed to public networks. For example, the IP/port of the ICE server should be assigned to the WebRTC client, and then WebRTC client can perform the connectivity check with the ICE server. However, the information of core network is usually not exposed to public.

In addition, the IP/port for media plane of a WebRTC client is unknown before the WebRTC client sends the first media packet. The ICE server shall accept all packets from the possible IP addresses or ports. In other words, the firewall rules cannot be assigned to protect the ICE server from the attacks from Internet. The above issues degrade the security of the operator’s core network.

Based on the discussions in this paper, the following proposals are made.
**** Start of change****
4.x Architectural Requirements
The architecture shall fulfil the following requirements:

-  The architecture shall be capable to support the interworking and service continuity of Rel-12 or earlier IMS services.

-  The architecture shall be capable to support the end to end security protocol (e.g., HTTPS, IPsec) between WebRTC clients for data communication.
**** End of change****
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