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1
Discussion
The UE-to-Network Relay text in clause 5.4.4.1 currently contains the following Editor’s note:

Editor's Note:  It is FFS whether there is a need for control plane signalling between the remote UE and ProSe UE-to-Network Relay in order to establish a security association between the remote UE and the ProSe UE-to-Network Relay.
While any security-related decision is in the remit of SA3, it is our expectation that the system needs to support dynamic security association between the remote UE and the Relay for the reason that the remote UE and the Relay may not have any credentials shared in common. This comes from the SA1 requirement (from 22.278): 
A ProSe UE-to-UE Relay and a ProSe UE-to-Network Relay shall be able to relay data for a group of Public Safety ProSe-enabled UEs using ProSe Group Communications regardless of their group membership.
In contrast, the remote UE does have shared credentials with the MNO’s network (SIM credentials) or with the 3rd party public safety provider (any type of credentials), however neither of these is currently supported in the agreed text:

· in the agreed text so far there are clearly no provisions allowing the remote UE to authenticate with the MNO’s network using SIM credentials. The MNO’s network is hardly even aware of the presence of remote UEs behind the Relay;
· it is possible for the remote UE to authenticate with the 3rd party public safety provider (e.g. using GC1-level authentication), however the outcome of the upper-layer authentication (success or failure) would typically need to be communicated to the Relay so that it can block traffic from unauthorized users. Unfortunately in the currently agreed text there are no such provisions either.

In our view there is no doubt that the system needs to support dynamic establishment of a secure association between the remote UE and the Relay because using the Relay as a pass-through device for any unauthenticated traffic presents a major security breech.
2
Proposal

Given that security is of paramount importance for public safety, and the impossibility for SA2 to conclude on this topic in this meeting, it is proposed to keep the Editor’s note in clause 5.4.4.1 open.
If (and only if) from procedural perspective it is not possible or desirable to keep an FFS note in the TS sent for approval, it is proposed to consider the alternative NOTE as proposed in the text proposal below.
######################### TEXT PROPOSAL FOR TS 23.303 #########################
5.4.4
Direct communication via ProSe UE-to-Network Relay

5.4.4.1
IPv6 Stateless Address auto-configuration
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Figure 5.4.4.1-1: Direct communication via ProSe UE-to-Network Relay (IPv6 prefix allocation)
1. The ProSe UE-to-Network Relay attaches to the network and obtains IPv6 prefix from the network. It may optionally in addition establish an additional number of PDN connections. 

2. The ProSe UE-to-Network Relay following model A or model B discovery can provide information assisting the remote UE to perform "relay selection" e.g. if more than one relays announces in proximity. The ProSe UE-to-Network Relay also indicates whether it supports the ability to receive signalling from the remote UE.


NOTE: The establishment of a security association between the remote UE and the UE-to-Network Relay needs to be revisited based on the SA3 decision. This may require definition of PC5 control plane signalling specific to this purpose.
3. The remote UE uses the received relay selection information to select the UE-to-Network Relay and the PDN connection it wants to connect. 
4. If the PDN type associated with the PDN connection is IPv4v6 or IPv6 and the remote UE is configured to perform IPv6 Stateless Address auto-configuration, the remote UE shall send a Router Solicitation message to the network to the Layer-2 link ID of the Relay corresponding to the PDN connection the remote UE has selected, in order to solicit a Router Advertisement message. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2. 
5.  Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [6] to the UE for PDN connection type IPv4v6 or IPv6 (i.e. the ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [10] for the PDN connection type IPv4v6 or IPv6). The Router Advertisement messages shall contain the assigned IPv6 prefix received during the establishment of the PDN connection selected by the remote UE. After the remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [6]. However, the remote UE shall not use any identifiers defined in TS 23.003 [12] as the basis for generating the interface identifier. For privacy, the remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [11] without involving the network. The remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.
######################### NEXT CHANGE #########################
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