SA WG2 Temporary Document

Page 1

SA WG2 Meeting #101bis
S2-140663
17 - 21 February 2014, San Jose Del Cabo, Mexico
(revision of S2-14xxxx)
Source:
Motorola Solutions, EADS, Harris Corporation
Title:
ProSe for Public Safety
Document for:
Approval 
Agenda Item:
6.2.1
Work Item / Release:
Rel-12
Abstract of the contribution: This contribution explains the need for the public safety ProSe UEs to be configurable at the application layer and to be able to define and use application-specific information elements in signalling, including the ability to control from the application layer the security procedures and fields. The contribution (P-CR) proposes correcting and clarifying text for TS 23.303 towards that goal.
SA2 has been developing ProSe architecture covering both commercial and Public Safety (PS) aspects, based on requirements in TS 22.278. The standard has already identified and captured the maximum commonality between PS and non-PS functionality. In the case of PS, it is important that increased flexibility towards the application layer is necessary. 
The paradigm of discovery and communication, essential to ProSe, is relatively new and not directly present in legacy LMR systems. Therefore there is no explicit and concrete consensus of expectations in the PS community for how such services should function or offer. Some functionality prescribed for TS 23.303 may be better suited for commercial services, e.g. anonymized and relatively long application codes for partial matching. In the commercial world, the network operator is often the service provider, but for PS, one can envision large PS agencies running their own applications and application servers and only connecting to the operator’s network for transport and other services. Therefore some functionality should be placed in the space of the users, rather than of the operators. 
In addition, SA3 has not completed its work on security of ProSe. Proximity services in general and direct discovery in particular offer new challenges especially in cases when the PS and non-PS users end up on the same carrier, as the case might be for RAN sharing and spectrum leasing. It is reasonable to expect that some PS users may want their presence concealed, and thus their discovery message should be immune from identification either through length or via bit pattern analysis. In many cases, PS UEs should be discoverable only by other Public Safety UEs, and it is not clear to date that SA3 will be able to solve this issue within Rel-12 time frame. It is also unclear how 1-to-1 privacy will be ensured when only one-to-many communications out-of-coverage is supported.
The content of the ProSe messages over the air can be heavily influenced by the size of the available RF envelop used to carry them. In general the larger the envelop, the lower is the probability of delivery at appreciable distance without the need for several repetitions. Therefore the design and content of ProSE discovery messages, especially for mission critical, should be sensitive to considerations of range and latency. The use of relays in Public Safety offers other challenges and it will be difficult to assess the current solutions without a comprehensive look at all aspects of the relay issues including UE-to-UE relays, mobility for relays, multi-hop relays etc.
Therefore a good and constructive solution is to enable the maximum flexibility for PS ProSe, by maximizing application level control over information elements and procedures. The proposed text below strives to achieve this.   
The following are the proposed changes, which enable maximum flexibility as well as local control at the Public Safety agency level:

· Clarifications that the Public Safety specific configuration and application information elements are under the control of the Application Servers or of the entities performing pre-configuration (i.e. PS agencies), which are also in charge of authorizations and security functionality.
· Clarifications that the lists of groups (and their identifiers) are handled in application space, consistent with other specifications (e.g. GCSE)

· Clarifications that for Public Safety, the solution based on translation of application ids into application codes and the associated security functions may not be applicable or may involve procedures at the ProSe Application  Server rather than at the ProSe Function. 

<1st Change – based on text distributed in S2-14xxxyy-consolidated-annexes-PCR-r3>

4.3.2
List of Reference Points
PC1:
It is the reference point between the ProSe application in the UE and in the ProSe App Server. It is used to define application level signalling requirements. This interface is not specified in this release of the specification. 
PC2:
It is the reference point between the ProSe Application Server and the ProSe Function. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function (e.g. name translation).. 
PC3a:
It is the reference point between the UE and the ProSe Function. It enables the interaction between UE and ProSe Function. PC3 relies on EPC user plane for transport (i.e. an “over IP” reference point).
PC3b:
It is the reference point between the UE and ProSe Function that is used to authorise direct discovery requests, and perform allocation of  ProSe Application Codes and ProSe Application Identities used for direct discovery. This reference point does not exist for Public Safety ProSe, as the communication between the ProSe Function and the UE for this functionality, if needed, will be provided via the ProSe App Server.
PC3c:
It is the reference point between the UE and ProSe Function. It is used to define the authorisation policy per PLMN for ProSe direct discovery (for Public Safety and non -Public Safety) and communication (for Public Safety only) between UE and ProSe Function. In case of Public Safety it is also used to provision parameters in the PMCE that are needed when the UE is not "served by E-UTRA".

PC4a:
It is the reference point between the HSS and ProSe Function. It is used to provide subscription information in order to authorise access for direct services in a PLMN.

PC4b:
It is the reference point between the HSS and ProSe Function. It is used to provide subscription information in order to allow the ProSe Function to authorise direct discovery requests.

PC4c:
It is the reference point between the EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. With EPC-level ProSe discovery PC4c is used by the ProSe Function in the role of LCS client to query the SUPL Location Platform (SLP) defined in [1].
PC4d:
(defined for EPC-level discovery)

Editor's Note: Depending on the function needed, PC4 and PC7 may terminate in different EPC entities and may reuse existing interfaces.  This will be further defined as work progresses.
PC5:
It is the reference point between UE to UE used for control and user plane for direct discovery, direct communication and ProSe UE-to-Network Relay.
PC6b:
It is the reference point between the ProSe Functions in different PLMN (when not roaming) and the ProSe Function in the HPLMN. It is used to authorise direct discovery requests, and, for non-Public Safety UEs, also perform allocation of  ProSe Application Identity Codes and ProSe Application Identity Names  from the HPLMN. 

PC6c:
It is the reference point between the ProSe Functions in different PLMN (when not roaming) and the ProSe Function in the HPLMN. It is used for HPLMN control of ProSe service authorization. 

PC7b:
It is the reference point between the ProSe Function in the VPLMN or ProSe Functions in different PLMN (when roaming) and the ProSe Function in the HPLMN. It is used to authorise direct discovery requests, and, for non-Public Safety UEs, also perform allocation of  ProSe Application Identity Codes and ProSe Application Identity Names  from the HPLMN. 

PC7c:
It is the reference point between the ProSe Function in the VPLMN or ProSe Functions in different PLMN (when roaming) and the ProSe Function in the HPLMN. It is used for HPLMN control of ProSe service authorization. 

SGi:
 In addition to the relevant functions defined in TS 29.061 [11] via SGi, it  may be  used for application data and  application level control information exchange.

<End of 1st Change > 

<2nd Change – based on text distributed in S2-14xxxyy-consolidated-annexes-PCR-r3>

4.4.2
ProSe Function

The ProSe Function is the logical function that is used for network related actions required for ProSe. The ProSe Function plays different roles for each of the features of ProSe. 
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Figure 4.4.2-1: UE to ProSe Function Interfaces for each sub-function
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Figure 4.4.2-2: ProSe Function Interfaces to other network elements and PLMNs

The ProSe Function consists of three main sub-functions that perform different roles depending on the ProSe feature:

- 
Direct Provisioning Function (DPF) is used to provision the UE with necessary parameters in order use ProSe direct services. It is used to provision the UEs with PLMN specific parameters that allow the UE to use ProSe in this specific PLMN. For direct communication used for Public Safety DPF is also used to provision the UE with parameters that are needed when the UE is not "served by E-UTRA". 

- 
Direct Discovery Name Management Server is used for open direct discovery by non-Public Safety UEs to allocate and process the mapping of ProSe Applications IDs and ProSe Application Codes used in direct discovery. It also provides those UEs with the necessary security material in order to protect discovery messages transmitted over the air. For both Public Safety and non-Public Safety UEs, it uses ProSe related subscriber data stored in HSS for authorisation of discovery requests.
-
EPC-level ProSe Function  has a reference point towards the App Server, towards the EPC and the UE. The functionality includes the following:

-
Storage of ProSe-related subscriber data and/or retrieval of ProSe-related subscriber data from the HSS;

-
Authorization and configuration of the UE for EPC-level ProSe discovery and EPC-assisted WLAN direct discovery and communication;

-
Acting as location services client (SLP agent) to enable EPC-level ProSe discovery;

-
Providing UE with information to assist WLAN direct discovery and communications;

-
Handling of EPC ProSe Subscriber IDs and Application Layer User IDs;

-
Security related functionality;

-
Interaction with UE over PC3 reference point;

-
Interaction with 3rd party Application Servers over PC2 reference point;

-
Interaction with IMS over PC4x reference point; ProSe Function acts as application server to IMS;

-
Interaction with ProSe Functions in other PLMNs over PC6 reference point;

-
Optional support for Sh functionality for requesting UE location via the HSS;

-
Provide functionality for charging (via or outside of EPC e.g. offline charging).

Application servers, which are users of the ProSe capability for building the application functionality, are defined outside the 3GPP architecture. In order to be able to use ProSe, the Application Server needs to support the following capability:

-
Storage of the subscribers' EPC ProSe Subscriber ID and its ProSe Function ID;

-
Mapping of Application Layer User IDs and EPC ProSe Subscriber IDs
ProSe Function provides the necessary charging functionality for usage of ProSe (via the EPC or for direct services). 
<End of 2nd Change > 

<3rd Change – based on text distributed in S2-14xxxyy-consolidated-annexes-PCR-r3> 
4.5.1
Provisioning for direct discovery and communication

4.5.1.1
Authorization and provisioning for ProSe

The basic principles of service authorization for ProSe direct discovery and communication are as follows:

- 
UE gets authorization from HPLMN for using direct discovery in certain PLMNs per country. These PLMNs are called local PLMNs and their ProSe Functions, local ProSe Functions. The authorisation policy can authorise the UE from HPLMN to use discovery in local PLMN without need to contact these PLMN first, conditionally authorise the UE requiring to also receive authorisation from the ProSe Functions of local PLMNs or not authorise the UE at all.

NOTE 1: The UE does not need to be registered in local PLMNs to get authorization (if required) from local ProSe Functions since authorisation is performed "over IP".

- 
If the UE is required to get authorisation from local ProSe Functions, it accesses local ProSe Functions to get PLMN specific Authorisation Information; these ProSe Functions include the one of the registered PLMN those of other local PLMNs (of that specific country).

-
In that case, the local ProSe Function always contacts the ProSe Function in HPLMN to check authorization and consolidates the authorization info. Final authorization info always comes from local ProSe Functions

The authorization can be revoked at any point by any of  the local ProSe Functions or the ProSe Function in HPLMN if the UE is de-authorized to use to use ProSe either from the local PLMN or HPLMN.

OMA DM is used as the protocol to authorise the UE via the PC3c reference point.

Public Safety UEs also receive additional authorization and configuration information from the ProSe App Server via the PC1 interface or through pre-configuration. These interactions are outside the scope of 3GPP. 
<End of 3rd Change > 

<4th Change – based on text distributed in S2-14xxxyy-consolidated-annexes-PCR-r3> 

4.5.1.1.1.2.2
Provisioned information for direct communication one-to-many

The following information is provisioned to the UE for direct communication: 

1) Authorisation policy

For when the UE is "served by E-UTRA":

- PLMNs that the UE is authorised to perform direct communication one-to-many

-  For each PLMN in the list also indicate whether the UE is pre-authorised by HPLMN to perform direct communication one-to-many or it is conditionally authorised, in which case the UE would need to contact the ProSe Functions of these PLMNs (when it is in this country) in order to obtain authorisation. 

For when the UE is "not served by E-UTRA": 

- Indicates whether the UE is authorised to perform one-to-many communication procedures when "not served by E-UTRA"

2) Direct communication policy/parameters

- Includes the identifiers that allow the UE to perform one-to-many communication: 

-
ProSe Layer-2 one-to-many ID;

- 
ProSe one-to-many IP multicast address

- Indication whether the UE should use IPv4 or IPv6 for initial one-to-many communications
3) Radio parameters container for when the UE is "not served by E-UTRA"

-
 Includes the radio parameters that need to be configured in the UE in order to be able perform direct communication one-to-many procedures when "not served by E-UTRA". This includes e.g. frequency bands etc.

NOTE: More details on the necessary parameters will be defined in RAN specifications.

4) Security container

-
 Includes any security related content that need to be configured in the UE in order to be able perform initial direct communication one-to-many procedures when "not served by E-UTRA". 

NOTE: More details on the necessary parameters will be defined in SA3 specifications.

Editor's Note: SA3 will also assess whether it is necessary to provision any security parameters from DPF. 

Additional information, including authorizations, list of groups of interest, and per group: Layer-2 Id, multicast IP address, IP version indication, security parameters, etc. is configured from the ProSe App Server via the PC1 interface or through pre-configuration. These interactions are outside the scope of 3GPP. 


<End of 4th Change > 

<5th Change – based on text distributed in S2-14xxxyy-consolidated-annexes-PCR-r3>
4.6.4.2
ProSe Layer-2 one-to-many ID

It is a link layer identifier for initial ProSe direct communication one-to-many (decentralised mode). It is used as a Destination Layer-2 ID in all the packets the UE sends during initial one-to-many direct communication. The UE may acquire a unique ProSe Layer-2 Group ID for each supported group, from application servers, from other UEs or via pre-configuration. The format of the ProSe Layer 2 Group ID is identical to the format of the ProSe Layer-2 one-to-many ID. When a UE engages in initial direct communication, it may use the ProSe Layer-2 one-to-many ID or a ProSe Layer-2 Group ID. 
<End of 5th Change > 

<6th Change – based on text distributed in S2-14xxxyy-consolidated-annexes-PCR-r3>

4.6.5
Identifiers for direct discovery

4.6.5.1
Application identifiers for non-Public Safety Direct Discovery 
4.6.5.1.1
ProSe Application ID

The ProSe Application ID is an identity used for direct discovery, identifying application related information for the ProSe enabled UE. Each ProSe Application ID is globally unique and unambiguously identifies a service across the 3GPP PLMNs. 

For open discovery, the ProSe Application ID is called Public ProSe Application ID.  The Public ProSe Application ID can be PLMN-specific or country specific or global. 
Each Public ProSe Application ID is composed of the following parts:

a. ProSe Application ID Name is described in its entirety by a data structure that could be a tree data structure characterized by different levels e.g., broad-level business category (Level0) / business sub-category (Level1) / business name (Level2) / shop ID (Level3). For the purpose of presentation, a ProSe Application ID Name is usually displayed as a string of labels in which the labels represent hierarchical levels. 
b. ProSe Application ID Operator Identifier that corresponds to the PLMN id that assigned the ProSe Application ID Name 

NOTE 1: If the public ProSe Application ID is country specific then the Mobile Network Code (MNC) of the ProSe Application ID Operator Identifier is wild carded. If global, both the MCC and MNC are wild carded.

In case of open discovery: 

-
when the "announcing" UE wants to indicate to the ProSe Function what is interested to announce, in order to be assigned a ProSe Application Code it contains in the discovery request a Public ProSe Application ID that indicates its interest

-
when the "monitoring" UE wants to indicate to the ProSe Function what to monitor, it contains in the discovery request the full or a subset of the public ProSe Application ID e.g. it can contain 2 out of the n levels of the full Public ProSe Application ID 

NOTE 2: The ProSe Application ID Name tree data structure is not expected to change often. 

4.6.5.1.2
ProSe Application Code

The ProSe Application Code is contained in the message that is actually transmitted "over the air" (on PC5) by a UE engaged in the ProSe direct discovery procedure. 

Each ProSe Application Code is composed of the following parts:

a. A temporary identity that corresponds to the ProSe Application ID Name. Given the tree structure associated with public ProSe Application ID, each is associated with a different temporary identity that is built appending a new piece of identifier (specific to that node) to the identifier inherited by the predecessor node: this allows partial matching at the UE side using a mask, making more effective and flexible the filtering of the received temporary identity in a monitoring UE.

b. The PLMN id that assigned the ProSe Code, i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC)

c. The ProSe Function Identifier of the Prose Function that has assigned the ProSe Code.

Editor's Note: The need for ProSe Function Identifier as part of the ProSe Application Code is FFS.
NOTE: In this release of the specification the ProSe Application Code is always assigned by a ProSe Function in HPLMN.

A ProSe Application Code is allocated per "announcing" UE and per application and has an associated validity timer that runs both in the ProSe Function and in the UE. 

The ProSe Function may decide at any time to replace a previously allocated ProSe Application Code providing the UE with a new ProSe Application Code, where the temporary UE specific identifier is changed. Replacing a ProSe Code resets the corresponding validity timer both in the ProSe Function and in the UE.

4.6.5.2
Application identifiers for Public Safety Direct Discovery
If dynamic allocation of certain application identifiers for Public Safety Direct Discovery is used (i.e. similarly to the handling of non-Public Safety application identifiers), those identifiers will be generated and validated at the ProSe App Server rather than at the ProSe Function.  The sizes, formats and procedures involving application identifiers for Public Safety Direct Discovery are outside the scope of 3GPP.  
<End of 6th Change > 

<7th Change – NEW TEXT >

5.3
Direct discovery procedures for non-Public Safety UEs
<End of 7th Change > 
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