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Abstract of the contribution: This paper discusses the issues the ProSe direct discovery in coverage via Model B mechanism and proposes one conclusions for ProSe direct discovery via model B mechanism when UE is in coverage.
1. General
At the SA2#100 meeting it is agreed that both Model-A and Model-B will be defined as described in Section 8.5 of TR 23.703.
“Both discovery models "I am here" (model A) and "who is there"/"are you there" (model B) as described in clause 4.1.4 are relevant.”
For the Model-B type of discovery, the possible solutions have been described in the D3/D6/D7. The response in these proposals is directly sent from the target UE to the source UE. The basic assumption is that they have shared common security by pre-configuration. This is natural when UEs are out of coverage. However for the ProSe discovery when UEs are in the network coverage, this assumption adds unnecessary restriction on the UE, e.g. to store a large amount of keys for different application/group, especially considering that the amount of application/group UE joined/leaved. So we need to consider how to realize the Model-B discovery mechanism more efficient when ProSe UEs are in coverage. 
2. Discussion
There are two options to send the discovery response to the announcing ProSe UE:

A. The network independent approach: the monitoring UE sends the response discovery message to the announcing UE directly.

B. The network assisted approach: the network (i.e. ProSe Function) assists the monitoring UE to send the discovery response to the announcing UE.
For option A, the monitoring UE sends the discovery response to the request message, and the identity information of the monitoring UE is included in the discovery message. The following issues need to be considered:
· The target UE need get the radio resource to send the discovery response, i.e. it needs the ProSe announcing permission to response the message. This requires even the monitoring UE need have the permission to do the ProSe announcing. 
· From security view the attacking UE may imitate the monitoring UE to send the discovery response to the announcing UE, and the announcing UE can’t identify the attacking UE and might send some application information like the personal information or picture to the attacking UE. If we want to avoid this risk, then some security key need be kept among related UEs. Considering the application is not restrict to the Public safety the security key stored/updated on the UE may be frequent due to the group change. 
· When several monitoring UEs are all interested in the announcing UE and send the response message to the announcing UE. They need some control to avoid confliction. Also due to the possible confliction the announcing UE might only be able to receive few response messages.

For option B, the monitoring UE sends the ProSe response message to the serving ProSe Function, and further the serving ProSe Function of the announcing UE notices the announcing UE. The simplified procedure is depicted in Figure 1:
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Figure 1: The discovery response via the network

For this approach, the following analysis is presented:
· The monitoring UE uses the normal infrastructure communication path, not need obtain the ProSe special radio resource for sending the ProSe discovery response;

· The announcing UE receives the discovery response from the network and will not miss the discovery response messages even if several monitoring UEs send the discovery messages concurrently;

· The network could be aware of the ProSe direct discovery operation occurring on the ProSe UEs, and it is possible that the network performs permission checking and charging for ProSe direct discovery;
· From security aspect, the monitoring UE is authenticated by the network. It can assure that the response message is sent from the authenticated UE. 
Based on the above analysis, sending the discovery response via the network is more reliable and security assurance than sending the discovery response directly. 
The assumption of this mechanism is mainly for commercial usage. The monitoring UE checks ProSe Application Identity in ProSe announcing message and verify whether it is pre-configured for Public safety usage. If the ProSe Application Identity is not for the Public safety usage, the monitoring UE should follow this behaviour if it is in coverage. 
This mechanism only changes the response sending path, it does not impact others. It can be build on top of any Model-B solution when UE is in coverage.

This mechanism is also applicable for Mode-A solution when the ProSe UEs are in coverage and the discovery response is required. For example, for restricted discovery, the ProSe monitoring UE detects one announcing ProSe UE which it is interested in based on the discovery configuration information on the ProSe monitoring UE, and it sends the discovery response to the serving ProSe Function, then the ProSe Function sends the discovery response to the ProSe announcing UE in order that the ProSe announcing UE knows one ProSe UE interested in it already discovered it and further notices the upper application on the ProSe announcing UE. This seems has been covered by D13. 
3. Proposal

For ProSe Direct Discovery in coverage，if the monitoring UE needs to respond to the announcing UE, the network assists the monitoring UE to confirm the discovery to the announcing UE.
* * * * Start of 1st Change * * * *
8.5 Conclusions for ProSe direct discovery

Normative work needs to proceed as follows:

-
PC3 interface is used for ProSe configuration and the functional entity that provisions the UE with some necessary parameters is a new EPC node and named Direct Provisioning Function (DPF);

Editor's note:
The mechanism for UE authorisation from PLMNs that are involved in the discovery procedure is FFS.

Editor's note:
The mechanism for authorisation for applications using ProSe direct discovery is FFS.

-
Necessary subscription parameters in HSS will be defined for ProSe direct discovery as will be determined by the related procedures;

-
For operator controlled open discovery the allocation and processing mechanisms via PC3 for ProSe Application Identities is based in principle on solution D13;

Editor's note:
It is FFS if allocation and processing mechanisms for Prose Application Identities over PC3 use 3GPP control plane or user plane.

-
The format of ProSe Application Identities for open discovery may have a structure so as to allow partial matching at the UE side reflecting application-specified interests, and thus reduce the number of processing of discovered ProSe Application Identities;

-
The values of ProSe Application Identities as defined in D13 for open discovery is not expected to be specified in 3GPP, but another organization is expected to specify that on behalf of operators' community (e.g. GSM Association).

-
ProSe Application Identities for open discovery shall have a standards defined format in 3GPP to allow the 3GPP function to process them. The exact format is FFS.

-
Both discovery models "I am here" (model A) and "who is there"/"are you there" (model B) as described in clause 4.1.4 are relevant.

Editor's note:
The terminology for ProSe Application Identities needs to be aligned e.g. relationship with ProSe_App_IDs and ProSe_Codes as in D13.

-
For ProSe direct discovery in coverage for non public safety service, if the monitoring ProSe UE needs to respond to the announcing ProSe UE, the network assists the monitoring ProSe UE to confirm the discovery to the announcing ProSe UE. Additional details are provided in Annex X Clause 5.3.4.
As the result of the SA2 study phase the solution may require at least the definition of the following functionality by the RAN groups:

-
Discovery message format and signalling in the access stratum;

-
Mechanism for radio resource management and how to signal the radio resources to the UE. This includes also allocation of radio resources of each sharing operator in the network sharing case.
* * * * Start of 2st Change * * * *
Annex X:
ProSe direct discovery

…………………………………………………………………….
5.3.4  Request and Response discovery (non-roaming)
The handling of response for ProSe direct discovery in coverage is depicted in Figure 7.x.1-1.
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Figure 7.x.1-1: the handling of direct discovery response in coverage

1. If the UE-1 is authorised to announce in VPLMN and triggered to find the UE in the vicinity, it shall sends a ProSe Discovery Request (Target ProSe Application code, Prose UE Identity) in the air interface. The ProSe Application code indicates what the target application UE is interested. The ProSe UE Identity the requesting UE.
2. UE-2 checks Target ProSe Application code in ProSe Discovery Request message. If the ProSe Application code is not for Public safety usage and UE-2 determines to send discovery response to UE-1, UE-2 sends ProSe discovery alert(ProSe UE identity, UE identity) to the serving ProSe Function in the network; The ProSe UE identity is the identity UE received from the air interface, i.e. the discoverer UE. The UE identity is the discoveree UE. This message may also contain certain metadata corresponding to the discoveree UE, e.g. postal address, phone number, URL etc.
3. Serving ProSe Function verifies whether the UE-1 is authorized for ProSe announcing. If allowed, Serving ProSe Function sends ProSe discovery alert to UE-1;

4. UE-1 acknowledges the discovery response;

5. Serving ProSe Function sends ProSe discovery alert confirm to UE-2 to notice that UE-1 already received the discovery response.

Besides UE-2, UE-3 is also able to send discovery response to the UE-1 by the procedure same as step 2-5.
In the procedure above, the announcing ProSe UE and the monitoring ProSe UE are served by the same ProSe Function. If the announcing ProSe UE and the monitoring ProSe UE are served by the different ProSe Functions, the two ProSe Functions interact via PC6 reference point to transfer ProSe discovery alert message.
* * * * End of Changes * * * *
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