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1
Proposal
It is proposed to agree the P-CR introducing ProSe UE-to-Network Relay for inclusion in an Annex of TR 23.703.
NOTE: Yellow highlight is used to indicate already agreed text (e.g. for EPC-level discovery). Cyan highlight is used to indicate new text that can be merged with new text proposed by other documents submitted for this meeting.
######################### TEXT PROPOSAL FOR TR 23.703 #########################
8.6
Key Issue #5: Relay for Public Safety ProSe
It has been agreed that in this release the study on UE-to-Network Relay will focus on the following type of solutions:

-
Application Layer Gateway (ALG) type of relay (e.g. R6, R7, R8);

-
L3-based relay (e.g. R3, R11).


It has been agreed to specify the full functionality of the L3 relay.

The ALG relay is a superset of the L3 relay. It has been agreed to provide a high-level description of the ALG relay in an informative annex.
It has been agreed that the following applies for the UE-to-Network Relay:

-
At EPS level (excluding the ProSe Function) the network perceives only one entity - the UE-to-Network Relay.

-
Relay selection on PC5 takes into account information that is announced by, or solicited from, the UE-to-Network relay and that reflects a meaning such as "I can act as a relay for public safety".  The signalling messages for unsolicited and solicited relay discovery shall be exchanged over PC5 using the same layer-2 frames as those used for ProSe direct communication.
######################### NEXT CHANGE #########################

Annex X:
ProSe UE-to-Network Relay
This annex is a temporary placeholder for the endorsed solution for ProSe UE-to-Network Relay.

The description in this annex uses the same clause numbering as the ProSe technical specification (TS 23.303 [26]) and the text in each clause below targets the corresponding clause in TS 23.303 [26]. It is agreed that the contents of this annex shall be moved to TS 23.303 with the following exceptions:

-
none.

2
References

[x]
IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration".

3
Definitions and abbreviations

3.1
Definitions

Source Layer-2 ID: A link-layer identity that uniquely identifies a device that originates ProSe communication frames.

Destination Layer-2 ID: A link-layer identity that uniquely identifies a device or a group of devices that are recipients of ProSe communication frames.

ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers. It is typically associated with a ProSe Application ID.
Application Layer User ID: An identity identifying a user within the context of specific application (e.g. alice@social.net). The format of this identifier is outside of 3GPP scope.
3.2
Abbreviations

ALG
Application Level Gateway
4
Architecture Model and Concepts

4.1
General Concept

Proximity Services (ProSe) are services that can be provided by the 3GPP system based on UEs being in proximity to each other.

The 3GPP system enablers for ProSe include the following functions:
-
ProSe UE-to-Network Relay.

4.2
Architectural Reference Model

4.2.x
Non-roaming ProSe architecture
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Figure 4.2.x-1: Architecture reference model for ProSe (non-roaming)
4.2.y
ProSe UE-to-Network Relay architecture
The ProSe UE-to-Network Relay operates at layer-3 (L3 relay) or at layer-7 (ALG relay).
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Figure 4.2.y-1: ProSe UE-to-Network Relay architecture: L3 relay
The L3 relay is depicted in Figure 4.2.y-1. The functionality provided by an L3 relay includes the following:

· Relay discovery;

· Establishment of a secure layer-2 link over PC5;

· IP address/prefix assignment;

· Optional NAT functionality.

Once the UE obtains an IP address/prefix, the subsequent communication between the application client in the UE and the application server in the network is transparent to the L3 relay.

4.3
Reference points

4.3.1
General

4.3.2
List of Reference Points

Reference points:

PC1:
It is the reference point between the ProSe application in the UE and in the App Server. It is used to define application level signalling requirements. PC1 is not specified in this release of the specification.
PC2:
It is the reference point between the App Server and the ProSe Function. It enables the interaction between App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function (e.g. name translation).

PC3:
It is the reference point between the UE and the ProSe Function. It enables the interaction between UE and ProSe Function. PC3 relies on EPC user plane for transport (i.e. an “over IP” reference point).

PC4:
It is the reference point between the EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. With EPC-level ProSe discovery PC4 is used by the ProSe Function in the role of LCS client to query the SUPL Location Platform (SLP) defined in [x].

PC4x:
It is the reference point between IMS and ProSe Function. It is an ISC interface as defined in IMS [73]. This interface may be used by the ProSe Function to get Presence status as well as information of the UE being registered/de-registered on the network.

PC5:
It is the reference point between UE to UE used for control and user plane for direct discovery, direct communication and ProSe relay.

PC6
This reference point enables ProSe discovery between users subscribed to different PLMNs.
4.3.3
Reference Point Requirements

4.4
Network Elements

4.4.1
General

4.5
High Level Function

4.6
Identifiers

4.6.1
General

4.6.x
Identifiers for ProSe UE-to-Network Relay
5
Functional Description and Information Flow

5.1
Control and user plane stacks

5.x
Procedures for ProSe UE-to-Network Relay
5.x.1
General

ProSe UE-to-Network Relay functionality is provided by a public safety ProSe-enabled UE that is attached to the network.

A simplified layer-2 frame format for ProSe UE-to-Network Relay discovery and ProSe direct communication over PC5 is depicted in Figure 5.x.1-1.
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Figure 5.x.1-1: Layer-2 frame format for ProSe UE-to-Network Relay discovery and ProSe direct communication over PC5

In reference to the header fields the following applies:

· The Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier.
· The Source Layer-2 ID is always set to a unicast identifier.
· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· The Frame Type field shall be able to indicate whether the layer-2 frame payload carries a signalling message or a data packet. In the former case the Frame Type indicator shall be able to indicate the signalling message name.
· The following signalling messages are needed to support ProSe UE-to-Network Relay discovery: Targeted Discovery Request, Targeted Discovery Response and Beacon.

· The following signalling message is used to trigger establishment of secure link over PC5: Direct Communication Request.

Editor’s note: It is FFS whether the Frame Type field is part of the MAC header or the RLC/PDCP header.
Editor’s note: The exact number of signalling messages is to be defined by CT1 as part of Stage 3 work.
Editor’s note: The assumptions on the layer-2 frame for ProSe direct communication need to be confirmed by the RAN groups.

The subsequent clauses describe the procedures that are common to both L3 relay and ALG relay.
5.x.2
ProSe UE-to-Network Relay discovery
5.x.2.1
General
ProSe UE-to-Network Relay discovery is used to discover any UE in proximity that is under network coverage and can serve as a UE-to-Network Relay. It also allows the seeking UE to determine the Layer-2 ID of the Relay UE.

ProSe UE-to-Network Relay discovery can be unsolicited or solicited.
5.x.2.2
Unsolicited ProSe UE-to-Network Relay discovery
Depicted in Figure 5.x.2.2-1 is the procedure for unsolicited ProSe UE-to-Network Relay discovery:
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Figure 5.x.2.2-1: Unsolicited ProSe UE-to-Network Relay discovery
1.
The user of the Relay UE is attached to the network and wishes to advertise that it can provide relay services for other UEs. The Relay UE sends a Beacon (ProSe Application ID, ALUID/ProSe UE ID, additional parameters (Security, Relay Info, App Info)) message to announce that Relay UE can provide relay services for other UEs. ProSe Application ID indicates the provided relay service. ALUID is the Application Layer User ID of the Relay UE’user and ProSe UE ID is the ProSe UE ID of the Relay UE. The Security parameter indicates the security mechanisms for UE authentication and PC5 confidentiality and integrity protection supported by the Relay UE. Relay Info indicates the type of relay service (e.g. router relay or ALG relay or both) and other Relay UE information (e.g. connected PLMN ID, etc.). App Info provides application-specific information (e.g. information about authorised users or groups of users).

NOTE: The information contained in the App Info parameter is carried as a transparent container.

When the Beacon message is destined to any UE in vicinity, the Relay UE broadcasts the Beacon message by setting the Destination Layer-2 ID field in the layer-2 frame to a well-known broadcast value and leaving the Beacon message payload unencrypted. All ProSe-enabled UEs in vicinity receive the Beacon message and inspect the content.

When the Beacon message is destined only to group members that are affiliated with the Relay UE, the Relay UE groupcasts the Beacon message by setting the Destination Layer-2 ID field to the ProSe Layer-2 Group ID that is pre-configured for all group members and by encrypting the Beacon message payload. Only UEs that are affiliated with the Relay UE proceed to decryption and payload inspection of the received message. Non-member UEs discard the received message based on the Destination Layer-2 ID value.

The Source Layer-2 ID field in the layer-2 frame carrying the Beacon message is set to the Layer-2 ID of the Relay UE. This Layer-2 ID can be statically configured or generated on the fly by the Relay UE.
5.x.2.3
Solicited ProSe UE-to-Network Relay discovery
Depicted in Figure 5.x.2.3-1 is the procedure for solicited ProSe UE-to-Network Relay discovery:
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Figure 5.x.2.3-1: Solicited ProSe UE-to-Network Relay discovery
1.
A UE seeking for ProSe UE-to-Network Relay services transmits a Targeted Discovery Request (ProSe Application ID, ALUID or ProSe UE ID, additional parameters (Security, Relay Info, App Info)) message. ProSe Application ID indicates the desired relay service. ALUID is the Application Layer User ID of the discoverer and ProSe UE ID is the ProSe UE ID of the discoverer’s UE. The Security parameter indicates the security mechanisms for UE authentication and PC5 confidentiality and integrity protection supported by the UE. Relay Info indicates the type of relay service desired (e.g. L3 relay or ALG relay or either). App Info provides application-specific information (e.g. the ALUID of UE’s user).

When the desired relay service is to be provided by any Relay UE in vicinity, the UE broadcasts the Targeted Discovery Request message by setting the Destination Layer-2 ID field in the layer-2 frame to a well-known broadcast value and leaving the Targeted Discovery Request message payload unencrypted. All ProSe-enabled UEs in vicinity receive the message and inspect the content.

When the desired relay service is to be provided only by group members that are affiliated with UE’s user, the UE groupcasts the Targeted Discovery Request message by setting the Destination Layer-2 ID field to the ProSe Layer-2 Group ID that is pre-configured for all group members and by encrypting the Targeted Discovery Request message payload. Only Relay UEs that are affiliated with the UE proceed to decryption and payload inspection of the received message. Non-member UEs discard the received message based on the Destination Layer-2 ID value.

The Source Layer-2 ID field in the layer-2 frame is set to the Layer-2 ID of the UE. This Layer-2 ID can be statically configured or generated on the fly by the UE.
2.
The Relay UE sends a Targeted Discovery Response (ProSe Application ID, ALUID/ProSe UE ID, additional parameters (Security, Relay Info, App Info)) message to the UE. The message content is similar to the message content of the Beacon message described in clause 5.x.2.2.
The Source Layer-2 ID field in the layer-2 frame is set to the Layer-2 ID of the Relay UE. This Layer-2 ID can be statically configured or generated on the fly by the Relay UE.
The Destination Layer-2 ID field in the layer-2 frame is set to the Layer-2 ID of the UE that was received in the Source Layer-2 field in step 1.
5.x.3
Establishment of secure layer-2 link over PC5
5.x.3.1
General
The establishment of a secure layer-2 link over PC5 can be explicit or implicit. The Relay UE acts as the layer-2 link owner.
5.x.3.2
Explicit link establishment
Explicit link establishment is performed as described in clause 5.y.3.2 [companion paper on ProSe direct communication submitted in S2-13yyyy].
5.x.3.3
Implicit link establishment
Implicit link establishment may be used when the UE is affiliated with the Relay UE and shares a common group security key with it.

Subsequent to ProSe UE-to-Network Relay discovery as described in clause 5.x.2, the UE may start sending and receiving encrypted layer-2 data frames with the Relay UE right away. The initial layer-3 packet typically contains a DHCP Discover, a DHCP Request or a Router Solicitation message. The fact that the UE was able to decrypt the Beacon or Targeted Discovery messages for Relay UE discovery is considered as implicit authentication.
5.x.4
IP address assignment
The following standard IETF mechanisms are used for IP address/prefix assignment:

· DHCP based IP address configuration for assignment of IPv4 address;

· IPv6 Stateless Address autoconfiguration specified in RFC 4862 [x] for assignment of IPv6 prefix.
When IPv4 is used only private IPv4 addresses are assigned over PC5. In that case the Relay UE contains a NAT function.

When IPv6 is used the Relay UE uses prefix delegation to assign a network prefix shorter than /64 to the UE.

######################### NEXT CHANGE #########################

Annex X (informative): ALG Relay

X.1
General

This annex provides an application developer guideline for implementing an Application Layer Gateway (ALG) Relay.

The ALG Relay is application-specific which and is outside the scope of this specification.

X.2
ALG Relay architecture
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Figure X.2-1: ProSe UE-to-Network Relay architecture: ALG relay

The ALG relay is depicted in Figure X.2-1.

PC1-bis is the reference point between the ProSe application in the UE and the ALG function in the ALG Relay. It is used to define application level signalling requirements for ProSe UE-to-Network Relay operation.

The ALG relay is a superset of the L3 relay and has the following functionality in addition to the L3 relay functionality:

· Application Level Gateway function that is specific to the application(s) supported by the ALG relay. The ALG function interworks signalling messages and user data packets exchanged between the application client running on the UE and the application server residing in the network.

When used for relaying of GCSE traffic, the reference points PC1 corresponds to the GC1 reference point specified in TS 23.468 [x].

The ALG Relay completely decouples the delivery type on Uu and PC5. For instance, it allows for use of unicast delivery on PC5 and multicast delivery (eMBMS) on Uu, or vice versa. The ALG function has freedom to choose the most efficient delivery type on PC5 regardless of the delivery type on Uu:

· If the UEs behind the ALG Relay are required to explicitly register with the application server (e.g. GCSE AS) in the network, the ALG function is able to count the UEs and decide which mode to use on PC5. It is also able to switch from one delivery mode to another as the number of UEs behind the ALG Relay crosses a threshold.

· If the UEs behind the ALG Relay are not required to explicitly register (e.g. because they are only in listening mode), the ALG function can by default use multicast delivery setting the Destination Layer-2 ID to the preconfigured ProSe Layer-2 Group ID.

The ALG function ensures that multiple copies of the same content are never transmitted on Uu by always requesting a single copy from the application server (e.g. GCSE AS) using application-level signalling, regardless of the Uu delivery mode.
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