

SA WG2 Temporary Document
Page 12

SA WG2 Meeting #101	S2-140317
20 - 24 January 2014, Taipei, Taiwan	(revision of S2-14xxxx)

Source:	Intel, Alcatel-Lucent, AT&T, Sony
Title:	Introducing ProSe Discovery through Communication (DtC)
Document for:	Approval
Agenda Item:	6.2.7
Work Item / Release:	ProSe / Rel-12
Abstract of the contribution: The contribution proposes a P-CR against TR 23.703 introducing ProSe Discovery through Communication (DtC) using the clause numbering of TS 23.303. ProSe DtC is based on solutions D3, D6 and D7. These solutions rely on the RAN capability for ProSe direct communication and require no distinct RAN capability for discovery. DtC supports both Model A and Model B discovery and can be used in or out of network coverage.
1	Proposal
It is proposed to agree the P-CR introducing ProSe Discovery through Communication for inclusion in an Annex of TR 23.703.
NOTE: Yellow highlight is used to indicate already agreed text (e.g. for EPC-level discovery). Cyan highlight is used to indicate new text that can be merged with new text proposed by other documents submitted for this meeting.

######################### TEXT PROPOSAL FOR TR 23.703 #########################
[bookmark: _Toc368670777][bookmark: _Toc374002365]Annex X:
ProSe Discovery through Communication
This annex is a temporary placeholder for the endorsed solution for ProSe Discovery through Communication.
The description in this annex uses the same clause numbering as the ProSe technical specification (TS 23.303 [26]) and the text in each clause below targets the corresponding clause in TS 23.303 [26]. It is agreed that the contents of this annex shall be moved to TS 23.303 with the following exceptions:
-	none.
2	References
[z]	3GPP TS 23.xxx: "ABC".

3	Definitions and abbreviations
3.1	Definitions
ProSe discovery: A process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA (with or without E-UTRAN) or EPC.
ProSe direct discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with Rel-12 E-UTRA technology.
ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-public safety UE and a public safety UE.
ProSe direct discovery Model A: “I am here!” type of ProSe direct discovery involving an Announcing UE and one or more Monitoring UEs.
ProSe direct discovery Model B: A “who is there?/are you there?” type of ProSe direct discovery involving a Discoverer UE and one or more Discoveree UEs.
Announcing UE: A ProSe-enabled UE announcing information that may be used by UEs in proximity that have a permission to discover.
Monitoring UE: A ProSe-enabled UE receiving information that it may be interested in from other UEs in proximity.
Discoverer UE: A ProSe-enabled UE transmitting a request containing information that identifies a targeted user population or service.
Discoveree UE: A ProSe-enabled UE receiving a request message from a Discoverer UE and possibly responding with some information related to the Discoverer UE's request
ProSe Discovery through Communication: A ProSe direct discovery solution based on a signalling protocol carried within the same layer-2 frames as those used for ProSe communication.
ProSe direct communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node.
Source Layer-2 ID: A link-layer identity that uniquely identifies a device that originates ProSe communication frames.
Destination Layer-2 ID: A link-layer identity that uniquely identifies a device or a group of devices that are recipients of ProSe communication frames.
ProSe UE Identity (also shortened as ProSe UE ID): A unique identity allocated by EPS which identifies the ProSe enabled UE. For network-authorised operation it is assigned by the network and can be re-assigned to the UE at any moment for a configurable duration. For network-independent operation the UE can use a pre-configured ProSe UE ID or dynamically assign a ProSe UE ID to itself.
ProSe_Code: structured information which may be broadcasted for network based interpretation ProSe discovery services.
ProSe Application Identity (also shortened as ProSe Application ID): An identity identifying application related information for the ProSe enabled UE. There can exist more than one ProSe Application Identities per UE.
ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers. It is typically associated with a ProSe Application ID.
ProSe Function ID: An FQDN that uniquely identifies a ProSe Function.
Application Layer User ID: An identity identifying a user within the context of specific application (e.g. alice@social.net). The format of this identifier is outside of 3GPP scope.

3.2	Abbreviations
ALUID	Application Layer User ID
DtC	Discovery through Communication
PFID	ProSe Function ID
ProSe	Proximity Services

4	Architecture Model and Concepts
4.1	General Concept
Proximity Services (ProSe) are services that can be provided by the 3GPP system based on UEs being in proximity to each other.
The 3GPP system enablers for ProSe include the following functions:
-	ProSe Discovery through Communication

4.2	Architectural Reference Model


Figure 4.3.x.2-1: Architecture reference model for ProSe (non-roaming)

4.3	Reference points
4.3.1	General

4.3.2	List of Reference Points
Reference points:
PC1:	It is the reference point between the ProSe application in the UE and in the App Server. It is used to define application level signalling requirements. PC1 is not specified in this release of the specification.
PC2:	It is the reference point between the App Server and the ProSe Function. It enables the interaction between App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function (e.g. name translation).
PC3:	It is the reference point between the UE and the ProSe Function. It enables the interaction between UE and ProSe Function. PC3 relies on EPC user plane for transport (i.e. an “over IP” reference point).
PC4:	It is the reference point between the EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. With EPC-level ProSe discovery PC4 is used by the ProSe Function in the role of LCS client to query the SUPL Location Platform (SLP) defined in [x].
PC4x:	It is the reference point between IMS and ProSe Function. It is an ISC interface as defined in IMS [73]. This interface may be used by the ProSe Function to get Presence status as well as information of the UE being registered/de-registered on the network.
PC5:	It is the reference point between UE to UE used for control and user plane for direct discovery, direct communication and ProSe relay.
PC6	This reference point enables ProSe discovery between users subscribed to different PLMNs.

4.3.3	Reference Point Requirements

4.4	Network Elements
4.4.1	General

4.5	High Level Function
The ProSe Function in the network (as part of EPS) defined by 3GPP has a reference point towards the App Server, towards the EPC and the UE. The functionality includes the following:
-	Storage of ProSe-related subscriber data and/or retrieval of ProSe-related subscriber data from the HSS;
-	Authorization and configuration of the UE for ProSe Discovery through Communication;
-	Interaction with UE over PC3 reference point;
-	Interaction with 3rd party Application Servers over PC2 reference point;
-	Interaction with ProSe Functions in other PLMNs over PC6 reference point;
-	Provide functionality for charging (via or outside of EPC e.g. offline charging).
Application servers, which are users of the ProSe capability for building the application functionality, are defined outside the 3GPP architecture. In order to be able to use ProSe, the Application Server needs to support the following capability:
-	UE provisioning via PC1 with ProSe Application ID(s) for ProSe Discovery through Communication;
-	UE configuration via PC1 with parameters used for out-of-coverage ProSe Discovery through Communication (e.g. ProSe Layer-2 Group ID, pre-shared group security key, digital certificates, etc.).

4.6	Identifiers
4.6.1	General

4.6.x	Identifiers for ProSe Discovery through Communication (DtC)
The following identities are used for ProSe Discovery through Communication: ProSe Application ID, ProSe Layer-2 Group ID, ProSe UE ID and Application Layer User ID.
In the context of ProSe Discovery through Communication, ProSe Application ID is used to identify a (target) population. It can be defined to point to a single user or to a group of users. The definition of these identifiers is out of 3GPP scope in this release.
For the case of network –based interpretation services, a UE may get assigned by the network one or more ProSe Codes.
4.6.y	Allocation and handling of ProSe UE ID and ProSe_Code in ProSe Discovery through Communication (DtC)
The ProSe UE ID can be self-assigned by the UE or configured in the UE (e.g. for out of network coverage operation). Also, the network may allocate the ProSe UE ID or a ProSe_Code in the following use cases:
· The network operator desires to guarantee uniqueness of the ProSe UE ID;
· The network operator desires to offer services based on interpretation of a ProSe_Code.
In order to guarantee uniqueness and in order to deliver network-based interpretation services precise formats of the ProSe UE ID are used. For the case of network –based interpretation ProSe discovery services, a UE may get multiple ProSe_Codes assigned for network –based interpretation ProSe discovery services.
Editor's note: The format of the ProSe_Code for Network-based interpretation ProSe discovery services is FFS.
A ProSe UE ID is also a way to divorce the identity discovered via discovery procedures and the Application Level User IDs used by applications. Indeed, a mapping to application level user identities is required to determine the identity of the user discovered. 
The procedure for network allocation of the ProSe UE ID is defined is shown in figure 4.6.y-1


Figure 4.6.y-1: ProSe UE ID assignment and registration
1.	The UE obtains the ProSe UE ID (or ProSe_Code, for network based interpretation ProSe discovery services)  from the network, by interacting on the user plane with the Prose Function.
2.	The UE, for applications which are authorized to access the ProSe UE ID based on configuration information, and that require it, optionally registers with the related Application Server the mapping of the related ALUID with the ProSe UE ID obtained in step 1 using an application specific method. This step is not executed for network –based interpretation ProSe discovery services.
3.	The Application Server provides the mapping of the ProSe UE ID to the ALUID to the application clients of UEs which are registered as buddies of the application user using an application specific method.
The format of the ProSe UE ID may include the MCC/MNC of the operator that has generated it to guarantee its uniqueness. For applications that allow a partial matching, a hierarchical structure outside of the scope of 3GPP may be used.
The UE may request the network to reallocate the ProSe UE ID as in figure 4.6.y-2


Figure 4.6.y-2: UE requested ProSe UE ID reallocation
1.	The UE requests the prose function to allocate a new Prose UE ID by sending on the user plane a UE requested ProSe UE ID reallocation request (GUTI).
2.	The network assigns the new ProSe UE ID by responding with a UE requested ProSe UE ID reallocation Accept (new ProSe UE ID)
The network may assign a new ProSe UE ID as in figure 4.6.y-3:


Figure 4.6.y-3: Network initiated ProSe UE ID reallocation
1.	The Prose Function allocates a new Prose UE ID by sending on the user plane a Network Initiated ProSe UE ID reallocation request (new ProSe UE ID).
2.	The UE accepts the new ProSe UE ID by responding with a Network Initiated ProSe UE ID reallocation Accept ().
Figure 4.6.y-4 documents the overall handling of the Prose UE ID, including provisioning aspects:


Figure 4.6.y-4: ProSe UE ID handling during discovery
0.	A D2D Provisioning Function (DPF), provisions discovery policies per application and per UE in each UE ProSe Manager on an ongoing basis (so that any policy update is readily provided to the UE). The discovery policies allow the operator to restrict discovery function access (the default is e.g. "allow"), and in particular:
-	Determine which application cannot participate in ProSe Discovery through Communication.
-	Determine which applications can cause the UE to announce using a Beacon message and if so using which Destination Layer 2-ID.
- 	Determine which applications can monitor Beacon messages and if so whether on specific Destination Layer 2 IDs or on the broadcast Layer-2 ID or both.
-	Determine which UE cannot be discovered for a certain application.
-	Determine which UE cannot discover other UEs for a certain application.
-	Determine whether restrictions apply for a UE for ProSe Discovery through Communication.
-	Determine which applications can use network based interpretation ProSe discovery services and obtain ProSe Codes
1.	The UE ProSe Manager (part of the UE responsible for ProSe UE ID handling and Discovery procedures) obtain a ProSe UE ID or a prose Code from the Prose Function.
2.	Once the Prose Manager obtains the ProSe UE ID, it can provide it to applications that request it based on the discovery policies that are provisioned in step 0.This is repeated every time a new ProSe UE ID is allocated. If an application requires to participate in ProSe discovery or in monitoring ProSe Codes for network based interpretation ProSe discovery services, it registers with the ProSe Manager its Prose Application ID, or, for network based interpretation ProSe discovery services, it would register one or more ProSe Code matching criteria. Based on this information, the ProSe manager can notify the application of the value of an incoming ProSe UE ID when a Targeted Discovery Request message or a Beacon message is received so the application may also decide whether to do any additional processing e.g. for security. For network based interpretation ProSe discovery services, when a match occurs, the ProSe manager would be triggered to request the network to interpret the ProSe code. Additional steps for describing network based interpretation ProSe discovery services are not described in this diagram.
3.	Application clients in the UE register the ProSe UE ID of the respective UE with the applications alongside its own preferences and settings. The application servers return a mapping of ProSe UE IDs to the user's potential discovery targets user identities. The Application Server may also provide the preferences and settings of the remote parties in terms of privacy settings, etc. The application may also provide its own policies as to whether the user can discover or can be discovered and whether it can do so per remote user ProSe UE ID. This step is repeated every time the ProSe UE ID is renewed and also remote parties get notified asynchronously by the application server when a UE updates its ProSe UE ID. This step and the following steps are not executed for network based interpretation services.
4.	The UEs execute the discovery procedures. In step 4a the UEs request the discovery services (Model A or Model B discovery). In step 4b the application is notified of discovery-related events (e.g. incoming Beacon messages, incoming Targeted Discovery Request messages, incoming Targeted Discovery Response messages).
5.	Optionally (as the application client may not require end user interaction), the end users of the UEs is notified by GUI of the proximal users based on network and application-layer preferences and settings so they can take any actions.
Out of network coverage operates based on pre-provisioned information. The Prose UE ID is provisioned in the UE as well as any secrets related to ProSe Application IDs used in ProSe Discovery through Communication. Network based interpretation ProSe discovery services are not used if the UE is out of network coverage.

5	Functional Description and Information Flow
5.1	Control and user plane stacks

5.x	Procedures for ProSe Discovery through Communication (DtC)
5.x.1	General
ProSe Discovery through Communication (DtC) relies on signalling messages that are carried within the same layer-2 frames as those used for ProSe communication.


Figure 5.x.1-1: Layer-2 frame format for ProSe UE-to-Network Relay discovery, ProSe direct communication and ProSe Discovery through Communication
A simplified layer-2 frame format for ProSe UE-to-Network Relay discovery, ProSe direct communication and ProSe Discovery through Communication is depicted in Figure 5.x.1-1. In reference to the header fields the following applies:
· The Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier.
· The Source Layer-2 ID that is always set to a unicast identifier.
· The unicast, groupcast and broadcast identifiers are assumed to have the same size.
· The Frame Type field shall be able to indicate whether the frame payload carries a DtC signalling message or a data packet. In the former case the Frame Type indicator shall be able to indicate the DtC signalling message name.
· The following DtC signalling messages are needed: Targeted Discovery Request, Targeted Discovery Response, and, potentially, a Targeted Discovery ACK and Beacon.
· The following DtC signalling message is used to trigger establishment of secure communication link over PC5: Direct Communication Request.
Editor’s note: The exact number of messages is to be defined by CT1 as part of Stage 3 work.
Editor’s note: The assumptions on the Layer-2 frame for ProSe communication need to be confirmed by the RAN groups.
The content carried within the signalling message payload is limited in size only by the maximum layer-2 frame size.
The initial DtC signalling message is sent on a broadcast or groupcast Destination Layer-2 ID. The subsequent DtC signalling messages are carried in layer-2 frames with unicast Destination Layer-2 ID.

5.x.2	Procedures for ProSe Discovery through Communication (DtC)
Depicted in Figure 5.x.2-1 is the procedure for ProSe Discovery through Communication allowing a group member to discover group members in vicinity: the Identity that a UE discovers or announces is either the ALUID or the ProSe UE ID. The ProSe UE ID may potentially be the same as the Source Layer-2 ID.


Figure 5.x.2-1: ProSe Discovery through Communication procedure for a group member
1.	The user of UE-1 (the discoverer) wishes to discover whether there are any members associated with a specific ProSe Application ID in proximity. UE-1 groupcasts a Targeted Discovery Request (ProSe Application ID, ALUID or ProSe UE ID) message. ProSe Application ID indicates the targeted discoverees. ALUID is the Application Layer User ID of the discoverer and ProSe UE ID is the ProSe UE ID of the discoverer’s UE.
NOTE: For the use of additional parameters refer to the description of UE-to-Network Relay discovery.
The Destination Layer-2 ID field is set to the ProSe Layer-2 Group ID associated with the targeted ProSe Application ID that is pre-configured for all group members. The Targeted Discovery Request message payload is encrypted using the group master key configured for this ProSe Application ID.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Request message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be statically configured or generated on the fly by UE-1.
2.	The Targeted Discovery Request message is received by UE-2, UE-3, UE-4 and UE-5.
By inspecting the Destination Layer-2 ID field in the received layer-2 frame, UE-2, UE-3 and UE-4 determine that the frame is related to a group of which they are members and proceed to decryption with the group master key configured for this group. Each one of UE-2, UE-3 and UE-4 responds directly to UE-1 with a Targeted Discovery Response (ALUID or ProSe UE ID) message. ALUID is the Application Layer User ID of the discoveree, and ProSe UE ID is the ProSe UE ID of the discoveree.
The Targeted Discovery Response message payload is encrypted using the group master key configured for this ProSe Application ID. The knowledge of the common group master key is a means for implicit mutual authentication between the discoverer and each of the discoverees.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Response message is set to the Layer-2 ID of the discoveree UE. This Layer-2 ID can be statically configured or generated on the fly by the discoveree UE.
The Destination Layer-2 ID field in the layer-2 frame is set to the Layer-2 ID of the discoverer UE (UE1) that was received in the Source Layer-2 field in step 1.
Non-member UEs (UE-5) discard the received message based on the Destination Layer-2 ID value.
Depicted in Figure 5.x.2-2 is the procedure for ProSe Discovery through Communication allowing a non-member user to discover specific group’s members who are located in vicinity.


Figure 5.x.2-2: ProSe Discovery through Communication procedure for a non-member
The ProSe Discovery through Communication procedure for a non-member is largely the same as the procedure for a group member, with the following notes:
-	it is not possible to assume that a mapping between a ProSe UE ID and ALUID exists in the peer UE;
-	the layer-2 frame in step 1 is broadcasted by setting the Destination Layer-2 ID field to a well-known broadcast value. The frame payload is not encrypted;
-	the Targeted Discovery Request and Targeted Discovery Response message may include security-related parameters (e.g. Security(1), Security(2), Security(3), Security(4) in Figure 5.x.2-2);
-	there may be more than one Targeted Discovery Request/Response/ACK consecutive rounds in order to conclude the security procedure (e.g. a 3 or 4-way handshake may apply depending on SA3 decisions). In reference to Figure 5.x.2-2, steps 3 and 4 are part of the same ProSe Discovery through Communication transaction as steps 1 and 2;
Editor’s note: The security details of this procedure will be studied in SA3. It is expected that the users should be able to authenticate each other using certificates issued by a trusted certificate authority.
Depicted in Figure 5.x.2-3 is the procedure for ProSe Discovery through Communication allowing a group member to announce itself to UEs in vicinity: the Identity that a UE announces is either the ALUID or the ProSe UE ID. The ProSe UE ID may potentially be the same as the Source Layer-2 ID.

Figure 5.x.2-3: Beacon procedure for a group member
1.	The user of UE-1 (the announcing UE) wishes to announce itself to any UE or to any members associated with a specific ProSe Application ID in proximity. UE-1 groupcasts or broadcasts a Beacon (ProSe Application ID, ALUID or ProSe UE ID, additional parameters) message. ProSe Application ID indicates a specific application group the user of UE1 is affiliated with and it may not be present if the announcing user is not a member of any group. ALUID is the Application Layer User ID of the announcing user and ProSe UE ID is the ProSe UE ID of the announcing UE. Additional parameters can be conveyed (e.g. whether the UE is a relay or not, whether it is in connected status or not, which network a relay may provide access to etc.).
NOTE: For the use of additional parameters refer to the description of UE-to-Network Relay discovery.
The Destination Layer-2 ID field is set to the ProSe Layer-2 Group ID associated with the targeted ProSe Application ID that is pre-configured for all group members. Alternatively, if the announcement is to a well-known broadcast address. The Beacon message payload may be encrypted using the group master key configured for this ProSe Application ID when the announcement applies to group members only.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Request message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be statically configured or generated on the fly by UE-1.
Editor's Note: It is FFS whether the ProSe UE ID and the Layer-2 ID of the UE can be the same value.
Depicted in Figure 5.x.2-4 is the procedure for ProSe Discovery through Communication used for open ProSe discovery based on network interpretation of ProSe UE ID.



Figure 5.x.2-4: Beacon procedure for open ProSe discovery
1.	The user of UE-1 (the announcing UE) wishes to advertise a commercial service to any UE in vicinity. UE-1 broadcasts a Beacon (ProSe_Code) message. ProSe_Code is the open ProSe discovery announcement information of the announcing UE. A portion of the ProSe_Code indicates the type of business allowing the monitoring UEs to filter Beacon messages that they are not interested in. The rest of the ProSe_Code is opaque and requires network interpretation in order to be rendered in a message that is meaningful to the monitoring UE.
The Destination Layer-2 ID field is set to a well-known broadcast Layer-2 ID.
The Source Layer-2 ID field in the layer-2 frame carrying the Targeted Discovery Request message is set to the Layer-2 ID of UE-1. This Layer-2 ID can be statically configured or generated on the fly by UE-1.
2.	The monitoring UEs receive the message and perform filtering based on the ProSe_Code portion indicating the business type. For ProSe_Codes that pass the filtering test, the UE sends the ProSe_Code to the ProSe Function for interpretation.
Editor's Note: The details of the ProSe_Code composition and the procedure for network-based interpretation of a ProSe_Code are FFS.
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