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Abstract of the contribution: The contribution proposes to conclude that both Model A (“I am here!”) and Model B (“Who is there? / Are you there?”) ProSe direct discovery shall be supported based on solution D3/D6 (also referred to as Discovery through Communication or DtC).
1
Discussion
From lower-layer perspective, the direct discovery solutions in TR 23.703 fall in one of the following two categories:

· Solutions that rely on distinct RAN physical layer capability for discovery (e.g. D1);

· Solutions that rely on the RAN physical layer capability for ProSe communication (e.g. D3/D6). These solutions will further be referred to as “Discovery through Communication” or DtC solutions.
An important difference between the two categories is that D1-like solutions assume a fixed size message on the radio. A value of 100-130 bits has been proposed for D1 in TR 23.703, while the incoming RAN2 LS (R2-134591) refers to values between 32 and 256 bits.
In contrast, the DtC solutions are not constrained in the message size because they rely on the layer-2 frames designed for ProSe communication.

This constraint in message size may not be a big limiting factor in Model A type of solutions (albeit in some cases it can be desirable to announce some richer information than a limited size code).

The message size constraint of D1-like solutions severely limits their applicability to Model B discovery for several reasons. Consider the following excerpt from the D1 description
If the UE or application is configured to support discovery using Request/Response and can announce a discovery message indicating in the "Discovery mode" field  set to "Discovery Request" and the ProSe Application Identity of another UE or Group. In this case the recipient(s) of this message can respond with a discovery message that contains "Discovery mode" field set to "Discovery Response" and indicate their ProSe UE Identity(ies) or ProSe Application Identity(ies) at the next discovery interval (if required based on the protocol design).
1.1
“Who wants to know?” problem
According to the D1 description, when D1 is used for Model B discovery, the discoverer includes the ProSe App ID in the request (yellow highlight). However, the request does not include the identity of the discoverer. The discoverees should not be expected to respond to a question from someone who does not reveal its identity. In particular for Public Safety application responding to anyone’s questions would allow a malicious discoverer to gather information about the presence of a specific group’s members in vicinity. This is clearly not desirable.
DtC solutions do not have this problem because the request message payload may include both the question (e.g. the targeted population) and the discoverer’s identity.

1.2
“How do I respond?” problem
As already captured in an FFS note in D1 (and also in the cyan highlight above), it is currently unclear whether the discoveree should respond with the ProSe App ID contained in the request message or with its own ProSe UE ID:

· Responding with the ProSe App ID alone has obvious problems with identity spoofing. Indeed, if the discoverer asks “Is anyone from Group X there?”, a malicious user can respond with “Someone from Group X is here!”, even if he is obviously not a member of Group X. The problem is the same when the target is an individual user (“Is individual ABC there?”; “Individual ABC is here!”);
· Responding with the ProSe UE ID alone is not enough because the discoverer will be unable to discriminate responses that match its request. Ideally, the response should carry both the ProSe App ID (for request-response matching purposes) and the ProSe UE ID, but this means that the messages on the radio will not be constant in size.
DtC solutions do not have this problem because by definition they can carry variable-size payloads. In addition to the ProSe App ID and ProSe UE ID, the response message payload may be used to carry additional parameters, including a credential to authenticate its asserted identity (e.g. a challenge based on a pre-shared secret or a digital certificate).

1.3
“How do I proceed with ProSe communication?” problem
Suppose that the discoverer makes a “Who is there?” request and obtains the response “ProSe UE ID = XYZ is here!”. If the discoverer knows that “ProSe UE ID = XYZ” corresponds to someone with whom it wishes to engage in communication, it can do so by using the ProSe UE ID as a Destination Layer-2 ID in the layer-2 communication frames. 
Again it is assumed that the ProSe UE ID of all UEs that are potentially interesting to the discoverer have already been disseminated via the network. When operating out of coverage though, the dissemination of ProSe UE IDs is not possible, and the only alternative is to fall back to statically configured ProSe UE IDs. While this approach adds to the burden of maintaining two ProSe UE IDs (one dynamic and one statically configured for each UE that is of potential interest), it has some obvious issues, such as UE identity tracking. Another issue is that the user’s identity is linked to the “hardcoded” identity of the user’s terminal. In case the user needs to change a defunct UE with another one (while out of network coverage), it will automatically become unreachable.
DtC solutions which do not need to depend on a mapping between ProSe UE ID to a user identity do not have this problem because the identities used for discovery are carried within the message payload, whereas the identities used for subsequent communication (the Layer-2 IDs) are carried in the message header. The Layer-2 ID is just an enabler for the UE-to-UE communication and can actually be dynamically self-assigned (e.g. to avoid any identity tracking), and need not be disseminated via the network.
1.4
“How can I trust my peer?” problem
Suppose the discoverer asks “Who is there?” and the discoveree responds “Individual ABC is here!”. Note that the discoveree has asserted an identity, whereas the discoverer hasn’t even done that. In particular for Public Safety (but not only) it is of paramount importance to allow the two parties to mutually authenticate each other. This could be done based on a pre-shared secret or digital certificates. The certificate size can be quite large (e.g. typically 1 kByte) and it clearly will not fit within the 100-130 bits of D1-like solutions.
DtC solutions do not have this problem because the message payload is practically unlimited in size and can carry any security-related information (e.g. challenge, certificate, etc.). If required by the underlying security mechanism, it is also possible to perform several consecutive DtC transactions (e.g. to support a 4-way security handshake required by some security mechanisms). 

1.5
“How can I discover unaffiliated users?” problem
Note that in the discussion so far it was commented that D1-like solutions need to keep track of ProSe UE IDs that are associated with a specific ProSe App ID. However, in some Public Safety use cases the discoverer and the discoveree are not affiliated. For instance, on a major incident spot, the incident commander may wish to discover some of the medical staff present on the spot. Given that the two are unaffiliated, the incident commander in the role of discoverer would be unable to understand any detected “ProSe UE ID” in the response.
With DtC solutions the users do not need to be affiliated with each other in order to discover each other. The Layer-2 IDs are just a vehicle for passing information to each other, and are not used as discovery identifiers. Not only the two unaffiliated users will be able to discover each other by asserting their respective identities, but will also be able to mutually authenticate each other’s asserted identity e.g. by using digital certificates.

1.6
On discoveree’s response
When there are 50+ group members who wish to respond to the discoverer’s question, collisions will necessarily ensue. D1 states that the discoverees respond in the “next discovery interval” (red highlight above). Due to the likely collisions in the “next discovery interval”, the number of responses detected by the discoverer is unlikely to correspond to the number of responses sent. As already captured in an FFS note in 23.703, it is unclear how many times the response should be repeated in order to increase the likelihood of getting the response through. (Note though that if all 50+ discoverees respond again and again in the “next discovery interval”, the problem of collisions will not be alleviated).
DtC solutions do not have this problem because the responses are transmitted as unicast messages for which it is possible to use MAC-layer feedback (if not in this release, because of the agreed prioritisation, then in a future release). If the response message is not ack’d, the discoveree can repeat its response using traditional mechanisms for collision avoidance such as exponential back-off. 

1.7
UE-to-Network Relay selection
In SA2#100 it was agreed that “Relay selection on PC5 takes into account information that is announced by, or solicited from, the UE-to-Network relay and that reflects a meaning such as "I can act as a relay for public safety".”. The latter option (“solicited from”) may be considered as a use case for Model B discovery. In this case the discoverer is looking for a specific service (“relay”) rather than a specific user.

While it is possible to use either solution type for this purpose (e.g. by defining a specific ProSe App ID with the meaning of “relay service”), DtC has the following advantages over D1-like solutions:

· DtC can provide a much more granular request e.g. “Looking for a relay that is authorised for relaying Group X and Group Y”. Any relays that are not authorised to relay communication for these groups will then refrain from responding;

· If the discoverer intends to use the relay service only from the members of a specific group, it can groupcast the request message on the ProSe Layer-2 Group ID corresponding to this group and encrypt the payload with the pre-configured group security key so that non-members cannot even understand what the request is all about.
· Setting up communications with the relay is quite straightforward as the UE knows the Layer-2 ID of the relay once it has discovered it (and vice-versa)

· DtC already uses a generic signalling mechanism which may be needed to further establish a PtP link to the relay (e.g. to select an APN or a certain QoS)
1.8
DtC can also support Model A discovery
In reference again to the agreed conclusion on UE-to-Network Relay: “Relay selection on PC5 takes into account information that is announced by, or solicited from, the UE-to-Network relay and that reflects a meaning such as "I can act as a relay for public safety".”. The former option (“announced by”) may be considered as a use case for Model A discovery. In this case the Relay UE can broadcast a Beacon message containing fine-grained information about the Relay UE capabilities, connected PLMN ID, any application-specific information (e.g. which Public Safety groups are authorised to use this relay service), etc.
As in the Model B case described previously, the Beacon message allows the interested UEs to learn the Layer-2 ID of the Relay UE (because it is carried in the Source Layer-2 ID) and subsequently establish a PtP link with the Relay UE.

If the Relay UE’s user is affiliated with the out of coverage UE (i.e. it shares a common group secret key), the Relay UE can encrypt the payload of the Beacon message so that unaffiliated UEs will not even be able to understand the meaning of the advertised service.

Last but not least: DtC can also support open ProSe discovery with network-based service interpretation. In this case the announcing UE transmits a Beacon message carries a ProSe Code, as defined in solution D13.
2
Proposal
Based on the analysis in the discussion section of this paper it is proposed that:

Both Model A and Model B discovery shall be supported using the DtC solution (D3/D6).
It is proposed to agree the text proposal below for inclusion in TR 23.703.
######################### TEXT PROPOSAL FOR TR 23.703 #########################

7.x
Evaluation of Discovery through Communication (DtC) solutions
The Discovery through Communication (DtC) solution (D3/D6) has the following advantages:

· Relies on the RAN ProSe broadcast communication capability over PC5 i.e. does not require any dedicated RAN capability that is specific to ProSe discovery.
· Defines a set of DtC signalling messages (e.g. Targeted Discovery Request, Targeted Discovery Response, Beacon). The set of DtC signalling messages can be extended over time as new needs arise in the future.

· The content carried within the DtC signalling message payload is practically unlimited in size and can be extended to transfer additional information (e.g. security related information, UE/application state and capabilities, etc.) along with the discovery identities. Of course it is not assumed this freedom is "misused", i.e. efficient/reasonable use of bits is still assumed while not strictly required.
· When used for discovery of affiliated users who share a common ProSe Layer-2 Group ID and common group security key, it is possible to exchange the request/response messages with encrypted payload.
· If required by the underlying security mechanism, it is possible to perform several consecutive DtC transactions (e.g. to support a 4-way security handshake required by some security mechanisms).
· It is possible to mutually authenticate two users even when they are out of network coverage and even if they are not affiliated to each other (e.g. by using digital certificates).
· The Layer-2 IDs carried in the layer-2 frame header are enablers for the UE-to-UE communication and are not directly used for discovery purposes. This means that the layer-2 identifiers can be self-assigned on the fly, which prevents identity tracking. It also allows a user to switch from one UE to another without the need of informing all potential discoverers of the change.
· The discoveree’s response is sent in unicast mode to the discoverer for which it is possible to use a lower-layer feedback.
· DtC allows the discoverer to send a fine-grained request for ProSe UE-to-Network Relay selection (e.g. “Looking only for relays that are authorised for relaying Group X and Group Y”). If the discoverer intends to use the relay service only from the members of a specific group, it can groupcast the request message on the ProSe Layer-2 Group ID corresponding to this group and encrypt the payload with the pre-configured group security key.
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Figure 7.x-1: Layer-2 frame format for Discovery through Communication
DtC requires the definition of the following functionality in the RAN groups:

· A layer-2 frame header (see Figure 7.x-1) containing at least a Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier, and a Source Layer-2 ID that is always set to a unicast identifier.

· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· The layer-2 frame header shall be able to indicate whether the frame payload carries data or DtC signalling message.

· The following DtC signalling messages are carried within the layer-2 frame payload for discovery purposes: Targeted Discovery Request, Targeted Discovery Response, Beacon. These messages permit the support of both Model A and Model B of discovery.
Editor’s note: it is expected that work on DtC in other working groups will be organised as follows:

· RAN2 WG shall specify the Frame Type field able to discriminate at least between user data and DtC signalling (more could be added later on so maybe some spare capacity could be desirable.
· CT1 WG shall specify the payload of the DtC signalling messages, including the message type
· SA3 WG shall define security mechanisms for the procedures agreed in SA2.

· RAN1 WG may use the signalling traffic profile generated by DtC signalling for evaluation of ProSe communication solution candidates. 
######################### NEXT CHANGE #########################

8.5
Conclusions for ProSe direct discovery

Normative work needs to proceed as follows:

-
PC3 interface is used for ProSe configuration and the functional entity that provisions the UE with some necessary parameters is a new EPC node and named Direct Provisioning Function (DPF);

Editor's note:
The mechanism for UE authorisation from PLMNs that are involved in the discovery procedure is FFS.

Editor's note:
The mechanism for authorisation for applications using ProSe direct discovery is FFS.

-
Necessary subscription parameters in HSS will be defined for ProSe direct discovery as will be determined by the related procedures;

-
For operator controlled open discovery the allocation and processing mechanisms via PC3 for ProSe Application Identities is based in principle on solution D13;

Editor's note:
It is FFS if allocation and processing mechanisms for Prose Application Identities over PC3 use 3GPP control plane or user plane.

-
The format of ProSe Application Identities for open discovery may have a structure so as to allow partial matching at the UE side reflecting application-specified interests, and thus reduce the number of processing of discovered ProSe Application Identities;

-
The values of ProSe Application Identities as defined in D13 for open discovery is not expected to be specified in 3GPP, but another organization is expected to specify that on behalf of operators' community (e.g. GSM Association).

-
ProSe Application Identities for open discovery shall have a standards defined format in 3GPP to allow the 3GPP function to process them. The exact format is FFS.

-
Both discovery models "I am here" (model A) and "who is there"/"are you there" (model B) as described in clause 4.1.4 are relevant.

-
Model A and Model B discovery shall be supported using the Discovery through Communication (DtC) solution D3/D6 described in clause x.y.z [this clause is proposed in a companion paper for this meeting S2-140317].
Editor's note:
The terminology for ProSe Application Identities needs to be aligned e.g. relationship with ProSe_App_IDs and ProSe_Codes as in D13.

As the result of the SA2 study phase the solution may require at least the definition of the following functionality by the RAN groups:

-
Discovery message format and signalling in the access stratum;

-
Mechanism for radio resource management and how to signal the radio resources to the UE. This includes also allocation of radio resources of each sharing operator in the network sharing case.
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