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Conclusions

Annex A captures the decisions reached in Release 12 as a result of the study with regard to network-based solutions, and provides source text that can be used for CRs to TS 23.228 for Release 12 to populate it with normative text for the WebRTC access to IMS feature. This annex is comprised of elements of all network-based solutions in the TR and supersedes them in Release 12.
Annex X:
WebRTC access to IMS – network-based architecture
X.1
Overview

X.1.1
Abbreviations

BFCP
Binary Floor Control Protocol
CEMA
Connection Establishment for Media Anchoring
DTLS
Datagram Transport Layer Security

GTT
Global Text Telephony

eP-CSCF
P-CSCF enhanced for WebRTC

eIMS-AGW
IMS-AGW enhanced for WebRTC

ICE
Interactive Connectivity Establishment

JS
JavaScript

JSON
JavaScript Object Notation

MSRP
Message Session Relay Protocol

REST
Representational State Transfer
SRTP
Secure Real Time Protocol

TLS
Transport Layer Security

TNA
Trusted Network Access

WIC
WebRTC IMS Client

XMPP
Extensible Messaging and Presence Protocol
WWSF
WebRTC Web Server Function
X.1.2
Assumptions

· In this annex, the word "UE" can correspond to either a 3GPP or a non-3GPP terminal.
· The JS execution environment that executes the WIC has no standardized way to access an ISIM/USIM on any terminal.

· This Release specifies an option to use a signalling interface from the UE to the network based on SIP over WebSocket, which is used as the information model on which other options are expected to be based. Options other than SIP over WebSocket are allowed in this Release, such as a REST based interface, JSON over WebSocket, XMPP, but are not described in this document. Any enhancements required to accommodate an unspecified signalling interface are considered compliant to the Release as long as other defined interfaces in the architecture are not impacted. 
· At the discretion of the CT groups, it is recommended that stage 3 documentation include information describing the elements of the message sequences and information model for SIP over WebSocket that need to be present for any alternative signalling interface.
· SDP offer/answer exchange is the mechanism used for media plane feature negotiation.

· In this Release, the architecture does not support media multiplexing that is defined for WebRTC clients.

NOTE 1: 
A JS downloaded in a WIC accessing IMS services is not expected to allow usage of media multiplexing in the browser. If an SDP offer with media multiplexing was nevertheless sent to the network the part of the SDP offer associated with media multiplexing would be removed at the entry of the IMS network.

· In this Release, WebRTC specific media plane extensions will be handled at the access edge and will not be propagated to other IMS functions.
· This Release specifies DataChannel transport options for MSRP, BFCP and T.140. Other options are allowed in this Release, but are not described in this document.
· In this Release, in case of a network based interworking between WebRTC and IMS, for 3GPP and EPC access from a WebRTC client: 

-
Use of available techniques to select preferred access technologies and APNs, and to provide IP address continuity, are allowed but not described.

-
When the WebRTC client is served by an IP-CAN in a configuration that supports PCC, it is possible to request QoS within the IP-CAN for WebRTC media.

NOTE 2:
To ensure full end to end QoS support, proper IP forwarding policies should be set in the path between the PGW and the Functions supporting media interworking to the IMS.

-
QoS can be provided in configurations where the IMS can identify the transport (TCP-UDP/IP) addresses handled by the PCEF and where based on this information PCC functions can identify the UE media flows to prioritize.
X.1.3
Signalling architecture

Figure X.1.3-1 shows the WebRTC IMS signalling architecture. The WWSF (WebRTC web server function) is located either within the operator network or within a third party network and is the first web server contacted by the user (generally by clicking on a link or entering a URL into the browser). The P-CSCF enhanced for WebRTC (eP-CSCF) is the endpoint for the signalling connection from the client and is located in the operator network. 
NOTE 1:
The presence of dashed elements in the figure depends on the configuration. 
PCC functional elements are present only for 3GPP access with QoS. 
The corresponding PCC elements for fixed access are also optionally supported but not shown. 
The NAT in figure X.1.3-1 is meant for non-cellular access to IMS.
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Figure X.1.3-1: WebRTC IMS signalling architecture
NOTE 2:
A reference point between the WWSF and eP-CSCF might be considered in future Releases.

NOTE 3:
W3 corresponds to the output of the IETF RTCWEB discussions. 
NOTE 4:
The enhanced network entities, such as the eP-CSCF, might be decomposed into multiple network elements (e.g., P-CSCF and WebRTC Signaling Function) in future Releases to address additional use cases and configurations.


X.1.4
Functional entities

X.1.4.1
WIC (WebRTC IMS Client)

A WebRTC IMS Client (WIC) is a WebRTC JS application capable of interoperating with the WebRTC IMS access architecture defined herein. The WIC application is downloaded from the WWSF within the operator network or a third party network and provides access to the communications services of the IMS. The WIC functions on any device supporting a browser (or equivalent JS execution environment) with WebRTC extensions via any IP access network with access to the internet, subject to the QoS and reachability limitations of the access network. The WIC places no other requirements on the UE on which it is executed.
X.1.4.2
WWSF (WebRTC Web Server Function)


The WebRTC Web Server Function (WWSF) is the initial point of contact in the Web that controls access to the IMS communications services for the user. The WWSF has the following characteristics and functions:

-
The WWSF is located either in the operator network or a third party network authorized by the operator network.
-
The WWSF provides the Web page presenting the user interface to the user for IMS access.
-
The WWSF provides the JS WIC application for downloading to the browser on the UE.
-
If the WIC does not enforce the use of IMS authentication for the user, the WWSF manages the correct and consistent allocation of authorized IMS identities to WICs associated with authenticated Web identities. The JS application downloaded from the WWSF controls which authentication mode applies.
NOTE:
The WWSF represents a collection of functions that might be further split across servers or networks, so long as they behave in the aggregate as described.
X.1.4.3
eP-CSCF (P-CSCF enhanced for WebRTC)
The P-CSCF enhanced for WebRTC (eP-CSCF) is a standard P-CSCF with the IMS-ALG functionality and with the following additional conditionally mandatory characteristics and functions when enhanced to support WebRTC:
-
The eP-CSCF supports at least one WebRTC UE-to-network signalling protocol, e.g., SIP over WebSocket, JSON over WebSocket, XMPP over WebSocket, HTTP/REST interface.
-
The eP-CSCF is located in the operator network.
-
The eP-CSCF verifies any UE authentication performed by the WWSF and performs Trusted Node Authentication (TNA), as defined in TS 33.203, in IMS for UEs already authenticated by the WWSF.
-
For Web authentication scenarios, the eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.
-
The eP-CSCF performs IMS registration for WICs using either IMS or Web authentication schemes.
-
The eP-CSCF controls the media plane interworking functions provided by the eIMS-AGW, including those additional media plane functions specific to WebRTC.
-
The eP-CSCF ensures via signalling that RTP streams are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The eP-CSCF ensures via signalling that RTP and RTCP flows of an RTP stream are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability. 

X.1.4.4
eIMS-AGW (IMS Access GateWay enhanced for WebRTC)

The IMS AGW enhanced for WebRTC (eIMS-AGW) is a standard IMS-AGW with the following additional conditionally mandatory characteristics and functions:

NOTE 1:
WebRTC only supports audio including DTMF and video media using SRTP transport, and data media using WebRTC DataChannels. Hence any media plane protocol other than audio and video will use WebRTC DataChannels for transport.

-
The eIMS-AGW supports the media plane interworking extensions as needed for WICs.
-
The eIMS-AGW resides in the same network as the eP-CSCF.

-
The eIMS-AGW performs e2ae procedures for media protocols specific to WebRTC, including ICE, media consent, and DTLS-SRTP.

-
The eIMS-AGW performs any transcoding needed for audio and video codecs supported by the browser.

-
When GTT service is requested, the eIMS-AGW performs transport level interworking between T.140 over DataChannels and other T.140 transport options supported by IMS.

-
When MSRP is requested, the eIMS-AGW performs as an MSRP B2BUA between MSRP over DataChannels and the other MSRP transport options supported by IMS.
NOTE:
If CEMA extensions for transport-level interworking for MSRP are supported in IMS, the eIMS-AGW will also support this option. In this case, clause X.1.6.1 will also include a protocol architecture showing transport-level interworking for MSRP based on CEMA.

-
When BFCP service is requested for conference floor control, the eIMS-AGW performs transport level interworking between BFCP over DataChannels and other BFCP transport options supported by IMS.
X.1.5
Reference points

X.1.5.1
W1 (UE to WWSF)


The W1 reference point is between the UE and the WWSF. The HTTPS protocol is normally used to access the web page providing the UI for the WIC and to download the WIC JS application to the browser. 
X.1.5.2
W2 (UE to eP-CSCF)

The W2 reference point is the signalling interface between the UE and the eP-CSCF. SIP over secure WebSocket is a non-mandatory option for W2 in Release 12, where the SIP/SDP procedures are based on Gm with enhancements to support extensions defined for WebRTC clients, and secure WebSocket is the supported transport protocol. Other protocols are allowed on W2 for WebRTC access but are not described in this document. 
X.1.5.3
Iq (eP-CSCF to eIMS-AGW)

The Iq reference point is between the eP-CSCF and eIMS-AGW and is enhanced to control the additional bearer plane functions specific to WebRTC clients.

X.1.5.4
W3 (UE to eIMS-AGW)

The W3 reference point is between the UE and eIMS-AGW. W3 carries the user plane between the UE and the network (see clause X.1.6).

X.1.6
Media plane protocol architecture

The IMS AGW enhanced for WebRTC (eIMS-AGW) is the media plane interworking element with the functions described in subclause X.1.4.4. The eIMS-AGW provides e2ae media procedures for ICE, periodic consent, DTLS-SRTP, transcoding, and DataChannels as needed in support of MSRP, BFCP and T.140.

X.1.6.1
Protocol architecture for MSRP

Figure X.1.6.1-1 shows the protocol architecture for support of MSRP from a WebRTC IMS client (WIC). 
The eIMS-AGW provides an MSRP B2BUA to allow interoperation with existing MSRP peer endpoints. 
Use of TLS between the eIMS-AGW and peer is optional, as indicated by an asterisk (*) in the figure.
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Figure X.1.6.1-1: Protocol architecture for MSRP
X.1.6.2
Protocol architecture for BFCP

Figure X.1.6.2-1 shows the protocol architecture for support of BFCP from a WebRTC IMS client (WIC). 
The eIMS-AGW provides a transport relay function from DataChannel to TLS/TCP to allow interoperation with existing BFCP peer endpoints. Use of TLS between the eIMS-AGW and peer is optional, as indicated by an asterisk (*) in the figure.
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Figure X.1.6.2-1: Protocol architecture for BFCP
X.1.6.3
Protocol architecture for T.140

Figure X.1.6.3-1 shows the protocol architecture for support of T.140 from a WebRTC IMS client (WIC). 
The eIMS-AGW provides a transport relay function from DataChannel to RTP/SRTP to allow interoperation with existing T.140 peer endpoints. Use of SRTP between the eIMS-AGW and peer is optional as an alternative to RTP.
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Figure X.1.6.3-1: Protocol architecture for T.140
X.1.6.4
Protocol architecture for Voice and Video

Figure X.1.6.4-1 shows the protocol architecture for support of Voice and Video from a WebRTC IMS client (WIC). Transcoding (whether codec1 is different from codec2) is optional. SRTP between the UE and the eIMS-AGW relies on keying material negotiated via DTLS.
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Figure X.1.6.4-1: Protocol architecture for Voice and Video
X.2
Procedures

X.2.1
Registration

X.2.1.1
Introduction

Editor’s Note: SA3 must validate the registration scenarios and provide additional details related to security aspects of the architecture. In particular, SA3 should verify for all scenarios the security properties of at least the following aspects: the use of TLS, WSS and CORS at the relevant reference points; the use of IMS digest, TNA, and/or potentially other IMS authentication mechanisms; how to provide IMS digest authentication and registration information to the WIC; the potential use of a security token if the origin of the WWSF cannot be verified; the required trust relationships between functional entities for the scenarios; the mechanisms used to verify the required trust relationships between functional entities; and whether there are any constraints on network locations of the functional entities of the architecture in the scenarios.
The WebRTC IMS architecture supports two different IMS registration scenarios that differ in the authentication method, and ownership of the WWSF (i.e. operator network or third party). For these scenarios, the eP-CSCF verifies that the UE is executing a WIC from an authorized WWSF.
NOTE:
The example procedures in the following clauses are intended to demonstrate a way of realizing the scenarios. These procedures are not intended to constrain the security solutions provided by SA3 within the context of the agreed architecture and use cases.
Scenario 1: The user has a subscription with an individual IMPU and uses an IMS authentication mechanism (e.g. IMS digest) to authenticate with IMS. Clause X.2.1.2 provides detailed procedures for scenario 1.

Scenario 2: The user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the WWSF. The WWSF assigns IMS identities to the user based on the user's web identity (e.g. via database lookup or other translation means). Clause X.2.1.3 provides detailed procedures for scenario 2.
Editor’s Note: A third scenario described here is also under consideration for inclusion in the Release but details are still FFS. In this scenario, the user uses a web identity and authentication scheme to authenticate with the WWSF. The WWSF is located in a third party network and has a subscription with IMS for a wildcard IMPU. The WWSF assigns an IMS identity to each individual user from its assigned wildcard IMPU. The WIC uses the assigned IMS identity to access IMS services.
NOTE:
This Release does not include support for either of the following optional enhancements to the third scenario: dynamic WWSF configuration; and provision for the third party to offer its communication services in addition to IMS services.
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