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Abstract of the contribution:

This contribution provides, in the style of a CR, an overview of the normative changes that are expected when introducing a Small Data Service, that was studied under MTCe-SDDTE, as a new feature in specification TS 23.682.

Introduction

This tdoc describes the normative changes for introducing the Small Data Service in form of a CR for providing a clearer overview on the extent of functionality and the interaction with other functionality that may be expected. When a related TR conclusion is agreeable, a CR like this can be generated. 
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N.A
Small Data Service

N.A.1
Feature Description
The Small Data Service is a bearer service for efficient transfer of individual and infrequent application/user data units (e.g. an HTTP or COAP protocol data unit) between a UE and an SCS/AS. Using that data transfer service requires a subscription for the UE user and permission for the SCS/AS to submit and receive Small Data Service data via Tsp.

A specific protocol, the Small Data Transport (SDT) protocol, transfers application/user data units between a UE and an SCS/AS. Each SDT PDU is handled and transferred independent from any other SDT PDU for the same or any other UE – SCS/AS relation.  Each SDT PDU identifies the sender and the receiver of the SDT PDU. Sender and receiver may include sub-addresses to indentify, for example, the addressed service user or application on a UE. An SDT PDU originator may request confirmation of the PDU transfer or may request that transfer failure is reported. 
Network entities, serving nodes or MTC-IWFs, may add their identity to an SDT PDU when the SDT PDU enters the Core Network. This enables filtering, which is delivering or forwarding only SDT PDUs, which show identities from trusted network entities. The filtering may also apply to the sender identity of the SDT PDUs.
Charging data accumulate the number of transferred SD Messages and the total volume of transferred data per user and per SCS/AS. Subscription information determines whether the SDT PDUs need to be always routed via an MTC-IWF of the home PLMN or whether visited PLMN MTC-IWFs are permitted.

N.A.2
Protocol Stack
Following figures illustrate the protocol stack for the end to end Small Data Service. The figures show a visited MTC-IWF (MTC-vIWF) that provides specific SDT functions, like filtering or charging. An implementation may combine MME and MTC-vIWF.
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Figure N.A-1 Protocol stack for SDT data transfer via E-UTRAN
N.A.3
Feature Activation and Capability handling

The UE and the serving node exchange information on their ability to support the Small Data Service when the UE registers with the network (i.e. during EPS Attach, Tracking Area Update, GPRS Attach and Routeing Area Update). When both the serving node and the UE support the Small Data Service and the subscription allows for it, the serving node registers its MTC-vIWF address with the HSS (i.e. in Update Location request upon initial attach, TAU or RAU). The HSS stores it and provides this address when being interrogated for the UE’s serving node for Small Data Service.

N.A.4
Procedure flows

N.A.4.1
Uplink Small Data transmission
The figure below illustrates the uplink small data transmission from UE to SCS/AS. The MTC-vIWF may be a standalone entity or combined with an MME.
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Figure A.N-1: uplink small data message transmission procedure

1.
The UE has an uplink SD Message to transfer and establishes a signaling connection when in idle mode. The UE sets the Receiver ID in the SD Message and it may set the Sender ID (MSISDN or external ID). The UE marks in the SD Message whether a delivery acknowledgement or non-acknowledgement is wanted and if wanted it assigns a message sequence number to the SD Message. 

The NAS requests the AS to establish an RRC connection for SD transfer. The UE sends an RRC Connection Request and the Establishment cause indicates “MO data” or “delay tolerant” if the UE is configured for low access priority.

Editor’s note:
RAN2 or CT1 may consider the need for a dedicated “Small Data” RRC establishment cause.
2.
The eNB performs admission control based on establishment cause and accepts with sending RRC Connection Setup. 
3.
The UE sends RRC Connection Setup Complete including the NAS PDU with the SD Message. This is an Initial NAS message that carries the SD Message in its encrypted part.

Editor’s note: When identifying relevant reasons, e.g. due to backwards compatibility issues or major gains in providing the desired functionality, RAN and CT may consider alternatives, e.g. extending the Service Request message and define an appropriate NAS response message for establishing the NAS signalling connection before transferring the SD Message by another NAS message, which adds two additional NAS message transfers via the radio and S1 interfaces to the shown flow.
4.
The eNB sends the Initial UE Message with the NAS PDU to MME. The eNB may wait with configuring the UE for measurement reporting, i.e. with a related RRC reconfiguration signaling, until a UE Context is received from the MME, specifically for RRC establishment causes “MO data”.

NOTE:
The MME determines from the NAS messages that the signalling connection is for SD transfer and doesn’t send any UE context to the eNB, which avoids that the eNB performs RRC signalling to configure the UE for measurement reporting. 


Editor’s note: If RAN2 or CT1 define a dedicated “Small Data” RRC establishment cause then the eNB would not have to wait for the UE context from the MME in order to decide not to configure the UE for measurements reporting. 

5.
On receiving the SD Message, the SGSN/MME verifies the UE has set a correct sender ID in the SD Message. If the SD Message contains no sender ID, the MME adds the UE’s Sender ID (IMSI, MSISDN or external ID). The MME forwards the SD Message to the MTC-vIWF that is configured in the MME.


If no Acknowledgement or Non-Acknowledgement are requested the MME continues with steps 13/14.
6.
Dependent on operator configuration the MTC-vIWF adds its identity to the SD Message to enable message filtering. The MTC-vIWF determines the appropriate MTC-IWF from the sender ID. The MTC-vIWF forwards the SD Message to the determined MTC-IWF.

7.
The MTC-IWF verifies whether the SD Message shows an identity from a trusted MTC-vIWF. The MTC-IWF determines the SCS/AS using the Receiver ID and forwards the SD Message to the SCS/AS. Before forwarding the SD Message the MTC-IWF replaces IMSI (if indicated as sender ID) with MSISDN or External ID.
8.
On receiving the SD Message the SCS/AS may verify whether the SD Message shows an identity from a trusted MTC-vIWF. If a delivery acknowledgement is requested the SCS/AS returns an Acknowledgement indicating the message sequence number.

9.
Dependent on operator configuration the MTC-IWF adds its identity to the Acknowledgement. The MTC-IWF forwards the Acknowledgement to the MTC-vIWF.

10.
The MTC-vIWF verifies whether the Acknowledgement shows an identity from a trusted IWF. The MTC-vIWF forwards the Acknowledgement to the configured MME.

11.
The MME sends the Acknowledgement in an encrypted and protected NAS PDU to the eNB.

12.
The eNB transfers the NAS PDU to the UE.
13./14.
The MME/eNB releases the S1/RRC connection.

Note:
For an SD Message without Ack or Nack the normal RRC release confirms message transfer from UE to MME. This is like for the last NAS message in other NAS procedures.
N.A.4.2
Downlink Small Data Transmission
The figure below illustrates the downlink Small Data transmission from SCS/AS to UE. The MTC-vIWF may be a standalone entity or combined with an MME.
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1.
The SCS/AS sets the Receiver ID (MSISDN or external ID) and the Sender ID of the SD Message. The SCS/AS marks in the SD Message whether a delivery acknowledgement or non-acknowledgement is wanted and if wanted it assigns a message sequence number to the SD Message.

2.
The MTC-IWF queries the HSS for the Receiver ID. The HSS returns the address of the MTC-vIWF.

3.
Dependent on operator configuration the MTC-IWF adds its identity to the SD Message to enable message filtering. The MTC-IWF forwards the SD Message to the MTC-vIWF.

4.
The MTC-vIWF verifies whether the SD Message shows the identity from a trusted MTC-IWF. The MTC-vIWF forwards the SD Message to the configured MME. 

5.
If the UE is in idle mode, the MME pages the UE for establishing the signalling connection. The S1-Paging indicates the “paging priority” that is configured for SD.

Editor’s note: If RAN decides for a specific RRC establishment cause for SD, the S1-Paging will have to identify that the paging is for SD. In this case the paging via the radio identifies that it is for SD. And the UE indicates the specific RRC “Small Data” establishment cause when responding to paging.

6.
The eNB pages.
7.
The UE sends an RRC Connection Request and the Establishment cause indicates “MT access”.

8.
The eNB performs admission control based on establishment cause and accepts with sending RRC Connection Setup. 

9.
The UE sends RRC Connection Setup Complete including as NAS PDU a Service Request.

Editor’s note: If RAN enables the paging via the radio to identify that it is for SD, it may be considered to use Extended Service Request or another initial NAS message to indicate the connection establishment is in response to a paging for SD.

10.
The eNB sends the Initial UE message with the NAS PDU to MME. The eNB may wait with configuring the UE for measurements until a UE Context is received.


Note: The MME is waiting for a response from the UE and doesn’t send any UE context to the eNB, which avoids RRC signalling for measurements for an eNB that waits for UE contexts and it avoids DRB and RRC security setup.

11.
The MME sends the SD Message in an encrypted and protected NAS PDU to the eNB.

If no Acknowledgement or Non-Acknowledgement are requested the MME continues with steps 15/16.

12.
The eNB transfers the NAS PDU to the UE. The UE may verify the signature.

13.
If requested the UE returns an Acknowledgement indicating the message sequence number. It is transferred in an encrypted and protected NAS PDU, which is transferred by Uplink NAS Transport to the eNB.

14.
The eNB transfers the NAS PDU to the MME.

15./16.
The MME/eNB releases the S1/RRC connection.

NOTE:
The MME relies on eNB/RRC ensuring the SD Message transfer. This is like for transferring NAS messages in other NAS procedures.

17.
The MME verifies the sender ID. If the Acknowledgement contains no sender ID, the MME adds the UE’s Sender ID (MSISDN or external ID). The MME forwards the Acknowledgement to the MTC-vIWF that is configured in the MME.

18.
Dependent on operator configuration the MTC-vIWF adds its identity to the Acknowledgement. The MTC-vIWF determines the appropriate MTC-IWF from the sender ID. The MTC-vIWF forwards the Acknowledgement to the MTC-IWF.

19.
The MTC-IWF verifies whether the Acknowledgement shows the identity from a trusted MTC-vIWF. The MTC-IWF determines the SCS/AS using the Receiver ID and forwards the Acknowledgement to the SCS/AS.

N.A.5
SD Message filtering

SD Message filtering avoids transferring erroneous or malicious messages, specifically also before transferring to the UE with consuming radio and UE resources. The basic mechanism is that the originating MTC-IWF for an SD Message or an Acknowledgement adds their identity and the terminating MTC-IWF verifies whether the SD Message or Acknowledgement comes from a trusted MTC-IWF.
The MTC-IWF identities are protected to prevent spoofing. Message Sender and Receiver IDs may be protected by the same mechanism to extend filtering capabilities.

NOTE:
The actual means for protecting identities are defined and specified by SA3.

N.A.6
Roaming considerations

The 3GPP system internal message protection and filtering may be limited to scenarios where serving node and originating/terminating MTC-IWF are in different PLMNs, assuming PLMN internal links can be protected differently and don’t require separate per message signing/verification.

N.A.7
Charging

Charging is provided on a per SD Message transmission basis. The MTC-IWF and the MTC-vIWF generate CDRs taking into account successful and unsuccessful delivery of small data transmission as far as possible per UE user and per SCS/AS. In addition the total amount of transferred data is counted.

N.A.8
Lawful interception
The MTC-IWF and MTC-vIWF provide any required functionality for lawful interception.

N.A.9
Interoperation and Fallback

In deployment scenarios where the UE may change to GERAN or UTRAN, or to an area where the SD Service is not supported the UE may fall back to use SMS transport (potentially segmented into multiple SMSs) or transfer the small data via a bearer service. The preference may depend on the application, e.g. depend on frequency and data volume of transferred small data.

For MT small data transfer the MTC-IWF determines the path depending on its information, e.g. successful HSS query for small data or a bearer service is established.
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