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Abstract of the contribution: This paper tries to clarify the usage of SIP digest over 3GPP access for IMS WebRTC authentication. 
Discussion

According to the Scope of IMS WebRTC in TR 23.701, IMS WebRTC is supposed to support the WebRTC client access to IMS on a 3GPP UE when 3GPP or non 3GPP access is used: “
· The architecture (including the support of WebRTC clients access to IMS for clients on a 3GPP UE that are roaming at access level) for following scenarios: 

· when 3GPP or non 3GPP access is used (common IMS) ”
Devices accessing IMS using 3GPP accesses are expected to use IMS credentials available on the ISIM in the UICC, but there are cases when the client does not have access to the ISIM, e.g. a WebRTC client. In the case where the the client cannot access credentials on the device, it is recommended that Digest is used to authenticate with the network.

As in current TR 23.701, it is proposed that the UE (i.e. the WebRTC client) use SIP Digest authentication for IMS WebRTC registration. That means that the UE should be allowed to use SIP Digest authentication for IMS WebRTC registration over both 3GPP and non 3GPP access.
However, as specified in TS 33.203 Annex N (normative) “Enhancements to the access security to enable SIP Digest”:
SIP Digest authentication and the requirements in this Annex shall not apply to access networks defined in 3GPP specifications. The P-CSCF can enforce this condition by identifying REGISTER requests relating to SIP Digest according to the rules in Annex P.3 of the present document and discarding them when received over an access network defined in 3GPP specifications.

In order to allow SIP Digest authentication to be used for IMS WebRTC registration over 3GPP access, the restriction in TS 33.203 has to be relieved. That is, for the REGISTER requests for IMS WebRTC services that use SIP Digest authentication over 3GPP access, the P-CSCF should continue to process and forward (instead of discarding) them to the I-CSCF. Otherwise, the IMS WebRTC registration procedure using SIP Digest authentication over 3GPP access will fail. And to keep the requirement in TS 33.203 unchanged, the P-CSCF should distinguish the REGISTER requests for IMS WebRTC services from other REGISTER requests received with SIP Digest authentication over 3GPP access.
So, it is proposed in the present contribution that an indication for IMS WebRTC service is to be included in the REGISTER request, and then base on the indication the P-CSCF continues to process the SIP REGISTER request with SIP Digest authentication and forwards it to the I-CSCF, even if the SIP REGISTER request is received from 3GPP access.
Proposal

It is proposed to make the following changes to TR 23.701. 

* * * First Change * * * 
6.5.2.1.2.1
Registration using operator provided Web identification
Figure 6.5.2.1.2.1.1 shows the registration flow when a WebRTC client registers with operator provided Web identification based on web authentication.
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Figure 6.5.2.1.2.1-1 Registration using Operator provided Web ID

1-3. The user inputs the WebRTC Web Server URL to the WebRTC-capable browser, and downloads the the WebRTC JavaScript from the WebRTC Web Server. Then the User login with the operator provided Web ID and password, the WebRTC Web Server authenticates the Web ID according to existing web authentication procedures, returns the security information (e.g. token) to the WebRTC client.

4.
The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.

NOTE 1:
The WebSocket can be opened after successful completion of registration procedures if the signalling protocol between the WebRTC client and WSF is not dependent on WebSocketS. Step 4 is necessary when for example SIP over WebSocketS is used to send a SIP request from the WebRTC client to the WSF.
5.
The WebRTC client sends the Register request to the WebRTC Signalling Function via WebSocketS, including the token received from WWS.

6-7. Upon receipt of the Register request, the WSF sends a message to WWS to verify the token. After validating the token, the WWS determines the IMPU/IMPI assigned to the user by querying a database (e.g. the WWS or a standalone entity {not shown}) which the mapping of Web identities and IMPUs/IMPIs are stored, returns the IMPU and IMPI mapped to the operator provided Web ID. As an alternative to the message flow in steps 6-7, token verification can occur via other methods, for example, an encryption method. 
NOTE 2:
The WWS doesn’t need to return IMPU and IMPI in step 7, if the WWS returns the IMS identities as claims within the security information (e.g. token) in step 3 and the Register request in step 5 includes IMPU and IMPI extracted from the token.
8-9.
The WSF interworks the Register request into the SIP Register request and forwards the SIP Register request to IMS via the P-CSCF to initiate IMS registration after the validation from the WWS.
Editor’s Note: The authentication mechanism between the WSF and S-CSCF used in steps 8-9 is for FFS. 

10-12. The S-CSCF returns 200 OK to the WebRTC client to confirm successful IMS registration.
6.5.2.1.2.2
Registration using IMS credential
Figure 6.5.2.1.2.2-1 shows the registration flow when a WebRTC client registers with IMS credential. In the below call flow, it is assumed that the WebRTC Web Server belongs to the IMS operator or a trusted entity.
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Figure 6.5.2.1.2.2-1 Registration using IMS credential
1-3. The user inputs the WebRTC Web Server URL to the WebRTC-capable browser, and downloads the WebRTC JavaScript from the WebRTC Web Server. Then the User login with IMS credential and password. The WebRTC Web Server checks that it cannot authenticate the IMS credential for the reason that there is no authentication information and returns response to the WebRTC client to indicate that the authentication needs to be done in IMS core. 

NOTE 1:
If the WebRTC client differentiates between Web ID and IMPU (for example different input fields), steps 2 and 3 can be omitted and IMS credentials are included in the Register request of step 5.
4.
The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.

NOTE 2: The WebSocket can be opened after successful completion of registration procedures if the signalling protocol between the WebRTC client and WSF is not dependent on WebSocketS. Step 4 is necessary when for example SIP over WebSocketS is used to send a SIP request from the WebRTC client to the WSF.
5-7. The WebRTC client sends the Register request to IMS via the WebRTC Signalling Function via WebSocketS. The Register request includes IMS Digest authentication parameters, IMPI, IMPU and other information as needed to access IMS. The WSF interworks the Register request into the SIP Register request and sends it to the P-CSCF. The SIP Register request also includes an indication for IMS WebRTC service. Base on the indication, the P-CSCF continues to process the SIP Register request with SIP Digest authentication and forwards it to the I-CSCF, regardless of whether the SIP Register request is received from 3GPP access or non-3GPP access network.
8-11. The S-CSCF initiates normal authentication procedure and send a 401 message towards WSF. On receiving a 401 (Unauthorized) response to the REGISTER request, the WSF will behave according to existing UE procedures when UE receives a 401.

NOTE 3:
The response of the 401 auth_challenge to the WSF makes the client simpler and removes the dependency on the client to support specific authentication mechanisms.
NOTE 4:
If SIP (SIP over WebsocketS) is supported by the WebRTC client, the 401 auth_challenge can be sent towards the WebRTC client, else the WSF is required to store additional user credential information if the 401 auth_challenge is terminated by the WSF. 
Editor’s Note: Whether or not the above procedure where the 401auth_ challenge is not sent to the WebRTC client causes a security issue is FFS.

12-14. The S-CSCF returns 200 OK to the WebRTC client to confirm successful IMS registration.
* * * End of Change * * * 
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