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Abstract: This paper starts from the observations that a lot of complexity related to identifiers stems from an attempt to control their allocations and from their link to applications. At the same time not enough relevant information from SA3 is available about the crucial security aspects, although adequate security solutions may considerably reduce the need for elaborate allocation procedures. Consequently, this paper proposes a phased approach, with an initial step of defining usage rather than allocation of the ProSe  identifiers by SA2, followed by collection of input from SA3 and RAN, to assist with a final step of resolving the remaining issues with identifiers in SA2.
1. Discussion
There are many proposals on how to handle identities in ProSe and there have been many discussions and attempts of harmonization.  In the interest of progress on the topic, the following observations are being made:
1. Most complexity so far is from allocation of ids problems, not use of ids problems. There seems to have been a focus on applications, and how they are handled. This is probably outside 3GPP’s traditional area of interest. Many proposals deal with authentications, authorizations of applications to use certain UE operations, authorizations of certain users to use certain applications, registrations of applications and/or users, etc., further complicating the id discussions. Anyway, some of those solutions are incomplete as they are not clear on how to distribute ids or on how security protection is achieved.
· For public safety, many proposals are needlessly complex, as the public safety working groups tend to be relatively small and stable, the addressing is seldom outside the agency, applications are well vetted and downloaded from approved servers into approved UEs. 
2. It is primarily a direct discovery problem. Whether discovery or communication, if the network is involved, LTE bearers in RRC Connected state will be used. In general, those bearers are confidentiality protected and can handled large amount of data: thus security and message size problems are not issues for network assisted operations. Regarding direct communications, those can always be seen as multi-phase (multiple transmissions), and they can use short and temporary identities initially, before ultimately exchanging full identities during the subsequent transmissions.
3. It will be best if we maintain the general 3GPP paradigm of treating identifiers. In 3GPP, ids are relatively stable, they can be changed, but they rarely are, in general they are either known by all interested entities without the need for distribution or they are not of relevance, they are security-wise protected and when encryption is used, it is the keys not the ids that are safely distributed, etc. 
2. Proposals
SA2 should proceed from the assumption that identifiers are unique bit strings that are already loaded (configured) in the UEs, regardless on how they were generated or how they got into the UEs:
1. Proposal 1: For now, define the informational content of the direct discovery messages, including the use of identifiers, for open and restricted, targeted and not targeted direct discovery (the exact format is up to RAN2 to define). Further, the messages can be integrated in general functional flows to assist with architecture decisions.
2. Proposal 2: Subsequently, work with SA3 on the defined messages to clarify how the confidentiality, integrity, privacy and authenticity of the messaging can be protected, how key distributions will work, how lawful intercept can be enabled, etc. and work with RAN to clarify formats and lengths restrictions. This information is likely to clarify signaling needs:

· e.g. if key distribution is performed within groups, generation of private expressions and their subsequent distribution within groups may not be necessary.

· whether or not a UE identifier may always be included in a direct discovery message to assist with lawful interception
3. Proposal 3: Afterwards, if there is still special interest, SA2 can hold discussions on recommending exactly how identifiers are to be allocated and how the interactions with the applications work, but this time with the benefit of extra information from SA3 and RAN. Moreover, this discussions do not need to be on the critical path towards deadlines that other working groups might depend on to start their work.
4. Proposal 4: Finally, some consolidation effort may be in order in SA2, to integrate the identifiers used for direct discovery messages with identifiers used in direct communication messages (as defined by RAN) and with identifiers used in network mediated operations. 
