Page 1



SA WG2 Meeting S2#100
S2-134079
San Francisco, USA, 11-15 November, 2013
(revision of S2-134079)
	CR-Form-v9.8

	CHANGE REQUEST

	

	(
	23.203
	CR
	0861
	(
rev
	
	(
Current version:
	12.2.0
	(

	

	For HELP on using this form look at the pop-up text over the ( symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(
	UICC apps(
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(
	Support of PCC in case of NAT

	
	

	Source to WG:
(
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

	Source to TSG:
(
	SA2

	
	

	Work item code:
(
	TEI12,SAES
	
	Date: (
	2013-11-04

	
	
	
	
	

	Category:
(
	A 
	
	Release: (
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(
	The need to properly support configurations with NAT is critical for countries with a big population. In such deployments, an AF can serve UEs in different IP(v4) overlapping private address domains, either by having direct IP interfaces to those domains, or by having interconnections via NATs in the user plane between PCEFs and the AF. During 3GPP TSG CT Meeting #58, CR 0451 to 29.213 has been agreed to address the support of PCC in case of NAT. To support configurations where NAT applies, this CR relies on following mechanisms:

· The AF supplies an IP-Domain-Id value denoting the IP address domain behind the NAT
· The DRA and the PCRF determine that an existing IP-CAN session matches the request from the AF if the Domain identity received over the Rx interface matches the PCEF Identity received via the Gx interface, and the IP address received over the Rx interface matches the IP address received via the Gx interface. 

The solution described in that CR does not adress the case of roaming in LBO mode: 
· a H-DRA or a H-PCRF serving UE located in different VPLMN, may need to disambiguate multiple IPCAN sessions with the same IP address when a V-PLMN deploys overlapping private address domains in its PGW

· a H-DRA or a H-PCRF serving UE located in different VPLMN, may need to disambiguate multiple IPCAN sessions with the same IP address when different V-PLMN deploy overlapping private address domains. When the AF is located in the HPLMN, the disambiguation cannot rely on the fact that the S9 and Rx sessions come from the same V-PCRF 

In following scenario where the AF is located in HPLMN, the H-PCRF/ H-DRA receives

· the subscriber Identity and the IP address from the VPLMN (for a S9 sub-session) and 

· the Domain Identity and the IP address from the AF (for a Rx session)

It thus cannot match one onto the other
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This issue needs to be solved. 

Furthermore a stage 2 description that PCC session binding has to cope with  overlapping private address domains can be provided at the same time.

	
	

	Summary of change:
(
	-     The AF should provide information on the IP address domain corresponding to the Rx session. 

-     The V-PCRF should provide information on the IP address domain corresponding to a S9 sub-session. 


[image: image2.emf]PGW

AF

H-PCRF

PCEF identity、

IP  address

Domain identity、

IP  address、

V-PCRF

Subscriber 

identity、Domain 

identity,

IP address



	
	 

	Consequences if 
(
not approved:
	PCC session binding (in DRA and/or PCRF) can  fail in case of NAT and overlapping private address domains
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***First Change***
7.6.1
General principles

This clause describes the underlying principles for PCRF selection and discovery:

-
A single logical PCRF entity may be deployed by means of multiple and separately addressable PCRFs.

-
The H‑PCRF must be able to correlate the AF service session information received over Rx with the right IP‑CAN session (PCC Session binding).

-
The PCRF must be able to associate sessions established over the different reference points (Gx, S9, Gxa/Gxc, Sd), for the same UE's IP‑CAN session. The actual reference points that need to be correlated depend on the scenario (e.g. roaming, LBO etc.).

-
It shall be possible to deploy a network so that a PCRF may serve only specific PDN(s). For example, PCC may be enabled on a per APN basis.


For the case 2a (as defined in clause 7.1), the same PCRF shall support all the PDNs for which PCC is enabled and for which there are potential users accessing by means of case 2a (as defined in clause 7.1).


It shall also be possible to deploy a network so that the same PCRF can be allocated for all PDN connections for a UE.

-
A standardized procedure for contacting the PCRF is preferred to ensure interoperability between PCRFs from different vendors. The procedure may be specific for each reference point. The procedure shall enable the PCRF(s) to coordinate Gx, Rx and, when applicable, Gxa/Gxc interactions, as well as S9, when applicable.

-
It shall allow that entities contacting the PCRF may be able to provide different sets of information about the UE and PDN connections. For example:

-
The AF has information about UE IP address and PDN but may not have user identity information

-
The PDN GW has information about user identity (UE NAI), the APN and the UE IP address(es) for a certain PDN connection.

-
For case 2b as defined in clause 7.1, the S‑GW and trusted non-3GPP access has information about the user identity (UE NAI) and, the APN(s) but may not know the UE IP address(es).

-
For case 2a as defined in clause 7.1, the trusted non-3GPP access has information about the user identity (UE NAI) and the local IP address (CoA) but may not know the APN or UE IP address(es) (HoA).

-
The TDF (when the unsolicited application reporting applies) has the information about UE IP address, but may not have the UE identity.

-
The DRA has information about the user identity (UE NAI), the APN, the UE IP address(es) and the selected PCRF address for a certain IP‑CAN Session.


When the DRA first receives a request for a certain IP‑CAN Session (e.g. from the PDN GW), the DRA selects a suitable PCRF for the IP‑CAN Session and stores the PCRF address. Subsequently, the DRA can retrieve the selected PCRF address according to the information carried by the incoming requests from other entities (e.g. the AF or the BBERF).


When the IP‑CAN Session terminates, the DRA shall remove the information about the IP‑CAN Session. In case of the PCRF realm change, the information about the IP‑CAN session stored in the old DRA shall be removed.

-
All PCRFs in a PLMN belong to one or more Diameter realms. Routing of PCC messages for a UE towards the right Diameter realm in a PLMN is based on standard Diameter routing, as specified in RFC 3588, i.e. based on UE-NAI domain part. A Diameter realm shall provide the ability of routing PCC messages for the same UE and PDN connection to the same PCRF based on the available information supplied by the entities contacting the PCRF.

-
A PLMN may be separated into multiple Diameter realms based on the PDN ID information or IP address range. In this case, the relevant information (PDN ID, IP address, etc) shall be used to assist routing PCC message to the appropriate Diameter realm.

-
Unique identification of an IP‑CAN session in the PCRF shall be possible based on the (UE ID, PDN ID)-tuple , the (UE IP Address(es), PDN ID)-tuple and the (UE ID, UE IP Address(es), PDN ID).

-
Standard IETF RFC 3588 mechanisms and components, e.g. Diameter agents, should be applied to deploy a network where the PCRF implementation specifics are invisible for Diameter clients. The use of Diameter agents, including Diameter redirect agents, shall be permitted, but the use of agents in a certain deployment shall be optional.

-
To cope with deployments where different PCEF(s) may allocate (to UE) IPv4 addresses out of the same private address range, i.e. when the session binding process  may have to deal with several separate IPv4 address domains whose address spaces are potentially overlapping (see Note1), 

-     The AF should provide information on the IP address domain corresponding to a Rx session. 

-     The V-PCRF should provide information on the IP address domain corresponding to a S9 sub-session.
-
A local PCRF derives the the IP address domain from the identity of the PCEF. 

-
The DRA and the PCRF (H-PCRF in case of roaming) leverage the IP address of the session and the IP address domain for proper session binding.
NOTE1:        If one PCRF controls several PCEFs in different IP address domains with overlapping (private) IPv4 addresses, or if a H-PCRF controls V-PCRF(s) serving PCEF in different IP address domains with overlapping (private) IPv4 addresses, the UE IP address is not sufficient for the session binding.  
NOTE2:
If a NAT is used, the AF obtains the IP address allocated to the UE (by the PCEF) via application level signalling and supplies it for the session binding to the PCRF. The AF supplies also information on the IP address domain corresponding to the Rx session. The AF can derive the appropriate value from the source address (allocated by the NAT) of incoming user plane packets. 
***End of Changes***
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