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1. Discussion

Whatever the WLCP transport (UDP or Ethernet), it is generally feasible to download (with or without user’s consent) a malicious WLCP application in the UE that attempts to attack the network in various ways. New SaMOG-capable UEs may implement security measures that restrict 3rd-party WLCP applications from getting network access. However, UEs that exist today in the market (called “legacy” UEs) do not implement such security measures and can be prone to enabling WLCP attacks.
For example, assuming WLCP operates over UDP, a legacy UE may download an application which binds to the well-known UDP port of WLCP and then transmit WLCP messages to the network. The same holds true when WLCP utilizes a new EtherType, although the UE should be “rooted” in this case (because only applications with root privileges can have access to raw packet sockets).
In order to address such malicious WLCP applications in the UE, the network architecture shall make sure that unauthorized WLCP traffic is identified and discarded.

The following figures show how a malicious WLCP application in a legacy UE can attempt to send WLCP messages (e.g. to create a PDN connection) and how the network could be configured to effectively block such unauthorized and malicious WLCP messages. Figure 1(a) shows a malicious WLCP application operating on top of UDP and Figure 1(b) shows a malicious WLCP application operating on top of Ethernet.
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Fig. 1(a): Blocking traffic from malicious WLCP application in the UE (WLCP over UDP).
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Fig. 1(b): Blocking traffic from malicious WLCP application in the UE (WLCP over Ethernet).

2. Proposal

To address the above concerns, it is proposed that the AAA Server informs the TWAN of whether multi-connection mode (MCM) is allowed for a specific UE (e.g. with suitable extensions to Diameter EAP Application) and the TWAN is configured to
· Block WLCP traffic from the UE, when MCM is not allowed; or
· Allow WLCP traffic from the UE, when MCM is allowed.
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