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1. Introduction

In TR 23.703 there are a number of solutions for the communication on D2D. In particular the solution C8 is considered here. The solutions for the one-to-many communication in the out of coverage case need to be considered in the light of other Prose scenarios. The communication stack is updated and a more generic solution is outlined.

2. Proposal

It is proposed to agree on the following proposals and capture the following text in TR 23.703.

	***** Start Changes *****


6.2.8
Solution C8: One to many communication

6.2.8.1
Functional description

6.2.8.1.1
General

The solution described in this clause addresses the one-to-many communication key issue described in clause 5.12. 
A ProSe enabled UE needs to be able to communicate with other ProSe enabled UEs both out of coverage and in coverage. The one-to-many communication use case may build on a radio communication mechanism based on broadcast. RAN is studying a single mechanism that would support broadcast-, group- and 1:1 communication, implemented by a broadcast mechanism at the physical layer.

Each UE shall be able to broadcast over the air to the surrounding UEs in proximity.

It is assumed that the communication is not preceded by a discovery phase, but that the sender will start transmitting at any time when there is data to be sent. The transmitting UE will have no knowledge about potential receivers in the vicinity. The UEs are preconfigured instead of doing dynamic discovery.

A connectionless communication scenario is assumed and any type of acknowledgements or session based communication methods are solved by the application.
It is assumed that there shall be a ProSe Layer between the EPS layer and the applications. The content of the ProSe Layer is provided.

Screening of messages in the receiver may be needed, in order not to burden the application with decoding messages not intended for it in an environment where the air may be full of broadcasts in the D2D radio link. The application may be subscribing to messages from certain groups and there needs to be a discarding mechanism at lower layers. A header not encrypted by application security is attached to broadcasted application messages and used by the receiver for message screening.

NOTE: Whether the lower layers can decompose all or part of the header into meaningful information will be addressed by SA3 in co-operation with RAN. 

Group management is proposed to be handled in the application. A ProSe user may belong to a group of users within an application. ProSe users can belong to multiple groups.  The members of a group share a secret which defines the group. The shared secret is used within the group to encrypt and decrypt messages sent towards members of the group. It is anticipated that for Public Safety applications it is a requirement to provide security solutions in the applications instead of only relying on the 3GPP provided security mechanisms. Encryption by the application ensures that only group members defined in the application can receive/decode the messages and that the message is not useful for users outside the group, which don’t share the secret key. 
Dynamic management of groups such as joining, adding or removing members or modifying groups in other ways is handled in the application. For the ‘out-of-coverage’ scenario the handling is assumed to be based on pre-configured shared secrets in the application. Authentication for the addition of group member is done by the validation from the group manager. After authentication the exchange of group specific keys may be done, e.g. it may use a OMA group management as defined by OMA Group XDM Specification. The group management is further described in the GCSE TR 23.768. Neither are different roles for the group members considered here, instead it is assumed to be handled within the application. 

For communication towards group members residing on the SGi interface, e.g. a PSAP user, it is assumed to re-use in-coverage procedure procedures as for the application in use, e.g., to establish EPS bearers for the application in use and if E2E user plane security is used it is setup E2E as using existing means. For user out-of-coverage a ProSe UE-to-NW relay function may be used if available. 


For Public Safety usage the "Out of the box" requirement is important. The equipment shall work in a use case where there is no network coverage. That means there is no possibility to rely on any configuration, authorization or other network based equipment management for a group communication scenario. The UE settings as well as all group related management has to be pre-configured in the UEs. However, it is important that the out of the box scenario is future compatible to in-coverage scenarios and requirements that will apply e.g. concerning UE-to-NW relay or session continuity. 
Scenarios when UE go in and out of coverage of the NW need to be compatible with the basic out-of-coverage communication scenario. From this consideration it is advisable also to base the basic out of coverage one-to-many communication scenario on being compatible with EPS connection handling.  However, any HO procedure likely would be for post Rel-12 and an option is that the UE continues to use same PDN connection until end of communication and then starts a new PDN connection when in-coverage. 


6.2.8.1.2
System architecture
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NOTE 1: UE internal interfaces in the figure will not be specified by 3GPP.

NOTE 2: The Layer 1 in the figure comprises a physical layer without any address capability.
NOTE 3: The ProSe Layer is assumed to be built on existing EPS protocol layers
Figure 6.2.8.1.2-1: ProSe UE one to many communication structure

The communication model for the UE includes an EPS layer and above that a ProSe Layer, which provides services to the applications. The model shall work in the out-of-coverage UE one-to-many scenario as well as in a one-to-one scenario. There are also use cases for in-coverage scenarios and other ProSe functions such as relay and session continuity. Although these other scenarios are not considered here, the ProSe Layer will provide generic services that can ensure the UE to work in a multitude of environments and communication use cases.  

The ProSe Layer will in the current scenario require a broadcast one-to-many service from the lower layer. 

The ProSe Layer will provide the means for the applications to exchange user data, such as messages, talk bursts, video streams etc.  User data is exchanged between one application in the sender towards the same application in the receiver(s). The ProSe Layer will provide support for multiple applications. Applications may be end user applications, but also possibly control functions for signaling between UEs. Possible control functions can be ProSe relay, session management over D2D, etc. At the moment only end user applications are considered e.g. Public Safety application.


The user may activate user groups in the application, which will generate a lower layer subscription to receiving the corresponding group messages. Applications subscribe in the ProSe Layer to packets received by the lower layer that fits a specific header/address. The application is identified by a registered APP ID, which is guaranteed to be unique by a registration organization. In the application the group is identified by a preconfigured Group ID. The Group ID may be treated entirely within the application and may not be guaranteed to be unique. The unique Group ID will in the application provide a security mechanism such that messages can be confined to only members of the group. 

NOTE: How the privacy requirement may be fulfilled when using a pre-configured setting will be resolved by SA3.


Using the header information in the received packets, the ProSe Layer will deliver all matching/subscribed packets received over the air up to the application in question. The user data part will be encrypted by the sender application and the receiving application will decrypt the message. 

NOTE: The exact method of the encryption/decryption method is for further study by the SA3 WG.

A user may in the application invoke services such as messaging, voice or video. Depending on the services used by the application user, different above IP layer protocol parts may be utilized and is not discussed here.
ProSe Layer information is exchanged between the sender and the receiver:

-
it is assumed that the ProSe header contains an address based on e.g. App ID + Group ID  used to screen packets received but not of interest to any application, which is configured to lower layers by the PRoSe Management as shown in figure xxx
-
the ProSe header will make it possible to differentiate between different applications for dispatching data messages.

-
the ProSe header will include a protocol identifier, such that apart from application data, there may be signaling control messages, or other higher layer protocols. 

It is assumed that application control information enables the application to:

-
assess that the user data is received to a member of a specific group within the application

-
select shared security keys and decode the received user data

NOTE: the source/sender may be visible to the application in the application layer control information, e.g. an IP header, and will not be treated by the lower layers in the one-to-many broadcast communication.
6.2.8.1.2.x
System architecture, L2 multicast or L3 multicast 
The C5 solution proposes L2 multicast for the one-to-many communication, while the C6 proposal uses IP multicast .

The key issue #12 addresses:

-
whether ProSe group communication needs to be IP based and whether IP multicast can be used?

For the pure out-of-coverage, out of the box communication scenario which was discussed above it is seen that a L2 solution similar to the C5 solution will be adequate. However, as was stated above, there are also other scenarios which need to be considered and there is a need to be compatible to other cases. The in coverage communication scenario as well as the relay communication scenario will need to use the IP layer communication model. The compatibility with the EPS communication model need to be maintained also for the GCSE functions.
The IP layer for the UP is added on top of the ProSe layer for the model presented here. For the One-to-many communication case, the IP layer address to be used is the group address assigned to the one-to-many communication session. When the packet is received by the destination the packets are screened by the receiver such that only group members packets are kept. The group address may be pre-configured in the out of coverage use case. The source IP address is the IP address assigned to the sender. It is proposed that IPv6 is used in order to simplify the functionality.
Security requirements, which will be determined by the SA3, will potentially call for a PDCP layer within the protocol stack.
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Figure xxx.  ProSe Management
6.2.8.1.3 
Requirements

The relevant requirements for the discussion of  the current key issue are found in TS 22.278 [3].
6.2.8.2
Procedures in the UE

6.2.8.2.2 
Management

The application registers the control information (e.g. App ID + Group ID) for reception to lower layers (ProSe Layer), indicating which packets shall be received. 

6.2.8.2.1 
Transmit data

The ProSe Layer broadcasts IP packets, including the following parameters:

APP ID, Group ID.


The ProSe Layer converts the control information (e.g. App ID + Group ID) to an address, attaches protocol ID and forwards the packet to the lower layer, which sends the packet by broadcast towards the UEs in proximity.
6.2.8.2.3 
Receive data

A packet received in the receiver is handled in the ProSe Layer. The ProSe Layer will use the group id and app id  in the received packet to select the chosen application and deliver the IP Packets including the group id to the IP layer.

6.2.8.3
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.

6.2.8.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 

	***** End of Changes *****
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