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1. Overall Description:

As part of the FS_AIMLsys study, “Key Issue #2: 5GC information exposure to UE” and solutions addressing this key issue are documented in TR 23.700-80. Corresponding solutions mapping can be found in clause 6.0 of the TR.
Some mobile operators in SA2 (see S2-2203768) have raised security concerns about exposing the network data directly to the UE for application AI/ML operations, i.e. allowing the UE to have direct access to the network data to support its local operation. Indeed, in certain application AI/ML operation, the UE’s local operation can be achieved by coordinating with the AF (e.g., when the AF can get network data from 5GC as per outcome of Key Issue #3: 5GC Information Exposure to authorized 3rd party for Application Layer AI / ML Operation), which guides the UE in its behavior. 
Therefore, SA2 wonders if SA1 could provide guidance on the issue of exposure to the UE to assist the local AI/ML operation?  
In addition, SA3 should identify if there is any concern in term of security breach that needs to be addressed and how it should be addressed. 
2. Actions:

To SA1.

ACTION: 
SA2 kindly asks SA1 to provide guidance and confirm any new requirements for network information exposure to UE. 
To SA3.

ACTION: 
SA2 kindly asks SA3 to specify if there is any concern in term of security breach that needs to be addressed and how it should be addressed.
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