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Abstract: this contribution discusses the motivation and use cases for the new proposed new mini WID to support NEF enhancement with critical information preserving.

1. Introduction
There are three types of information that are exchanged during the network capability exposure to authorized third-party according to current TS22.101 and TS22.261：
-	Information about UE status；
-	Information about the network status；
-	Information about the 3rd party status.
However, there is still lack of SA1 requirements on the protection of the information exposed between the 3GPP networks and third parties which deprives the multi-parties’ willingness to share more data between each other.

2. Motivation
[bookmark: _Hlk102069891]Current SA1 requirements on network capability exposure mainly focus on the secure connection between 3GPP and third-party, for example:
-	The 3GPP network shall be able to provide suitable and secure means to enable an authorized third-party to provide the 3GPP network via encrypted connection with the expected communication behaviour of UE(s).   （fromTS22.261）
User privacy is considered in some requirements with few considerations on latest progress in privacy computation technologies, for example:
-	Subject to user consent, operator policy and regulatory constraints, the user privacy shall be maintained when passing location information to a 3rd party service provider. （fromTS22.101）
However, there is still lack of SA1 requirements on the protection of the information exposed between the 3GPP networks and third parties from the following aspects which deprives the multi-parties’ willingness to share more data between each other：
-	the security protection (e.g privacy protection, encryption) of the exposed network status information are not supported. Information, such as the resource utilisation of the network service (radio access point and the transport network (front, backhaul)) is directly exposed to the third party. In addition, some critical network status information is not exposed at all. 
-	the security protection of the exposed UE status information is not flexible enough. With user consent, the UE status is usually exposed directly without concealing. Or some user critical information is not exposed at all.
[bookmark: _Hlk102069926]With proper protection of critical information exposed, the third party and the operator would have more willingness to share data between each other and provide better user service experience. Section 3.1 and section 3.2 list two use cases that would benefit from the enhancement of network capability expose.

3. Use cases
3.1 use case for automatice drive
Pre-condition: 
[bookmark: _Hlk102070087][bookmark: _Hlk102070017]-	Autonomous driving will benefit from predictive QoS, including their safety enhancement goals. Current and future QoS information such as signalling based latency and fine granular reporting（e.g., below Cell level, more KPIs reporting, richer information, and notice period）,for example, is essential for safe and high quality teleoperated driving (see details in LS SP-210619 from 5G AA)
-	One example would be adjusting the different levels for autonomous driving:
-	The automaker AF sets the auto-drive level to level 4（High Driving Automation）when network connection quality is good enough；
-	The automaker AF sets the auto-drive level to level 3 （ Conditional Driving Automation）when the quality of network connection quality crossed the certain threshold.
-	In order to better facilitate the autonomous driving, the automaker AF needs two types of information: information X and information Z(assuming autonomous driving is based on the uu link):
-	Information X: information from 5G network, which includes richer information than QoS Sustainability Analytics for expected travel path as defined in Clause 6.9, TS 23.288,
-	Different automakers have their own customized information X.
-	In order to guarantee the safety of auto-drive, automakers usually would like to have rich information as much as possible and however operators may not be willing to expose some Information X because this information is critical to user privacy; 
-	information Z: local information at the vehicles and automaker AF;  
Service flow：
The automaker AF and the operator could sign a service agreement to facilitate the autonomous driving subject to user content, operator policy. The service agreement includes:
-	The automaker AF provides the service demand to the operator, the service demand could be:
-	Description of the demand based on service agreement; or
-	The processing function F(X)
-	The operator could provide information Y to the automaker AF on demand, wherein Y fulfills the following requirement：
-	The automaker AF could use information Y and information Z to achieve autonomous driving；
-	Y= F(X)，wherein the automaker AF could not or have lots difficulties to deduce X based on the information Y or the processing function F(X)；
-	The processing function F(X) could be
-	Provided by the automaker AF;
-	Derived by the operator based on the service demand of the automaker AF; or
-	jointly designed between the automaker and the operator without exposing any critical information to each other (see reference [1] for example).
-	The operator collects information X internally
Post-condition: 
The automaker AF could support the safe autonomous driving in their vehicles without exposing the critical-information of the 5G network.
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Figure3.1-1: figure for use case of automatice drive

3.2		use case for service recommendation
Pre-condition: 
In order to facilitate the service recommendation, the third party AF(e.g. the shopping mall AF ) needs two types of information: information X and information  Z:
-	Information X : user information from 5G network (those information already exposed through NEF but without proper protection, e.g., location information as defined in clause 4.15.4, TS 23.502, UE mobility information，UE abnormal behavior information as defined in TS 23.288),
-	Different third-party AFs have their own customized information X.
-	However, operator may not be willing to expose some Information X because this information is critical to user privacy; 
-	information Z: local information available to the third-party AF; 
Solution:
The third-party AF and the operator could sign a service agreement to facilitate the service recommendation subject to user consent and operator policy. The service agreement includes:
-	The AF provides the service demand to the operator; the service demand could be:
-	description of the demand based on service agreement; or
-	The processing function F(X)
-	The operator could provide information Y to the AF on demand, wherein Y fulfills the following requirement：
-	The AF could use information Y and information Z to optimize service recommendation ；
-	Y= F(X)，wherein the AF could not or have lots difficulties to deduce X based on the information Y or the processing function F(X)；
-	The processing function F(X) could be
-	Provided by the AF;
-	Derived by the operator based on the service demand of the AF; or
-	jointly designed between the AF and the operator without exposing critical information to each other (see reference [1] for example).
-	The operator collects information X internally.
Post-condition:
 The AF could provide better service recommendation, without exposing the critical-information of user.


[image: ]
 Figure3.2-1: figure for use case of service recommendation
4. Proposal
Based on the above discussion, It is proposed to:
[bookmark: _Hlk102069771]-	update SA1 specification to support network exposure capability enhancement with critical information preserving.
-	approve the mini WID to capture this related work.
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