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Attachments:	
1	Overall description
SA1 thanks SA3 for the LS. For reference, the requirement in TS 22.261 which has generated this discussion is as follows:
Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support data integrity verification service to assure the integrity of the data exchanged between the 5G network and a third-party service provider.
NOTE: 	This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.
With respect to the specific questions posed by SA3:
- Is the scope of the integrity verification service end to end protection on application layer, or does the integrity verification service address the integrity of the link between 5GC and the application server?
The intention of the requirement was that a mechanism was considered required for an MNO to offer a service towards 3rd party service providers whereby the MNO could provide to the 3rd party some data (e.g. key, hash) which can be used by the 3rd party to verify the integrity of data coming from a UE subscribed to that MNO.
- To what extent is the UE and specifically the USIM or UICC involved in the data integrity verification service?
SA1 cannot comment on the mechanism(s) that might be used to develop a solution to this requirement although the NOTE under the SA1 requirement states that a solution does not have to have UE impact.
With respect to the general request for more detailed information about use cases, scope and intention of the data integrity verification service, SA1 would like to provide the following explanation.
The original use case provided was that an IoT device such as a sensor in medical cold chain logistics could transmit temperature data towards the end customer (e.g. the hospital). The MNO would be able to, with this requirement, provide a data integrity verification service towards the hospital whereby the hospital can ensure that the data being sent from the sensors can be trusted to not have been modified since transmission by the sensor. 
SA1 considered that there might be a credential known by the UE and its MNO which could be used to sign the data at the UE and could be shared by the MNO towards the 3rd party to perform this integrity check service.
2	Actions
To SA3, SA6:
ACTION: 	SA1 kindly asks SA3 and SA6 to take the above into account.
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