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Abstract: This PCR proposed to update Use case 5.5 including clean up, clarification and terminologies alignments (TR22.859)

Proposal:
This PCR proposed the updates for the following aspects:
· Terminologies alignment for PIN Element, PIN Element with Gateway Capability, PIN direct connection
· Clean up for some duplicated texts
· Clarify the non-3GPP devices in PIN and CPN scenarios. The coordination between FS_PIN and FS_Resident are needed for the “non-3GPP devices” connected to a gateway (PIN Element with Gateway Capability or eRG). 
· Clarify/Add service requirements that have been supported in the use case and based on on-going SA1 discussion.
	*** 1st Change ***


[bookmark: _Toc49943799][bookmark: _Toc66910064]5.5	Use case: UE accessing Services provided by PIN DevicesElements behind 5G enabled gateway(s)
[bookmark: _Toc49943800][bookmark: _Toc66910065]5.5.1	Description
There are more and more PIN DIoT devices or non-3GPP devices, e.g. media server, printer, smart thermostat/sprinkler/blinds, NAS server, smart plug, smart watch, smart pet collar, earbuds, VR goggle headset, smart garage door, etc., that can provide services for users at home or out of home in the home settings. These PIN devices are usually behind a wireless gateway. In recent years, there are some security risks found in such settings due to port forwarding and unsecure connectivity provided by the wireless gateway for in home devices. 
When considering the gateway with 5G capability for accessing 5G services, e.g. UE or evolved Residential Gateway (eRG), it is important to enable the support of the secure connectivity for allowing authorized users from anywhere in the world to access authorized services provided by these PINIoT Ddevices or non-3GPP devices in terms of user authentication and authorization.
These IoT devices or non-3GPP devices acting as a PIN Elements can be smart plug, smart watch, smart pet collar, earbuds, VR goggle headset, etc. that usually are connected to the UE as a PIN Element with Gateway Capability via non-3GPP access, e.g. WLAN, Bluetooth®. When the UE moves, the PIN moves with the UE and its associated PIN Elements. These PIN Elements authorized to communicate with each other are regarded in a Personal IoT Network (PIN).  There are other IoT devices, or non-3GPP devices usually stationary connected to the eRG using non-3GPP access (WLAN, wireline), e.g. media server, printer, smart thermostat, smart sprinkler, smart blinds, smart garage, etc. These IoT devices or non-3GPP devices authorized to communicate with each other directly or via the eRG are regarded in a Customer Premises Network (CPN).  
Editor's Note: this use case assumes that evolved residential gateway (eRG) is defined in TR 22.858 [6]. can operate as a PIN Element with Gateway Capability, which needs further clarification between two studies. For example, in the home or office settings, the PIN Element (non-3GPP device) is stationary installed and can be media server, printer, smart thermostat, smart sprinkler, smart blinds, smart garage door, etc., which can connect to the eRG using non-3GPP access, e.g. WLAN, wireline.
Figure 5.5.1-1 shows the scenarios of the 5G network enabling connectivity service support for the UE using 3GPP indirect direct network connection (case a) or direct (case b) device connection or PIN direct connection communication or non-3GPP access (case b and case c) to access services provided by PIN Elements Devices. Each PIN Device Element may provide one or more services. For example, the PIN DeviceElement is a smart watch, earbuds, VR goggle, media server, smart TV, smart video doorbell, etc., which provide one media service. For another example, the PIN DeviceElement is a NAS server which can provide multiple services, e.g. media service, web server service, live security cams services, etc.




Figure 5.5.1-1: 5G network support for a User/UE accessing services provided by PIN Elementsin Home Devices (dash line is direct device connection or PIN direct connection; solid line is direct network connection)
In Figure 5.5.1-1, a user using an authorized UE, e.g. smartphone or tablet, accesses the service A provided by an PIN DeviceElement which has connection with eRG PIN Element with Gateway Capability via a non-3GPP access technologies, e.g. WLANiFi, Bluetooth®, fiber, etc., or 3GPP direct communication.
Case (a): the user/UE is out of Home and uses authorized service A provided by a PIN deviceElement behind a eRGPIN Element with Gateway Capability which relays traffic to and from 5G network. The PIN Element with Gateway Capability and the PIN Element connects to each other using direct device connection or PIN direct connection while the PIN Element with Gateway Capability connects to the 5G network using direct network connection.
Case (b): the user/UE operating as a PIN DeviceElement is at home and uses authorized service A on the other PIN Element via 3GPP direct communication or non-3GPP access, e.g. WiFi, with 5RGPIN Element with Gateway Capability which supports relay communication between two PIN Elements. The UE and the PIN Element connect to PIN Element with Gateway Capability using direct device connection or PIN direct connections. One or more PIN Elements can connect to the PIN Element with Gateway Capability.
Case (c): the user/UE operating as a gateway UE PIN Element is at home and uses authorized service A directly provided by the PIN DeviceElement via a non-3GPP access technology, e.g. Bluetooth, WiFi, or 3GPP direct communication using direct device connection or PIN direct connection. If connecting to 5G network is required by the PIN Element, the UE can operate as a PIN Element with Gateway Capability to relay traffic to/from the PIN Element.
One or more IoT devices can connect to these PIN Devices. For example, the UE and the IoT devices behind the UE, e.g. earbuds, VR goggle headset, etc., form a personal IoT network, e.g. PIN#2 in Case (b). Also, one or more services can run on or connected to these PIN devices, e.g. a NAS server, which forms another PIN, e.g. PIN#1, in Case (a)(b)(c).
To avoid the potential security/privacy risks that invade the PIN DevicesElements and services, it is important that the 5G network can enable supports of secure access to the PIN DevicesElements and their services for authenticated and authorized users. According to 3GPP TS 22.101 [3] clause 26a, an "User" to be identified could be 
-	an individual human user, using a UE with a certain subscription, or 
-	an application running on or connecting via a UE, or 
-	a device ("thing") behind a gateway UE. 
In the context of PIN (personal IoT network), an "User" includes a service ("application”) running on or connected via a PIN DeviceElement behind a gateway UE PIN Element with Gateway Capabilityor eRG.
The following service aspects for IoT device and non-3GPP device as PIN Element connected to the 5G network via a PIN Element with Gateway Capability UE, i.e. PIN device, needs to be considered: 
-	User Identityfiers and user authentication;
1.	User Identityfiers of PIN Element or application running on services provided by the PIN DevicesElement;
2.	The authentication of User Identity or application running on for these services provided by the PIN DevicesElement;
-	Access to PIN Element or its application running on services provided by the PIN DevicesElement;
-	User Profiles and User Identifiers for PIN Element or its applicationsservices provided by an the PIN DeviceElement;
-	UE policies in the home settings.
[bookmark: _Toc49943801][bookmark: _Toc66910066]5.5.2	Pre-conditions
The Incruedible family adopts civilian identities and lives at suburbs for a normal life to hide their superheroes identities. To ensure secure communication for the Incruedible family accessing services of PIN DevicesElements from anywhere in the world, Mr. Incruedible sets up many  non-3GPP IoT devicesPIN Elements, e.g. personal data storage, smart devices for home automation, home security cameras, etc., and subscribes to a reliable network operator’s services, which can act as User Identity provider and provide secure access to his PIN DevicesElements and the applications running on or connected to the PIN DeviceElement behind the gateway UE PIN Element with Gateway Capabilityoe eRG, for all UEs of his family, including smartphones, tablets, and one eRG. 
[bookmark: _Toc49943802][bookmark: _Toc66910067]5.5.3	Service Flows
Step1: [Users configuration]
Mr. Incruedible, signs in his account at operator’s network that provides 5G connectivity services for all his UEs of his familydevices. In his account, there are two listed UE devices/subscriptions with gateway UE capabilities, including one smartphone, i.e. a UE as PIN Element with Gateway Capability, and one eRG. In Mr. Incruedible’s account, he can create user accounts for all his family members, and indicates Users with User Identities for family members, PIN DevicesElements, and services provided by PIN DevicesElements. 
Further, for each service of the PIN DeviceElement behind a gateway UE PIN Element with Gateway Capability, Mr. Incruedible configures User Profiles, e.g. via scanning the QR code of the device PIN element to get some information and editing details manually. For each service identified by a User Identity, it can have one or more User Profile(s) and each User Profile contains the following information: 
-	User Identifier 
-	Specific service settings and parameters, e.g. active/inactive time, number of accesses, etc.
-	Authentication/authorization policy and access restriction policy required for the service, which are going to be used to authenticate/authorize a User for accessing to the PIN Element or application running on  service of the PIN Elementdevice.
-	Credential information for authorized Users, e.g. password for the authorized service, security keys for encryption/decryption, and hash algorithm for message digital signing, etc.
For an authorized human user(s), its User Profile can indicate the authorized service identified by User Identity and allowed User Identifiers. 
Step2: [Registration of PIN deviceElement and Update of User Profiles for services provided by the PIN DeviceElement]
(2a): When an PIN DeviceElement is turned on, the PIN Element with Gateway Capability eRG discovers and connects to the PIN DeviceElement at the first time, the eRG PIN Element with Gateway Capability determines if the PIN DeviceElement is an authorized User identified by a User Identity indicated in its UE configuration. 
(2b): The serving network of the eRG PIN Element with Gateway Capability authenticates User Identity of the PIN DeviceElement based on its credentials, and then updates User Profiles of the services provided by the PIN DeviceElement. In return, the network responds the 5RGPIN Element with Gateway Capability with the authentication result and updated User Profiles of the registered services if the PIN Device.
(2c): The serving network of the eRGPIN Element with Gateway Capability further provides updated User Profiles of the services to 5G subscriber’s HPLMN. The HPLMN of 5RGPIN Element with Gateway Capability updates its stored User Profiles of all impacted Users. 
(2d): Based on serving network’s policies, the serving network can update User Profiles of impacted Users and UE configuration towards eRG PIN Element with Gateway Capability. 
Step3: [User/UE at home or out of home accessing services provided by PIN devicesPIN Elements]
(3a) Violeta, Mr. Incruedible’s daughter as an authorized user (User) of the service of provided by a PIN DeviceElement, would like to use the authorized UE to access a registered application-A of a PIN DeviceElement behind a 5RG PIN Element with Gateway Capability as a gateway UE. For example, the PIN Element is a smart garage door and Violeta would like to request the smart home application-A on the PIN Element to open the garage door for the delivery crew to put the package inside the garage. The communication method that connects her UE and the PIN Element is different based on the location of her UE as follows:
-	Case (a): When Violeta (User) using authorized UE is out of home, the 5RG5G network  uses connections with 5G network for connects the UE to request application-A of the PIN DeviceElement behind the PIN Element with Gateway Capability which provides 5G connectivity for the PIN Element 5RG.
-	Case (b): When Violeta (User) using authorized UE is at home, the 5RG PIN Element with Gateway Capability discovers and connects the UE acting as an PIN DeviceElement and using 3GPPPIN direct connection or direct device connectioncommunication or non-3GPP accesses, based on stored UE policies of the UE or user preferences.
-	Case (c): When Violeta (User) using authorized UE is at home, the UE acting as a gateway UE PIN Element discovers and connects with PIN DeviceElement directly using PIN direct connection or direct device connection via a non-3GPP access technologies, e.g. Bluetooth, WiFi, or via 3GPP  or direct device connection communication, instead of via indirect communication over 5RG, based on stored UE policies of the UE or user preferences.
(3b): The User/UE requests to access application-A of the PIN device. Based on stored User Profiles of the PIN deviceElement with allowed authorized Users, the eRG/gateway UE PIN Element with Gateway Capability can determine whether to accept access request of the PIN DeviceElement from the User/UE. 
(3c): The eRG/gateway UE PIN Element with Gateway Capability can further perform user authentication of the application-A based on the security polices and credentials in stored User Profiles of the application-A. If the application-A is configured to apply user authentication by the 5G system, the PIN Element with Gateway Capability requests user authentication for the application-A by the 5G system.
(3d): The eRG/gateway UEPIN Element with Gateway Capability forwards the service access request to the PIN DeviceElement only if the user authentication is successful. Otherwise, the 5RG/gatewayPIN Element with Gateway Capability rejects the request for service access.
(3e): The eRG/gateway UEPIN Element with Gateway Capability starts to forward the traffic to/frombetween the PIN DeviceElements and the UE. 
-	For Case (a), the eRG supports indirect communication for forwarding the traffic over 5G network between the PIN Device and the UE.
-	For Case (b), the eRG supports communication at home for forwarding the traffic between two PINs, i.e. the UE and the PIN Device.
-	For Case (c), the gateway UE supports communication at home for forwarding traffic between two PINs, e.g. connected earbuds via Bluetooth and connected PIN device, e.g. media server.
Step4: [UE policies in the home settings]
When the authorized User/UE moves from out of home, i.e. case (a), to in home, i.e. case (b) or case (c), the User can manually determine how the used UE adopts case(a)/case (b)/case(c), or UE can automatically adapt to case(a)/ case(b)/case (c) based on the UE policies, including the following information provisioned by the 5G network: 
-	one or more operation modes (e.g. PIN DeviceElement, UE, gateway UEPIN Element with Gateway Capability);
-	communication methods (e.g. direction network connection, direct device connection, PIN direct connection3GPP indirect communication, 3GPP direct communication, or non-3GPP access);
-	location information.
[bookmark: _Toc49943803][bookmark: _Toc66910068]5.5.4	Post-conditions
The Incruedible family can safely live with hidden superheroes identities by securely accessing application of the PIN DevicesElements from anywhere in the world without compromising the security of the PIN Devices Elements/services at home. 
[bookmark: _Toc49943804][bookmark: _Toc66910069]5.5.5	Existing features partly or fully covering the use case functionality
Referring to 3GPP TS22.101 [3] clause 26a, the user to be identified could be an individual human user, using a UE with a certain subscription, or an application running on or connecting via a UE, or a device (“thing”) behind a gateway UE. The following service requirements have been supported:
-	The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.
-	The 3GPP network shall support to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.
-	The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
-	The 3GPP system shall be able to take User Identity specific service settings and parameters into account when delivering a service.
NOTE: 	The requirement applies to 3GPP services and non-3GPP services that are accessed via the 3GPP System
-	The 3GPP system shall be able to store and update a User Profile for a user. 
-	The 3GPP System shall support to authenticate a User Identity to a service with a User Identifier.
-	When a user requests to access a service, the 3GPP System shall support authentication of the User Identity with a User Identifier towards the service if the level of confidence for the correct association of a User Identity with a User Identifier complies to specified policies of the service.
-	A service shall be able to request the 3GPP network to only authenticate users to the service for which the association of the user with a User Identifier has been established according to specified authentication policies of the service.
-	Subject to operator policy, the 3GPP system shall be able to update User Profile related to a User Identifier, according to the information shared by a trusted 3rd party. 
-	The User Profile may include one or more pieces of the following information: 
-	additional User Identifiers of the user's User Identities and potentially linked 3GPP subscriptions, 
-	used UEs (identified by their subscription and device identifiers), 
-	capabilities the used UEs support for authentication,
-	information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.
-	User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
-	User Identity specific network resources (e.g., network slice).
The following service requirement in TS22.101 clause 26a provide the principle for user centric identifiers and authentication by the 3GPP system:
-  	The 3GPP System shall support operators to act as User Identity provider and to authenticate users for accessing operator and non-operator deployed (i.e. external non-3GPP) services.
This use case and requirements consider that the application running on the PIN Element is a non-operator deployed (i.e. external non-3GPP) services behind a PIN Element with Gateway Capability in a PIN.

[bookmark: _Toc49943805][bookmark: _Toc66910070]5.5.6	Potential New Requirements needed to support the use case
[PR-5.5.6-1]: The 5G network system shall enable support secure mechanisms for an authorized UE a PIN Element using direct PIN connection or via PIN Element with Gateway Capability to access and securely access the authenticated and authorized communicate with another PIN Element application running on or connected to a PIN Device behind for a PINa gateway UE or eRG. 
Editor’s note: definition of a gateway UE can refer to 3GPP TS 22.101 [3].
Editor's Note: evolved residential gateway (eRG) defined in 3GPP TR 22.858 [6] is assuming with PIN element gateway capability which needs further clarification in thisboth studiesy.  
[PR-5.5.6-2]: A gateway UE (or eRG) The 5G system shall be able to support “User Identity and Authentication” requirements (as defined in 22.101 clause sec 26.a [Y]) for PIN Elements of a PIN.
 
	*** End of Change ***
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