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Abstract: Clause 5.8 deals with the Use Case of support of broadcast-based service discovery and highlights the role that the gateway can take in reducing the amount of broadcast messages within a PIN. This paper proposes to document the security risks with service broadcast within a PIN and proposes that any PIN element - not just the gateway - can help to mitigate these risks.
1. Discussion

The use case documented in clause 5.8 of TR 22.859 makes reference to the use of broadcast service discovery messages being similar to those used in mechanisms like UPnP. The security of UPnP has been previously criticised and two attack vectors that have been documented are (1) Denial of Service attacks based on flooding the network with service discovery mechanisms, and (2) Denial of Service attacks based on spoofing the address of the target device by a malicious device creating false service discovery messages. This paper proposes that PIN service discovery messages based on broadcast mechanisms should require mitigation for these two attacks.
2. Proposal
This paper proposes the following changes to TR 22.859:
--- FIRST CHANGE ---
5.8
Use case support of broadcast-based service discovery

5.8.1
Description

In a home network, services are provided for e.g. home automation and wireless hi-fi, which often are based on e.g. UPnP/DNLA, Bonjour and other protocols that can make extensive use of discovery and other broadcast-type messages. The user wants to be able to use the service via both the home network (e.g. Wi-Fi) as well as via the public network.

Several services make extensive use of broadcast messages, e.g. smart home systems. The status or discovery-like messages in e.g. UPnP/DNLA, Bonjour and other protocols are broadcast to all 'participating' IoT devices in the network. This is less of a problem when the service is used in a home network (e.g. via LAN) only. However, when the PIN is used outside the home network via a public network (e.g. smartphone joins the PIN via the 3GPP Network), the phone still receives all broadcast messages. This can cause increased messaging to the UE, while these messages are not always relevant to the user.

The user should have the choice to receive discovery and status messages on demand, or filtered (e.g. only when there is a status change) when using the service via the public network.
Furthermore, the 5G system needs to ensure that the service discovery messages are authentic and sent in sufficiently low numbers as to be not present an obstacle to useful transmissions within the PIN.
--- END FIRST CHANGE ---
--- SECOND CHANGE ---
5.8.6
Potential New Requirements needed to support the use case

[PR 5.8.6-1] The 5G system shall enable service discovery of PIN devices (e.g. based on certain device applications) in PIN by UEs in the PIN or via the public network.

[PR 5.8.6-1a] The 5G system shall enable an authorized PIN user to configure which UEs connected to the public network can perform service discovery of PIN devices in a PIN. The 5G system shall support configuration per 5GLAN VN, per group of UEs, or per individual UE.

[PR 5.8.6-2] The gateway shall support optimization of service discovery of PIN devices in a PIN by UEs on the public network, e.g. by reducing the amount and frequency of service discovery messages sent from PIN devices.

[PR 5.8.6-3] The 5G system shall support a mechanism(s) to mitigate a malicious flood of service discovery messages.
[PR 5.8.6-4] The 5G system shall support a mechanism(s) to mitigate spoofing of service discovery messages.
--- END SECOND CHANGE ---
