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Abstract: It is proposed to accept the potential new requirements and potential new security requirements extracted from the use cases 5.1 and 5.2 into the clause 8 Consolidated potential requirements of TR 22.881.
For discussion:
The following table provides an overview between potential new requirements and consolidated potential requirements that are proposed to be included into clause 8. 
	Req. #
	Potential new requirement
	Proposed consolidated new requirements

	[PR 5.1.6.1] 
	An MCX Service shall provide secure mechanisms to allow an authorised MCX User to request MCX User configuration changes in one or more Partner MCX Service Systems.
	[CPR 8.1] identical to [PR 5.1.6.1]

	[PR 5.1.6.2] 
	An MCX Service shall provide secure mechanisms to allow an authorised MCX User to evaluate and respond to requests for configuration changes from Partner MCX Service Systems.
	[CPR 8.2] identical to [PR 5.1.6.2]

	[PR 5.1.6.3] 
	An MCX Service shall provide secure mechanisms to allow an authorised MCX User to configure automatic responses to categories of requests for configuration changes from Partner MCX Service Systems.
	[CPR 8.3] identical to [PR 5.1.6.3]

	[PR 5.2.6.1] 
	An MCX Service shall provide secure mechanisms to allow an authorised MCX User to request configuration information from Partner MCX Service Systems.
	[CPR 8.4] identical to [PR 5.2.6.1]

	[PR 5.2.6.2] 
	An MCX Service shall provide secure mechanisms to allow an authorised MCX User to send configuration information to Partner MCX Service Systems.
	[CPR 8.5] identical to [PR 5.2.6.2]

	[PR 5.2.6.3] 
	An MCX Service shall provide secure mechanisms to allow an authorised MCX User to exchange MCX User relevant information with Partner MCX Service Systems.
	[CPR 8.6] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to exchange operational MCX User relevant information, e.g. MCX User capability information, with Partner MCX Service Systems.

	[PR 6.2.001] 
	Exchange of administrative and security related information between MCX Service systems shall not compromise the integrity and security of either MCX Service System.
	[CPR 8.7] identical to [PR 6.2.001]

	[PR 6.2.002] 
	Exchange of administrative and security related information shall not expose the internal structure or configuration of either MCX Service System.
	[CPR 8.8] identical to [PR 6.2.002]

	[PR 6.2.003] 
	MCX Service Systems shall detect and prevent unauthorized connection attempts
	[CPR 8.9] Exchange of administrative and security related information between interconnected MCX Service systems shall be secure.

	[PR 6.2.004] 
	Exchange of administrative and security related information between MCX Service Systems shall cover prevention of replay attacks
	Merged into [CPR 8.9]

	[PR 6.2.005] 
	Exchange of administrative and security related information between MCX Service Systems shall cover algorithm negotiation and prevention of bidding down attacks
	Merged into [CPR 8.9]

	[PR 6.2.006] 
	Mutual authentication and authorization between the connected MCX Service Systems shall be supported
	Merged into [CPR 8.9]

	[PR 6.2.007] 
	Separate, mutual authentication and authorization shall be possible with more than one MCX Service System at any time
	Merged into [CPR 8.9]

	[PR 6.2.008] 
	Messages that travers trust boundaries shall follow 3GPP specifications for protection, if not protected by end-to-end security
	Merged into [CPR 8.9]


8
Consolidated potential requirements



Following are consolidated potential requirements.
[CPR 8.1] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to request MCX User configuration changes in one or more Partner MCX Service Systems.
[CPR 8.2] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to evaluate and respond to requests for configuration changes from Partner MCX Service Systems.
[CPR 8.3] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to configure automatic responses to categories of requests for configuration changes from Partner MCX Service Systems.
[CPR 8.4] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to request configuration information from Partner MCX Service Systems.
[CPR 8.5] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to send configuration information to Partner MCX Service Systems.
[CPR 8.6] An MCX Service shall provide secure mechanisms to allow an authorised MCX User to exchange operational MCX User relevant information, e.g. MCX User capability information, with Partner MCX Service Systems.

NOTE:
Capability information could include, but not limited to, information, such as chemical, 



biohazard, medical or equipment handling capabilities for a specific MCX User. 
[CPR 8.7] Exchange of administrative and security related information between MCX Service systems shall not compromise the integrity and security of either MCX Service System.
[CPR 8.8] Exchange of administrative and security related information shall not expose the internal structure or configuration of either MCX Service System.
[CPR 8.9] Exchange of administrative and security related information between interconnected MCX Service systems shall be secure.
