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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title:
Integrity Protection for Communication with External Networks
Acronym: IT
Unique identifier: 

Potential target Release: Rel-18

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Impacts

	Affects:
	UICC apps
	ME
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Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a …

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

Verticals, such as supply chain finance and insurance, have strict requirements for IoT data integrity (especially for the services that collect data from IoT edge devices), e.g. environment data including temperature and windspeed data, and agricultural insurance and warehouse data (e.g. number and weight of goods) for inventory financing. Those services need data that is tamper-proof from the UE to the SP (Service provider). 
Though 3GPP network has its own method to ensure data integrity, there is still a gap between 3GPP network and SP. The means to make tamper-proof for non-real-time data is also necessary.

 Enterprises especially medium- or small-scale may benefit from data communication that is tamper-proof. This includes the communication of many kinds of IoT UEs that enterprises communicate through MNO networks.
Therefore, an additional ability to guarantee data tamper-proof communication between the UE and the SP for IoT services (especially for the services that collect data from IoT edge devices) is important to be supported for 3GPP.  MNOs should be able to offer a standard approach for communication with data integrity to their customers. 

4
Objective

The objective of this work is to specify requirements on Inner Trustiness for IoT UEs, in particular for the following aspects.

-
End-to-end data trustiness of specific services of legitimate connected UE,



5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 22.261
	Addition of requirements on Inner Trustiness Network Function 
	TSG#91e
	

	
	
	
	


6
Work item Rapporteur(s)

Qun wei, weiqun5@chinaunicom.cn
7
Work item leadership

SA1

8
Aspects that involve other WGs

None

9
Supporting Individual Members

	Supporting IM name

	China Unicom

	Spreadtrum Communications
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