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[bookmark: _Hlk55202345][bookmark: _Hlk55202452]Abstract: This contribution proposes a use case for timing and timing resiliency delivery to financial sector. This document was developed in consultation with National Physical Laboratory (NPL) in the UK.
Background:
[bookmark: _Hlk55035815]For financial markets, the ability to verify continuously when events take place, i.e. time traceability, is fundamental to enable regulatory oversight and analyse the order in which trades are placed (e.g. accurate time stamps are used to settle disagreements and to prevent fraud). Market participants may execute orders on stocks in seconds or microseconds depending on the type of trading activity (e.g. high-frequency algorithmic, voice trading systems, human intervention, concluding negotiated transactions, etc). Financial markets are distributed systems, therefore, a common regulated timekeeping system can only be done if every market participant at each end point of the system involved in the transaction maintains an accurate clock. 
There are several means to access UTC time such as using an atomic clock, NTP servers, GNSS signal, or UTC(k) delivery over fiber, where UTC(k) is a realisation of UTC maintained by the contributing institute (e.g., NPL, NIST) identified by k. The 5G system can be operate in collaboration with or as backup to other timing solutions used already by financial markets to comply with financial directives for timekeeping. As illustrated in Figure 1, the 5G system can be integrated as another time source within the clock distribution infrastructure of the financial customer. 
[image: ]
Figure 1 Example of time resilience use case for financial markets
Financial regulations for time source and time dissemination require the market participants must provide traceability back to UTC. This requires the time information sent to financial exchanges should be measured and verified at every link in the chain, i.e. from UTC generated at the BIPM (global ‘paper’ time scale [3]) up to the timestamping engine within the financial customer domain. Depending on the time source and distribution method the financial customer has, the traceability to UTC to comply with the regulations is achieved in different ways. For example (for more information see [1]):
· If GPS satellite signals are used, they do not providethe derivation of traceability to UTC is not always straightforward. In this case, the end user will use GPS monitoring bulletins from one of the regional UTC(k) timing centres in addition to perform calibration and monitoring of the GPS receiver equipment to demonstrate traceability to UTC. Another hurdle is for the user to calibrate the related measurement equipment including the GPS receiver with adequate accuracy. These issue could be common for other GNSS systems too.
· If time delivery over fiber services like NPLTime [2] or similar are used, the UTC is disseminated over managed fiber links. The traceability to UTC is maintained using PTP to distribute the time and continuously monitoring and audit the provision point to ensure the agreed level of accuracy defined in the service SLA.
The 5G system could follow similar approaches when applied in this use case (Figure 2 illustrates the two approaches):
a) The 5G system provides traceability to UTC up to the DS-TT: In this approach, the 5G system needs to continuously monitor and audit each link within the time distribution chain within the 5G system domain. The UTC traceability is certified up to the provision point at the DS-TT. Therefore, monitoring, calibration, and certification functionalities are required at the DS-TT. Two alternatives can be considered:
1. The 5G system supports these new functionalities including the required mechanisms in the standard.
2. Proprietary solutions are used in collaboration with the 5G system. For example, an NPLTime client is installed within the DS-TT to combine NPL service and 5G wireless time distribution to provide traceability to UTC.
b) The 5G system does not provide traceability to UTC: Similar to GPS signal delivery described before, the 5G system is not responsible of monitoring, calibrating or documenting evidence for traceability to UTC, the financial customer is taking care of these functionalities. 




Figure 2 UTC(k) time distribution with 5G system indicating the traceability chain (modified from source [1])

[bookmark: _Hlk55035935] [1] NPL: Time Traceability for the Finance Sector, Fact Sheet, version 2.0.
[2] https://www.npl.co.uk/time-frequency
[3] BIPM Time Department, https://www.bipm.org/en/bipm/tai/
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[X1]	Markets in Financial Instruments (MiFID II) - Directive 2014/65/EU
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Second Proposed New Text:
[bookmark: _Toc49951073]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CAT	Consolidated Audit Trail 
ESMA	European Securities and Markets Authority
MiFID II 	Markets in Financial Instruments Directive II
MiFIR	Markets in Financial Instruments Regulation
NMS	National Market Systems
NTP	Network Time Protocol
RTS 25	Regulatory Technical Standard 25
SCADA	Supervisory control and data acquisition
SEC	U.S. Securities and Exchange Commission
SNTP	Simple Network Time Protocol
UTC 	Coordinated Universal Time


Third Proposed New Text:
[bookmark: _Hlk55202781]***** Text below is all new, shown without change marks for readability ******
[bookmark: _Toc43718769]5.x	Use Case on 5G timing resiliency for financial sector
[bookmark: _Toc43718770]5.x.1	Description
[bookmark: _Ref43722702]The focus for this use-case description is financial sector. Markets and market participants are highly interconnected, absolutely accurate time stamping is essential to determine exactly who made what trade, and precisely when. Market participants may execute orders on stocks in seconds or microseconds depending on the type of trading activity (e.g. high-frequency algorithmic, voice trading systems, human intervention, concluding negotiated transactions, etc). Without a reliable common reference time to provide synchronized time stamps, transactions across locations and stock exchanges are impossible to audit or to detect wrongdoing. To achieve a more regulated timekeeping system, the European Securities and Markets Authority (ESMA) has issued new rules in support of the MiFID II (Markets in Financial Instruments Directive II) regulations [X1]. The Regulatory Technical Standard (RTS) 25 is a part of the standards developed by ESMA in the context of MiFID II. RTS 25 defines standards for clock synchronization [X2]. Similar to MiFID II, U.S. Securities and Exchange Commission (SEC) introduced Rule 613 and the Consolidated Audit Trail (CAT) to accurately track all activity throughout the U.S. markets in National Market Systems (NMS) securities. Rule 613 requires electronic trading business clocks to be accurate to the National Institute of Standards and Technology (NIST) clocks (i.e. 50 ms for automated orders, 1s for manual orders).  MiFID II generally has the strictest requirements when it comes to time stamping (i.e. ≤100µs for high frequency algorithmic trading, ≤1s for voice trading, human intervention, or concluded negotiated transactions, and ≤1ms for other type of trading activities), and is of relevance also to foreign regions as foreign regimes need to have regulations of comparable quality in order for companies in that regime to transact with European entities. 
[bookmark: _Toc43718771]5.x.2	Pre-conditions
[bookmark: _Hlk49436012]MiFID II and MiFIR regulation requirements mandate firms and venues to time stamp events accurately to UTC and to an appropriate level. Particularly, article 4 of RTS 25 also states:
Operators of trading venues and their members or participants shall establish a system of traceability to UTC. They shall be able to demonstrate traceability to UTC by documenting the system design, functioning and specifications. They shall be able to identify the exact point at which a timestamp is applied and demonstrate that the point within the system where the timestamp is applied remains consistent. Reviews of the compliance with this Regulation of the traceability system shall be conducted at least once a year.
In this use case, both the time synchronization at the end devices (to enable the time stamp accuracy required) and how the time synchronization is distributed to these devices (to enable UTC traceability) are crucial to comply with MiFID II regulation. The market participant is subscribed to and authorized to use the 5G timing resilience service to receive accurate absolute time, directly traceable to UTC, resilient and worldwide available. The 5G timing distribution and resilience service ensures time traceability through either real-time monitoring (e.g., the continuous comparisons of the clock to ensure the device is working properly) or offline (e.g. calibration of the equipment) handling of the following:
· A continuous chain of comparisons with known uncertainties.
· Time equipment calibration.
· Continuous monitoring to demonstrate compliance and correct functioning.
· Calibration evidence and monitoring results to be archived.
For UTC traceability, each link involved in the time dissemination chain from the reference time scale UTC up to the point of provision must be documented, as illustrated in Figure 5.x.2-1. An SLA will be in place to establish the time synchronization accuracy and traceability requirement to UTC. 
The time synchronization accuracy provided by the 5G System domain at the output of the 5G Device will be a suitable portion of the target requirement applicable at the application layer of the Financial customer domain, as an example in order to meet 100 µs, the 5G System domain could provide at least 10 µs accuracy.





Figure 5.x.2-1: UTC time distribution chain to the financial customer

[bookmark: _Toc43718772]5.x.3	Service flows
1. The 5G system and the market participant establish an SLA for the 5G timing resilience including UTC traceability and required accuracy of the time distribution service.
2. The 5G system provides UTC timing information to the UEs using the 5G timing resilience service.
3. The 5G system maintains time synchronization to UTC time scale at the UE, monitors the time distribution and ensures UTC traceability.
4. The 5G system provides UTC traceability evidence to subscribed applications.
[bookmark: _Toc43718773]5.x.4	Post-conditions
The financial sector can use 5G system as a solution to access UTC and comply with MiFID II requirements. The 5G system can be used in collaboration with or as backup to other timing solutions used already by financial markets such as atomic clocks, NTP servers, GNSS, UTC(k) delivery over fiber (e.g. NPLTime or similar services). 
[bookmark: _Toc43718774]5.x.5	Existing feature partly or fully covering use case functionality
Many 5G system features specified in Rel-16 and expected in Rel-17 will be required for the use-case:
· Time synchronization of UE to UTC leveraging 5G system C-Plane and/or U-Plane
· Time distribution from device to local data network using Ethernet, PPS, etc
· Support for IEEE 1588 PTP 
· Propagation delay compensation
· Exposure framework supports time synchronization based on the needs of the service
[bookmark: _Toc43718775]5.x.6	Potential new requirements and KPIs
5.x.6.1 Potential Requirements
[PR 5.x.6.1-1] The 5G system shall support a mechanism to monitor time distribution at time equipment within the network for documenting reporting timestamp measurement uncertainty.
[PR 5.x.6.1-2] The 5G system shall support mechanisms to calibrate and report time information for network entities involved in the timing distribution chain.
[PR 5.x.6.1-3] The 5G system shall support a mechanism to provide report UTC traceability information to 3rd party applications.
[PR 5.x.6.1-4] The 5G system shall support a mechanism to manage and correlate (e.g., compare, prioritize, and correct) clock information from multiple time sources in the network.
[PR 5.x.6.1-5] The 5G system shall support a mechanism to configure granularity of the timestamp for cases where UE/DS-TT directly providesperforms the timestamping of the financial transaction.

5.x.6.2 Potential KPIs
Table 5.x.6.2-1: Level of accuracy for members or participants of a trading venue [X2, X3]
	Type of trading activity
	Maximum divergence from UTC
	Granularity of the timestamp (note 1)

	Activity using high frequency algorithmic trading technique 
	100µs
	≤1µs

	Activity on voice trading systems 
	1s
	≤1s

	Activity on request for quote systems where the response requires human intervention or where the system does not allow algorithmic trading 
	1s
	≤1s

	Activity of concluding negotiated transactions 
	1s
	≤1s

	Any other trading activity 
	1ms
	≤1ms

	Note 1: Only relevant for the case where the time synchronization service assists in configuring the required granularity for the timestamp (for direct use), otherwise it will be configured separately as part of the financial transaction timestamp process.



3GPP
image1.png
Location A

Firm / business location A
With timing resiliency solution

PTP, NTP over
Fiber/ETH

PTP, NTP over
Fiber/ETH





image2.emf
UTC(k2) GNSS Receiver

gNB UE/DS-TT Internal distribution Trading server

Transfer 

protocol

Physical layer

Transfer 

protocol

NIC

Network stack

Timestamping 

engine

UTC(k2) delivery 

over fiber

GNSS 

constellation

Point of compliancy 

with financial regulation

5GS domain

Financial customer domain

Wired interface

Wireless interface

C_a C_b

M_a M_b

M

M

C_x

Calibration point (x indicates 

the approach a or b)

M_x

Monitoring point (x indicates 

the approach a or b)

UTC @ 

BIPM

UTC (k1)


Microsoft_Visio_Drawing.vsdx
UTC(k2)
GNSS Receiver
gNB
UE/DS-TT
Internal distribution
Trading server
Transfer protocol
Physical layer
Transfer protocol
NIC
Network stack
Timestamping engine
UTC(k2) delivery over fiber
GNSS constellation
Point of compliancy with financial regulation
5GS domain
Financial customer domain
Wired interface
Wireless interface
C_a
C_b
M_a
M_b
M
M
C_x
Calibration point (x indicates the approach a or b)
M_x
Monitoring point (x indicates the approach a or b)
UTC @ BIPM
UTC (k1)



image3.emf
UTC(k) GPS Receiver

gNB UE/DS-TT Internal distribution Trading server

Transfer 

protocol

Physical layer

Transfer 

protocol

NIC

Network stack

Timestamping 

engine

UTC delivery 

over fiber

GPS 

constellation

Point of compliancy 

with financial regulation

5GS domain

Financial customer domain

Wired interface

Wireless interface

C_a C_b

M_a M_b

M

M

C_x

Calibration point (x indicates 

the approach a or b)

M_x

Monitoring point (x indicates 

the approach a or b)


Microsoft_Visio_Drawing2.vsdx
UTC(k)
GPS Receiver
gNB
UE/DS-TT
Internal distribution
Trading server
Transfer protocol
Physical layer
Transfer protocol
NIC
Network stack
Timestamping engine
UTC delivery over fiber
GPS constellation
Point of compliancy with financial regulation
5GS domain
Financial customer domain
Wired interface
Wireless interface
C_a
C_b
M_a
M_b
M
M
C_x
Calibration point (x indicates the approach a or b)
M_x
Monitoring point (x indicates the approach a or b)



image4.emf
UTC @ 

BIPM

UTC(k)

5G Grandmaster 

clocks (gNB or 

NW-TT/UPF)

5G device 

(DS-TT/UE)

Financial 

customer 

internal 

distribution 

(NTP/PTP/pps)

Timestamping 

engine

Traceability requirement 

for MiFID II compliance 

5G certified SLA 

on traceability to 

UTC

Time distribution chain

Increasing 

uncertainty

5G System domain Financial customer domain


Microsoft_Visio_Drawing3.vsdx
UTC @ BIPM
UTC(k)
5G Grandmaster clocks (gNB or NW-TT/UPF)
5G device (DS-TT/UE)
Financial customer internal distribution (NTP/PTP/pps)
Timestamping engine
Traceability requirement for MiFID II compliance
5G certified SLA on traceability to UTC
Time distribution chain
Increasing uncertainty
5G System domain
Financial customer domain



image5.emf
UTC

UTC(k)

5G Grandmaster 

clocks (gNB or 

NW-TT/UPF)

5G device 

(DS-TT/UE)

Financial 

customer 

internal 

distribution 

(NTP/PTP/pps)

Timestamping 

engine

Traceability requirement 

for MiFID II compliance 

5G certified SLA 

on traceability to 

UTC

Time distribution chain

Increasing 

uncertainty

5G System domain Financial customer domain


Microsoft_Visio_Drawing4.vsdx
UTC
UTC(k)
5G Grandmaster clocks (gNB or NW-TT/UPF)
5G device (DS-TT/UE)
Financial customer internal distribution (NTP/PTP/pps)
Timestamping engine
Traceability requirement for MiFID II compliance
5G certified SLA on traceability to UTC
Time distribution chain
Increasing uncertainty
5G System domain
Financial customer domain



